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a1 ekeld@ 3 9], 2010: 61-61). o]d HA fAE 7715 FoAA L 7]
A AFEHE vhFek AEU ARz 715 7HA] shuke] )R
E Folt}, ~ulE EL2 ul=r Applerle] iPhoneo] SA1EWAA, A AAIA o=
FRska QUK 20100 64). APFEES] HFo] FAGH
A AEI(EE 2 22 dleld] & - kS FElE AL
witofl, Fazol] ol §lo] 7] o]FEAl A9t rlio]
Sl oAZFg Al HED o] AFET] ety F 2ulE E&
T3l 2AA fFrAEHZ=(Ubiquitous) Ald-e Eol7ke 7Inke] HR1aL, o dite grdab e A
£ 5 A HAth ~rkE E2 Fo 9 V1% & - 538 9 " A 7Es)
FAIE ARADNCG) AN ASHRECHE AA A A4ANAG) 7HA] @
Axbg il oz}l ¢¥-(Office)oll 8= ®ulkd 9=(Mobile work) AJth7F ¥ Zeo|t} 2w}
E Fo] FAlo] ® PDA & wuldyl 2y eyl Be F-gd) A& s QT Best
t AR3 AgZE ‘ArtE Al (smart age)2hal gt AvtE ES 23] 7
AEM, A=A (e-book) 22 T 7Fset AF AFE 7eS 2 UE FuxsE, A AA

vhE E A A SEa ok
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S alelvh ohylE], 2007ARE ZnlEE wjo] S v, 49 B sl wa Huls
SPhEE wiFe] vl vlnlg el B3k et 20089 128 FACEY EE SRE 93]
R

B2 o) HH| 5 gfAl 243} o]F 2009 119 o}o]Ee] I FAIS AV|E AntEEo] BZ
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7FAte] A AR ool EPhone)9l 058 T2Google)®] SH=el= AlZglo] 4] 7}eiAt

T °F 81%= AHASkAL ITH<E 1> F=2).

<H 1> 3 ANEE JRIA 388

(CHl: DITH)
T = ’10.38 ’10.68 ’10.98 ’10 128 118
QIEZ20IE (%) 5(3.3) 45(18.2) 204(46 3) 15(57.5) 494(59.8)
Oli 0S (%) 50(33.1) 81(32.8) 15(26.1) 4(2 5) 219(26.5)
S 22 (%) 85(56.3) 102(41.3) 01(22.9) 102(14.1) 93(11.3)
JI EF (%) 1(7.9) 19(7.7) 21(4.7) 21(2.9) 20(2.4)
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2. AO0IE Alche| Eot 9i§e| St

2ntE E2 ®Hukd 913 (mobile work)et 99 #A5FE (Clouding computing) 22 frH|HE 2~
(Ubiquitous) #H7go] REEo] AWA A= Feje] A5 “o“—lfjr o|[d¥} o go|x iE} (Life
style)2] A~vlE AUIE 7RATERILE o183 £1(2010: 610 w2 ~vkE Altie] i Ha=el &
HtE Eo] Aol FTlslA HolE Au|x Ad 5ol -, & ool Tt HAAL A=
- HOF HoRH o R oJolx|A HAJh Wik AntE EO] A3t 9 UESLA 75 §HA] FAlo] st
o] o] &mtE ES Ak Bukd ofdsert skl vk &, AntE Eo] 3ol ARAt
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3} t]Eo] SNS(Social Network Service, 24 UEHIARE B3+ AL F8H4
T o, olefo] theFgh Wl 91 o] AT 4= Tk, 20100 66). H
S7FeHHA thFet a7 Atelzt Bkl Jledl, ARtE E SEPE AP ool
o o]Fo] Yrtal ivkar s
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Z- g0 ﬁU}E Aol Al 77|Eta sj= FE3S] Hot EAZF wAE £t AS v o

2) ZYZ(Platform)> AZE Y] $-§ Z2ZOAES Bt 2ol slrdofg} AZEY 0] ﬁﬁlolﬂr e

2 ke A EE AFE op|EAH T Wd] W 4 glon 1 T IHE FASA T & 9l

738 FE(Computing platform)& AZE 07} 75 7Fsdl st=so] o |EAu AZES o] L)
NA(SE Z2 a3 ZHdYAE X)) Z%‘g sz dojo|t), UntH oz ZHYEL 7FE| Q| of
718 SGAAOS), == ddof zgn & wEk] glo]|BejE] = GUI(Graphical User Interface, L

A 97 AFH F9HPA)S 2FsHko. VVlklpedla org).

3) %EPJ Poll Al B54 ERI #AE P& F = ARIER, o852 SNSE T3l AW AMFEA EAY
71 aute] BAZ eIk e tlE A2 SNSEE ‘Mol Y= (Cyworld), WFdle](me2day), 717Fe.
E(Kakaotalk) 5°] 2131, 2l EIE(Twitter), #o]25(Facebook) &°] ATk

.ﬂ oy




6 s=EfDIAcl=d X7 H4S 2011. 8

<H 2> U ADE Z o2 TE Akl

E4Z (Platform) AgHA =8 H&
HSR, MEAAE =5 5 HUEE 25 0S 3.1.3
Ot0IE(iPhone) SHl Z2HA 228t DDos 34 Jisd 0S 3.1.3
SMS, MtHSE, MK S 25 Safari
Q= 20| (Android) ID, HARIE EF 0S 2.1

o

IZNA HI2el oi2E St SMS HIAIK E5 CE 5.2
TR 2ok
(Windows Mobile) clEl @2HEIS T2 e I L AR (shellcode)d

MHg S8 B sk

CE5.2

AR o]t 920100 64) ATE TALE AT

£ B(20100 72-73)9F WAS(2011: 12-20)0] A5 T, dubHog ~nte Eo] hilef uf
E HSE APE Al /A E RS F D} WA, wdy] Hel o]
AR Q3 AR T A5 Ar9

AL ot o g ARG o l
F Mol olgroltt 2mlEEZS] ofFFE PO R Qld| ANIAR FF Fo]E A, P
Xukd DDos 54 59 A% 7Fs, 9% Ee
EAlelth, v o2 ES A B AW HeL o] 4
SAEY S B3 S, AnkE S ek e AHo] &3k %@a{_ HeF e &
Aot}

o Sl e Fho g w4 HEE do] ujg Q3] 1 °}
7} 15071 o RaE ek wgh weloAe mlar 28 Fol o]FS o]&s| Qlgne FEAR
w7h= 97 o Aol o] T o] 9lelE AntEEY =
TR Hulal, ARgARe] dlolHE F7IE S thdke oJdm=rt FdsGith A1 & 294
(20100 90-94)9] <ol ofstd, oFd
2005 13170 Baked obd == 2009 600
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4) *JeliE(Sheucode)L A S ol gsl) 54 a=E A & ARgE= A=E TRtk

5) #elol(Firmware)= AFBH 38 ofollx] A4 sf=so] Fx|o xghel AXESJo]R, AN ESO]E ¢o]
A FAEE AR 71 FXE 3tk Helols ROMOUPROMe 43w st=gojnth= nsh
37171 FARk iilf_w‘%ﬂoiiﬂ‘r* o] & tHko.wikipedia.org).

6) A (Packet)= MEHAE T3] AFa] s AE dHeolHd Aotk Emal 5% & 2
o sFlow Faa Hud w2 wie Ao gl Axddc fgRlor F3dE e 77 dee MErt

BAAA 3L £A42 QIHYl 271 7|5 Atk http://joins.com).
7) 22U (Sniffing)2 =Y (Sniffer) & o]&3t] UEHA] dolHE At UEHA o] Sof thie
AL YES Eofr} B AL DA REA G| AU E 1 5 5o I3 &, 2008).
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£ A8k, Ul APL QIEso]
2 AFEe Al Belg AR AT AT o2 kAl Zwel A sAshY, thy
S QlEjsle] s Al SPTE st Ae) TS AFHL U Aol st ofeael s
Aol o8] epgEt ey mukel ofEel Aol A A Golshl e Aekde A ik

S, Frolgelth 2ukE ol Fol Welgom sl wAlshs B4 - myk Al 9t 20 )
o ol glrk ZukE E ¥4 vl hE A2 FAE vsle o] sulE Fo 43w
A AR 2 wue ouaE Ashs 2ulE o BHo A% V190l FaF Y AR KRS
N2 ABRAS o] A7 & ook olol] et vk Eo A%E NS dEsksA 24 =
WA A% ARE QA0 2AGRE T1E5e] S4E Y

A, ARoleh. ke E& PCo uls) AhE, A4 717101@ webd, PC B7el 4 AlFeh
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Il. &2 A0E Adjet 2of EXle| oiF

PC, PDA, 18]al AvtE £ 52 AntE AE Feshs ArkE HAE 7)7]5elth o]FellM &
HtE EE ‘antE Al e] Fdolgtal B ¢ Qv BEEAVIES] Fol(EER)oltt ‘AntE Rnp
o’ (smart mobile)®] /Nd o= WH, o827} ddl= ARE FJ9S 7Ivter geks] idsto] wa
Al Algsks ol sds 2 dE7] B AHlzo| (WS €] 20100 4). ARtE EL AHest
2l o]8a} Qe #Ho)~(User Interface, UD), W2 WS- &% HE] IQE X /JHE $-&

AH|Z BR(HAECR) | QFERO|E w9 §) Bge] FFssith %, tiake ojEeslelde] Afw

8) =Eo|(App store)i= °f&E(Apple)o] ZFskaL 3= oFo]E(Phone), olo]#|=(iPad) 2 olo]3t EX|(iPod
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&+ AR 9 Aol ~mlE Eo] vt & Aoz} Aelth PCeF o] HWEH|To] AMH]2 753} 1
ElHo] A5 A dahy, txd AME~100 (Digital convergence), S1E]#Ho]~ 7FHA3}e} B1x] £& Ak
FAolth

g5, =9, Tepz, olefel, Teln 23I91e FUAREDS P Fa FAeln, Bal] 4
A AAA FRIA b 2 Fee YAk Tl F, FUHEE A} AN 217} 3
o Wl FEH 9ol ek BUs w7k gustel

NE ge B9 =150 va) AT A3 Tk ANaE AFe i, maA o5 5w
w3 )

IE Ul Bud(2vtE E X3 HyggolA B w7kl vls] =tk 20104 1€l EUS 57He2
7]12) 7)o 2 oF 79% ARt AulE E ALExle] 4= Auddn] o 2% AGS 7)=28 53

1.695r Ho|AtHRoper, 2011). E3], d=+¢] Z9-ol= 200033 vl 70% o]4te] ~ulE E ALg-
A7 ST 3> 2.

<H 3> ANE & SEHE(Platforms) in EUS(UK, DE, FR, ES, and IT)
(20104 122 J1E)

Share (%) of Smartphone Subscribers
EU 5 UK DE FR ES [T
Total
Smartphone 100.0% 100.0% 100.0% 100.0% 100.0% 100.0%
Subscribers
Symbian 60.9% 46.9% 55.1% 40.7% 73.5% 75.7%
Apple 14.5% 20.5% 15.3% 29.9% 6.5% 7.7%

Touch)& &8 AXE9 o] tz= AJH|Z=olt), ofo]#E(iPhone) 3G7F THE =520 2008
ool EZ(1Tunes) 2] AUo)E Fe|Z AMu)2r) AZE L) ‘g ~Eo]d o]2L ofZo] L8

A’(Apple Application Software Store)dt ©Jv|E @il glom, 7Q18 FHiFHA ole]lF=E o] &AL o
O£ W ofolst ElA] litolN AA 3G WEND T WiFiZ Zgskl(clol Blxe] A%

9) 2xEMOlE tRE & Atk tRRET e 2XEdole 5 % R} glon, R &
EdolE gz =s yis olo]lg=o] Ale] & a3tk http:/enc.daumnet).

9) ¢r==ol= mhAl(Android Market)e T-2(Googple)o] =3kl U= T2 A== &8 ATEOE
thersd ¢ Q7 ElFE Aujzolth ofE9 §f ZEojehe thEA| E=Ro|E wplE =9 Al uet
AREAZE 1EkA] 159 ool R e §-8 ZEIde] 3RS aTehd T 5ds BF eS|
oF dth(http:/enc.daum.net).

10) @354 Heoly & A2 e T/ 7
R 1= A P = R R B B S b
FAHA o5 ol A= el 7 S
o] 7wo] AgH Foids), s F2lo] A3 DMB Fol tAYE M2~ & dojrt.

11) EUS #7}58 Al9star ofd A=(Republic of Ireland)®} A& =(Finland)e] HE.3} F50] =2 Holt}

12) 7] dit 2ukd E(Feature phone)¥} 220E E(smart phone)S 3 Aolth

o &
T
;]
e

o\ﬂ

Sge1sl A, PP

o
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<E 3> ANE E ZHZ(Platforms) in EUS(UK, DE, FR, ES, and IT)(HIZ)

Share (%) of Smartphone Subscribers
EU 5 UK DE FR ES IT
Microsoft 14.1% 10.7% 19.9% 20.0% 12.8% 11.4%
RIM 8.3% 18.7% 6.8% 5.4% 5.2% 4.7%
Goodle 2.0% 3.0% 2.2% 3.7% 1.8% 0.4%

¥ = UK(99), DE(54Y), FR(ZH2), ES(2=H[Q)), IT(elgEloh
% A& com Score Mibilens

=)

G i T8 5= FolA 2ntE E ARAPE 7P B2 13 1Rk weld), dAe] 1/40 %
w WAA] FShE 26%0]31, 5&53HAl AREAE SV FAlolth EE of#l3] 3/4 o] fo] IA
E13)(Feature phone)& AH&-3lal ATH<IE 4> Z=20).

<H 4 EU5 =)tEQ| THIY MHIA & 0188

QK IHATH%)
EUS UK DE FR ES I}

Sent an SMS/Text 83.5 90.3 81.6 81.7 84.5 795
(Liffﬁ dﬁ}‘;“';ﬁ:g; 334 376 333 236 3.1 37.8
Listened to Music 207 21.4 246 199 28.7 204
Mobile Browsing 22,2 30.8 17.4 217 19.9 20.7
Accessegitgoggaglggtworki”g 1.3 18.2 6.5 10.2 9.5 1.7
Accessed News 9.6 13.7 7.5 9.0 6.7 10.4

3G Device 424 4.7 38.3 36.7 53.3 452
Smartphone 226 229 165 5.2 283 32.0

¥ = UK(9=), DE(59), FR(Z#2), ES(2=H|9l), IT(o]gz]o})
% A& com Score Mibilens

2mlE Aol 71 AEe Eom A4 I gl 3G Eo| A 9 A AvkE Eo 41.7%7)
AHEShE Zlo® FAbE ALm AutE ES o] 83 |29 o] o] Jhsailth EF AF
[€]

EXel]
H
41)8] Aol efab TEUl o] §Ake] 31%7F 150 ES of&ste] Bl AH|A=E o]&5taL, 18%

13) FHolME= gk sl=2Z(Plain old mobile)o]2t = e}
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o]/go] SNSel H&ah, 13.7%7} the

2AlE

7+o

.

Aoty &

Apoln] Hleint

IV. EUS =7I=2| Eof =]

AsA Z7ke EU 5 57k50] ke & ARk

o olde] el
A A3} guel 94,

L

R

Qo]
Q.=

1074 2 &5

PDA, IHYl A &5 Fdl Fis] 48T

99 ERen & 5

Ak

5/4=o] 2mtE E ARgAR= wihd
A7}
A AR B
QI2(Ee 2utE 9)3)9 Ffl=
etk oA L, 2nkE Eo) W ARgAte] S7bE
Ao Al MiHriy,

Alo]A(New Application)®]
AREF Telal Alzg gy 2 2

ZE AT dEe] Muls Alga AR FHE Thesll fAwE 19k
A2l s3] ge wer
2utE FE 9 PDA 22 AH7|7]9] AFEOoRZ 2mlE Aol ~ufE EO| ALEA[7E

WA} obdl E& olgdte] i ARE A

Z7ksta, el ox)e) s,

G otk AR, nkE ES ALgEa

H
AC)

we Pa B 5
R 2uE g Zle opdth 2ntE E3) QIEY
A 77 mdor Q3 AW &
710 QIEYlE
oAl AWlE E AMEAPL AU
Ark. 2vle Aldle] ww Avke EASAE AT T

SqeEA HASE o5S thror @
o] Wk 91Fo] TAF e Roltk

/\

o

L= 4

o

=87 o8 AH]~ SNS 9] teFsk
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- Automatic locking(Xts &22RI)
— Regular backups(&J|E01 8id)
R1 - Note IMEI number(IMEI #1&59| J|=

\_,

- User—to—smartphone authentication(A0IE & M%X} 0'%)

- Certification of smartphone(IE £01, FIPS140-2, &= CESG2l Product Scheme(CAPS))
I~ - Scrutinize permission requests(H2sH 01 Q7)

— Review default privacy settings(JHQIAE J|2 &%)

- Reset and wipe(before disposing or recycling the phone, wipe all the data and setting)
R3 (Z=IIAEN & 2= HI0IE AHAN
- Decommissioning (i Al)

- Be skeptical(CH2 012 AlES 23)

R4 - IT officers should create awareness of this risk(I&2] 014l)

- Check reputation(before installing or using new smartphone apps or services, check their reputation
R5, 8, using app-store reputation mechanisms(2H&otD BPIE 2101X| &0l1)

and 9 | - Check resource usage and phone bill(AlE&S H3)

- Resource control(monitor resource usage of smartphones for anomalies(ZLIEIH)

- Cautious use of hotspots(use public WiFi hotspots with caution and configure the smartphone so
that it does not connect automatically)(S2!=l 24&el J1XI= 018)

R6 - Communications confidentiality(using VPN or SSL)(S4! HIZS| 2&)

- Pre-installing server certificates(Al2& A 015)

- Encryption software(2353t ATE T2HI)

% A} European Network and Information Society Agency(enisa)(2010).
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The Information Security Risks of Smart Age and EU5’s Responses

Sang Kyu Rheem, Chang Kil Lee, Jong Eop Kim

Smartphones are now an essential tool in all sections of European society, from top
government officials to businesses and consumers. In EU5 countries (the UK, Germany, France,
Spain, and ltaly) alone, the number of smartphone users has increased to 61 million.
Smartphone have a rich cocktail of feature: an array of sensors, multiple radio and network
interface, as well as gigabytes of storage and powerful processors. They are often within a
meter of their owner 24 hours a day. In fact, smartphones have already realized many aspects
of the vision of ambient intelligence which includes, for example, providing augmented reality
applications, applications that adapt to and anticipate the user's physical environment using
smart sensors— even providing smart health applications using biometric monitoring. Overall,
smartphone has led to ‘Smart age’ with other digital devices. However, many of the security
and privacy issues raised in the context of ambient intelligence apply to smartphones as well.
The objective of this study is to allow an informed assessment of the information security and
privacy risks of using digital devices in smart age. Most importantly, we make practical
recommendation on how to address these risks. In this study we give an overview of the key
information security risks and smart age in chapter two. We also categorize the information
security risk and provide practical advice to address the risk in chapter three and four. Finally,
we conclude with some recommendations for the solution of information security risks in South
Korea.

Key words: smart phone, information security risks, european union, EU5



