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A7 (crisis) T 7ol FAEo] 918 o] Sl thrhe AulE wekth Ad@iskel ek A
o Eofell whh SpAtel] met tFsiAl =eEo] $h=tl Yates & Stone(1992)2 #1%lo] A% &
A(potential losses), 2 £24¢] 2J"](the significance of those losses)¢t &3 Al(the uncertainty of
those losses) 0.2 A AT F43 0 Barki, ef. al(193)-2 <4 A 7154 (probability) 2} 2
=290l A (significance) =5 7% (magnitude)] Z3tolgln A st

A EF7]72 ISO(International Standards Organization):= ISO/IEC 13335-1:2004 F&0llA 918
S “$1¥(threat)o] ARt &= 2RF 259 FH o (vulnerability) S 2838t 220 I8 (hamE ¢
g gApgrelgkal A skEtl o71M 9 1Y Alxgolu Ao dEiE 1d & e AAE Ak
AQLE Sakar FHopd 2 skt o] el oaf ohgE T = AR 9 A Ao w A
g g Ak HARde 2 AARE FEE doTA Fo e R stolg APkl oS Tkeke
5 ok AR A8sh AR N, WX A 9, §4, ol8Es 22 a7 IT Al=glolut
ARlz=o) o AHeju= AR g 4 - 1A FA O RFE B[R,

= 71 dRlo] B A ajlolE 1A 8RlolE, oeAlolE Aol Fhel S ARE ApAlel

£ YIITHISO/IEC 13335-1:2004, 2004: 3-5). <3& 1> ISO°lA]

<E 1> {82 ol

OIA Q0I(Human) A=A Q0I(Environmental)
9| H(Deliberate) LU (Accidental)
&3 i - &
s soofeaton, | 27/mREras & onisions) iyl
T aisia] , ‘ It A HI(File deletion), = '
AIOT;;H:O (Sygtgm hacking), 22E 2<2E(Incorrect routing), %T(FI.OOdSi'
ﬁoiéj gitg%u s%code), S2|® AlD(Physical accidents) Sii(Fire) £

# 2= ISO/IEC 13335-1: 2004(2004).

A8 #HE Yol e5d 25 IT AHIAUIT Governance)oll 53131 gtk A HA| A& 714}
ZA)¥ 3] (Information System Audit & Control Association: ISACA)o] w23 IT Avdas AW
o] A9 B A 7|steE sk Aol o] AL ARKRS ZMdAR FR7|E
of nx= Y-S Haslehs dEhs ESHISACA, 20130 135-136). ISACAE AR7]E 98
99 =(The Risk IT Framework)(2009) Bl 9]¢ T2l S “98 Aujds 99
918 g7 3 Eu1F 3 ZEAAT FASYEY <19 1> o] 3719 E=uol 2 &) =
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'
Risk Governance
Ensure that IT risk management
practices are embedded in the
entemme enabling it to secure
optimal risk-adjusted retum.

Integrate

wil
enterprise risk
' management. /9

Make
risk-aware
business
decisions.

Establish and
maintain a
common risk

Risk Response Risk Evaluation

Encurethal T-rlted ik s, Ensure hat ot risks and
cpportunties e detied, arayeed

addressed
and in line with

ina meﬂemvemm | and pr@enmn nhusmessl
business priorities.

<% 1> Risk IT Process Model
% 2 ISACA(2009: 15).

919 P (risk management) ¥ 21 9] F2& DAL glste] Ado] 7B F kgt 9S4
st Apke] 7S ek dte] f8S R F gl FELR AT A WS 24t

+ ZEAAISACA, 2013 150E Esh=t oleidh 913 #2]o] A WA dAl= AMEs Adshe A
otk A AMe 22 4] Aol el 99 Telel 3 AgelmE Aol AuuA ke
ARl IT ABAAE FRSH: AL Brbsait) Aol shudo] 2 79 ML 28 1
Eslo), Au, A%, Aol ofnlA) e e Ak Wekshs 24 A FolAE Pri @
o xAe] 294 Aoz Fan S8 AAAnE 2e] AL BA] AnFAe] mejolu A

g Qlelx Fol FFE I8 B anw Jlseks FUAS AR ek ) AR BE
B MBS NS TR PAT i TRAERRs ARFA AN B45 AT
27k Qi Aol Be AR 5 UgERe) AelE 9Ashl Adskn Qv Jehd esslRe A
She Role] BA4S waal] Sl WMo ARle] AFENE ol ngARgnel YN

th. G| FFAIFREZF 01240l 7]}
719 met B 5ITE thdon QR MEAL dsel] = e 5607t b 2 QR0
= NIAR R RRAR REE Bk GF FA A K 2 cfelgone nel 2 <lEe »
22 SHAHARAIE, 2012
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obgo] ol welE Lk of Yol mek 2] Al Aol B 24 A PO WAY
% q7] WEolth oFe] $19 el ZzAzolME Add 9ge] we A FET F e
A9 FE2 R3] ekl BAS BAE BARAL A FAS WAk H4L AXA At
(ISACA, 2013: 158-160).

d

BT ouANDE AFSH: ¥y A8 L ARALRA A9 Bo 4w #e) AR 24}
of 24 TYNORA ARYTF FAAENA AP onu FRE Sfoletn uwe Fau
Aozt A9le] MR |Gt AHOZRE AT FEiRlA oS B BHoIA
AFET ol Astel B ol Aol Wi BAL Awstn oAl ol e 49
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D @A =l HAA el m g mE Ss] gelsha Aol olmy AlzdN dwsta
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22 2(9) T4HI(%)
14 0/et 48 20.3
18 Olah 3% 0|2t 75 31.6
3 0l4 58 0|2 52 219
5 0l4 7 0|2t 1 A4
e 7 0lah 104 Dlet 4 1.7
104 0l 154 0jet 19 8.0
154 014 204 0[2 18 7.6
204 014 254 Ojet 13 55
258 Olah 304 Ojet 4 1.7
2se 3 1.3
104 012 21 8.9
104 014k 154 Ojet 90 38.0
HmE| Bg [ 154 0l4F 204 0[2 88 37.1
204 014 254 Ojet 32 13.5
258 014 5 2.1
2se 1 A4
1022 0/2 44 18.6
102 04+ 3022 Ojet 99 41.8
SIAO(E EHIA 30= Olat 50 Ojet 47 19.8
]ﬁ_,'\_ 50= Olat 70 Olgt 22 9.3
70% Olah 90= Ojet 6 2.5
90= Ol4} 11022 08t 5 2.1
11022 014 14 5.9
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FAMPAR(A PR LA] A01L - A3S TRJAPRE] kA FHEA] VE ApxEe= Y
AR R stolg IAGRFFA B ARFAZE S s g dAste] ol ¢ J=H

HUNE YTHS FHsel 48T AL PASH

o,

1) TAQE6) MM 5%}

o

JRgRIAEAe] AR #] FHE dotrr] fjste] ARgshE =T 9 OARIZEE A
th A= ARG Q) BEr] Hea Ml Wi S okt o, wiiIA, AR, 8t
3 2 3 WEA 5 QY AR o]f SR EEITE <GF 4>9 o] ARl Y Y=
7h e el 4.3%= 7P BkaL 45707 30%% 1 HE ollen 1-2709] djAaf=vt ARg
ahs A2 17.7%tE 24 Ad Aoz of 34709 A E=E ARSkaL Sl Al oA 7
=5 AT 7&4 <GE 3>ellA] gt o w2 of 403t Al HAShal ol Av AR oF 111

ok

B2 (%) T4HI(%)
SR 237 100.0
1 5 2.1
2 37 15.6
3N 105 44.3
HARIE JH=s 4~5 71 30.0
6~7H 9 3.8
8~10H 5 2.1
25 OE WARE 5 2.1

52191 3)(2013)9F QP78 H(2011) ] LAl B s A = Qb Ek siage A dHoR HA
102k 2FF A 23 B 8k 3ER wAke] 2 S AAlStaL itk oo SHAEe] AMg-a)
A ohs dieelEe) /R RS flste] e sles] s dofeh Ak 2 i AmE <3 5>¢)

o] wA} BA 3o}y HA Aedt o] AR B i HAA AASHE 9= A
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) “UNAARAA D JRE BHog ARG %%6}71 Aste] 212 Ee o ANRRE Eok] A
ARE APsts TF7)H, 1l v 2 sjel 58 Bt TR E B, A% A5E, 2013).
6) “Hld s e Soirt 1 Ao (AR OJXJ% Al A2011 - #4335 A2z A123. vEwsd (T
) 1fe EAERA el FEA e ARES DIthol AFE Fejo] BedelA] geEnt B AR
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<H 5 HAQYE 2A+ X8 2t 20| wXE
ARE A 28 N> |
155 s 3EE 455
3~4 HE &(E) 1 1 1 0 3
A2l 2 &8 F % 100.0% 0.5% 2.3% 0.0% 1.3%
5~6 o= (8 0 26 6 0 32
X2l 2 X8 F % 0.0% 14.1% 14.0% 0.0% 13.5%
7~8 o= (8 0 9% 21 5 121
HAREZ X2 2 X8 F % 0.0% 51.6% 48.8% 55.6% 1.1%
0l 9~10 o2 (8 0 43 8 3 54
A2l 2 X8 F % 0.0% 23.4% 18.6% 33.3% 22.8%
11~13%12) E% (%) 0 16 6 0 22
EAESTRIEERA 0.0% 8.7% 14.0% 0.0% 9.3%
14X o= (8 0 3 1 1 5
0| At 2 &8 F % 0.0% 1.6% 2.3% 11.1% 2.1%
R He )] 1 184 43 9 237
= 2A A = % 100.0% 100.0% 100.0% 100.0% 100.0%

% Pearson 7}olAlF = 8699%6 df=15 p<0l

a9 Qo] zhe] BAE vhers

A7 Aol EEFEAtHPearson 7holAlw frelgE 000). -84k Holo] sAYuE AREgth=
SHol BE ARelA 7P =2 HE&S AHEIith 5 vk B2 AF 90| vhE ARellA
= 562 Zol7t 1 vk =91 v 200 SHEAFEelA = 9-0#k, 11-137be 2 SEe =
ATk 50tHe] ¢ 5-64F ZolE SHe AREe IlaL 3-47telel 9-107k7F 2 HIE R FALE
ROt 50t Ee] FUF ASS aEshd e AFAdS "ESIE o ghelth AAg A

= <3 6> Ptk

<E 6> ¢ED HAYC 20| DIE
CE -
200 3001 ) 500 sy SR
34 o= &9 0 i 0 2 0 3
T2 o = 9 0.0% 13% 0.0% | 286% | 00% 1.3%
5-6 = (9 6 12 7 0 7 32
12| o = 9 65% | 156% | 226% | 00% | 23.3% | 135%
7-8 = (9 0 44 8 3 14 121
L T= o = 9 457% | 57.1% | 581% | 429% | 46.7% 1.1%
200 [goromer |22 5 30 i 7} 2 7 54
o = 9 26% | 143% | 129% | 86% | 23.0% | 206%
[i~13% | B= @) 2 7 i 0 5 5
3| o = 9 13.0% | 9.1% 3.0% 0.0% 6.7% 9.3%
axel | BE 29 P 5 i 0 0 5
01t SEEX] 2.0% 2.6% 3.0% 0.0% 0.0% 2.1%
< = Q) % 77 3] 7 30 237
s ol =9 | 100.0% | 100.0% | 100.0% | 1000% | 100.0% | 1000%
% Pearson 7}olA|¥ = 65636 df=20 p<01

2) A= HE
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] 237 100.0

SWQ / DS IASOF 2Cf 34 14.3

5] 77 325

SO0 H2 6 25

280l 0= 13 55

HASIC B2H2)) Y2 NE 2 8
ot Tl JI=5lD 253 2 8

Liotel THE! 6 25

IASE 22l Z203 0|8 2 8

JIE 8 3.4

esg 87 36.7

e ol 77 325

U TSR D e 157 66.2
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Elol HARIE &S o orLIR 151 63.7
2S¢ 22 9.3

o=t MAARAA 2 TS AFEH T BT HE5E u) 2¥xie}l A oY
sto] Ae HE H3hs 7R Ak RS AT ¢ RS Az dgdor sk e EA4E
IMNEA = ARE DI AIAE(A PR A A2011 - Al43E A2z A

63). 79l A L QlF, Hdk o] AREEE Fafuis Al Y-S FHEHE o))
Fao] Ae fdst prelnz Rl Fi7F dFRHor FXHEh v <& 7> 9 <IH
oA B 4 A% Ao HYEe] Ale] =g eI F/H(325%)5 A EF

F 71 Aol A 4



60
5 49
40
30

20

1 1 2

2 2 52 o sROle REE

CIE AFEHAH INAHEE 2B E OIRs RHANET (ME)

JHEEFL W, A2 25
HE = 16
2B ZH 2
H2E 3R 5
O FHal. AZHEA 5
.
SEE 20
0 5 10 15 20 25 30
73 3> 20 IARIC BR 0Ig

93 9 ARE wEa] Slsel Fe AT s eshs B Baol
g 24e 59 v g Joe ATHon EATons AHoRE ANg wasiel Wt /)
KeN

MIAR AT AR slo] AREALS Eat ZHAl At

0
2
i
Lo
[*]
iy
ot
[
b
)
iy
S
=

T A9 WA AlzE(Intrusion Prevention
System: IPS) & - 9= Al ggr/}, 3 Mo ol A gA| AeS o] &alA] o
HF-& FIFENE 01%‘8}04 MABEE Aelshs A9 A58 Z3FEe FQAA(Operating
System: OS)Y HeF T2 13 So] AFshs 7152 o] 83te] H BAE AN 5 YA
F(BL b YgT) ILA] #2011 - xﬂ43§ A6x). £ AelME ouw A AP RE Audhe A

AL RAA FA A EF oRE IAsTA 08 AT A, 20w AFE FH ol

l
lo
>~



o sl SHSES Bare stk INSEE0607H AFEH 08 W AAAEE A4sa 99
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T2 () 244HI(%)
A 237 100.0
- ez 0 120 506
aH OSO;lH A= <8 ) 114 481
N L2t 3 1.3
e - 0 74 312
24EE T2l (t;la NESEE: s 2 o
N L2 6 25
0 126 532
L 226 El0l AR 0l e 108 156
osg 3 13

AFH 08 AAUE A4 ol Bol AFHS] T AR ALE ol% 1k #AZ Uoju] g3kl

As ArETh 1 AR <GE 9>9F o] OS FAfeE AT YRR ATA T Ave

<H 9> BFRE 0S HARE 430 FRH B A2 01f uXHE

0S &2 HARE &3
HAH
of oI 2sSH
o HE ~(H) 60 66 0 126
ARE 8 5 % 50.0% 57.9% 0.0% 53.2%
B oE 2(9) 60 48 0 108
2EEH B0 AR | Ol
ARE 8 5 % 50.0% 42.1% 0.0% 45.6%
HE ~(H) 0 0 3 3
2sH
ARE 8 5 % 0.0% 0.0% 100.0% 1.3%
i HE ~(H) 120 114 3 237
HAl
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A3l JIIAE o #AE HAlE A EAR T AR E HYshe A9 B4 - = - =
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52 82 BER 0% OtLI2 102 43.0
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How Do they Manage Personal Information in Hospital?

— A Survey Study for IT Governance in Hospitals —

Hye Jeong Jeong, Nam Hyun Kim

IT governance aims at risk mitigation and business value delivery. Human resources are
important assets of organization but also can be key factor of the threat and vulnerability which
may harm that system. Personal information has two sides as the most valuable asset of
organization and the target to be protected by the privacy law. The law strictly restricts use of
personal identifiable information and sensitive information within narrow limits. To achieve the
primary goal, medical treatment, healthcare organizations must deal with personal information.
This study is to investigate inherent vulnerability through research survey of hospital staffs who
manage information and to examine whether personal health information is safe from threat.
70% of respondents use weak password and one third of them share their password with
others. 50.6% of respondents set password for access operating system and only 31.2% log
out when not in use. 48.5% save confidential information in their personal storage and only one
fourth execute encryption.

Key words: risk management, vulnerability assessment, access control, healthcare organization,

health information, password, protect persional information



