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Abstract

From the late 20th century, the human race create Cyber Space for more wider ideas and activities out
of the existing physical space, endless imagination and thoughts to create a place where you can get
action with the spread of globalization was widespread. Cyberspace has typical characteristics that is
temporal, physical and spatial unconstraint, Because of this, it has a number of advantages in daily life
such as real-time processing tasks to do. But recently, lllegal practices that take advantage of
cyberspace is creasing and has become a serious social problem. In particular, today's cyber crime
across borders without the physical movement of criminals and to be able to commit a crime and it takes
on the nature of international crime. As a result, cyber criminals can not be processed in the country.
Because of the international criminalization of cybercrime, beginning with the Council of Europe Criminal
matters in 1985, through a lot of international conference to aware about cybercrime and the severity.
Until now, the world are trying to resolve the problem through Interpol and Europol, through each of the
related institutions. Among them, the Europol Cybercrime center opened in 2013 and taking action against
international form of cybercrime which is raised in Europe. In this study, we suggest Northeast Cyber
Crime Center recognizing the problem of increasing international cybercrime, to solve Cyber international
cybercrimes occurring around the world and in China and Taiwan, and Korea. Especidly, rather than such
agency as Interpol for simply sharing information, we suggest Northeast Cyber Crime Center that has
expertise and real-time information sharing, investigations of the grant, which can be substantial
international cooperation.
Key words: cybercrime, europol, international cybercimre, cyberterrorism, cyber crime center.
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ol Al Q15i gk vhsh ol Apelul Mol tia Aol SapEE Aol welsha 9ot Aol
BFrel A WS MHTE o oae AN 4 Atk

o2l g Abolu A= o] thake] w0120 Abolu Al ol tiake] Apo]u 3 7ko] A
S WAHZA MASIE AW A9FA7F Aol ohd Prrolw, WH o) Gapo] A=
2 ol waskE AL elndrha s3]

o) WA Aol FAMA L FAH o WS APl Fehy] el WAAE &
FHOoE HART 1 Bl s BEeY] st FATANAY FAAYZE - WA AN

BREA 2 FAFEI AU ol Fol Aok Bk,

Aol My a GAE FZAL FAGYL AT Yon, Aoln AW E FHHA FAY
& A A A, o) B8 BT M1 ool 1 Aol 031 ek o
of Yol IAA ¥ 2% o] MAXE A AowA FEY 5 gon, vieni
ol web 244 EFEIE AR, 7| RH o Aol wAMA L 215 o) ge]
AAE AAE 739 Aelmuea gold + Aok

of AFelA F&2 AuE Atol¥] HAMF ] F & v ow WA= AlolM Ry F o] # ¥
A il e HHA 7S A A=A 7 A<l
obd A A 5SS 7HA I Jdon, HETE 2=7HAR] mAME ] 548 7HA A Q7] W
& kst
WA F(2012) A1 AbolH] FAWMAE Abo]wH 8 8]&(Cyber Terrorism) - 3 EJH] =
(Hacktivism) - AFo] B 7 A ¥ & (Cybercrime Economy)® &HF35th 3 M4, AlolvH g8 =
(Cyber Terrorism)< Abe]lW R F oA AFstdd Fa o] MHRA Ate]HEHHZFS o] K
o g Aol A Al Ee] & lom, AlolH g ghel| A A ] wiEell, dAE g
oA o] glefel Blsf FreElstHAE
Y EA T HAdA A E %"%57} ZokA = AbolW A -3 o] TH3].
WA, e 1] F (Hacktivism) ] A8 95le] A thE AR F =M1 o
Hes 7k 71 - AR A - A 55 s et G o Aol =AM A Z A, &7 (hacker)
o} 8% F o) (activism) 2] A of o] T},
T dlo] e”ﬂ}ﬂﬂ““ﬁ ‘/}E}‘)r R
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2 EIaCiR= Y

Al A=, Aol ¥ A AW # (Cybercrime Economy): AtolH] o] Wixgdz oz AA 7 o]
S AdE FHoZA, AAAUNE B3 A - 71, JEHUS B3 ERES, BTl O
=AM E, oM de =3 14 (Phishing), AFo]¥ ~3to] &9 So] r}3]

Abo I A AWM H = FAAA o]aS FHo 7 3kaL ¢l7] wiol, Alojn] TS =4 A O R o] &
b AEAQ Hxe] gulet A th2x] o) gk Alolw F3he] FA R, ety Ee] W
g2 sle] I stE )t mE Flo] EAolt),

<Table 1> The Type of Intemationa Cyber Crime
AOIBIHIZ2IE SEIH|IS AOIHZRIEX|
oA 2t a2 %% z% =2 go zx =2 Ao
HE=H JIZEAIA THY, Alsl=et BN, XIS Ks ZHH Olg
o ZOIMH(ESH C) A2 I, o1 JHQI(EIEH LI oW AF
&2 10/ oH - _ -
e == =23 S2H
NOIHSZA & = =x 22 40 MOIBZ2 THID} 2= g
GENE JisE | AN 2 BEAZY Odie | 4 2 BEAEY 0eE | 4A 2 BEAE Jis
ST 20|12 SR A 2S0/z, S0/ Ot==0l01=
EEpIENE
% Source: [3].
3. Aol IH|HE[e| EM

Aol A H F = AlolwH F o] A} ShA AlolW SAMH T A= E A EAAS S

7FE 7EA A ok A HA HEH A - g eA) - AR e - HE 5 - AR Ut 3 BARS

545 7L ok AbelH sAlW E o] - 27 = o) A A WAL o] Fo A 7] wiEel, 5t
I

el WA SR 2705 o) ge] Frbel FAARI BAEE 54 AXa glu,
oA, WA 248 B8 %7} b 7% 1A ol et SAL A Ak A2
| AEgel B8 aHa glon,

WA SHE Apol W Bd webAA R Fojokely] W
|

S50 oA 7] ofFy] W A A FES st vk AAE Alol] w A TS
Ao Z AEst 243} Ho] e ATt dF-Folth HZdE F4E 93] 9ste] 15
o] ZAAE 71%49 7+ (Digital Divide)o] & 2 o] 4371 % 3t}
Al A, F8# EH 2= (Ubiquitous) 4ol A @At = 545 7FAaL At AFo]H F-3kol| A o]
S 7

o
Jm
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rlo
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>
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1) dlelsiz A 20139 10¥ 79 A http://terms.naver.com/entry.nhn?docld=1222109&cid=200000000&categoryl
d=2000001609.
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ol RA, HEAe Bl 548 btk Aelmyae] 235 e £AF0)E
NEOE S T APHRBAY BEEL FUEAL BRI 2HOE JES /RO
2 8h7] el WA WA BEYS Aolu Frel o] T Aol U TAsA wE
o, AbolM WAt A9iAsh A4 e AW A9 Ba, 1 A9 AE B et
Ao WA wie] AF0) 2 FAF Be UehEe] YD FEo| ofrlHu s
Ask ARl g G4 AR 7 FE LTACNMAL ol FE Aol FAM = AukA ol Abo]
BW o} del 2% ol 4S AN WEe] EA o Angon, IR FE T
st/ wlRel, 71E 9] Apoluiu Aol wal 0% Bgeta Aeey] 2dd FuE A Yo

2007 8884771 o] ot 20099 16463671 &= E 3} 21 Alo] 7 Hj
EEs BT 20099 & 71H o2 AAE FolE0] 2012l = 10822371 0. &

= =
A Fodes FA Atk 9t Aozl tis HAAGFTE AlelHRlz o] WA Fol
20099 7bA] F7hskE B ®ylon, 2008ddl= Hd tin] AtelwE HAS7E 55%1L
St BES Bt o] 3 Aol o] HAet BFE Zolste] 2012l = 8493271 0=
Fol=t Aow Uy
<Table 2> 2007~2012 Status of Cyber Crime and Arrest
2007 2008 2009 2010 2011 2012
iR 88,847 136,819 164,536 122,902 116,961 108,223
AHO|HHEIHEE A 17.671 20,077 16,601 18,287 13,396 9,607
QUBIARO I A 71,176 116,742 147,935 104,615 103,565 98,616
2 H 78,890 122,227 147,069 103,809 91,496 84,932
AHO|HHEIHEE A 14,037 16,953 13,152 14,874 10,299 6,371
QUBIALO I A 64,853 105,274 133,917 88,935 81,197 78,561
AHE(%) 88.8 89.3 89.3 84.5 78.2 78.5
% Source: [5].

7b ZF2esk A w o
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A% AN AAV 2 Aol 3 g
9 QIEY By wuko] FaEA Frhekel 20094 6) = A2 d AE EAZ O FHA, ARE A
944 A AFHE S ANl 20104 o F EubAHe] AASA Fol AT

A 1 =
SO AREA =8l iR e} Alavh Wi F ZFAg Aol ZRleky, H < wetel ] st
o AU AR g e 24T vkd VIS AR 3 id s Aol sk Y] i
o MY Auzk AT Aew FAAG
FHT HAsE Aol = BANGFE HA vlE astdod, A% g AR & AA
FolEs Zlow wol MHsH, 24397 Sor dE MAHN I AAH AL e, 5
8] S wiA o] B A A AAZF dEAR AdEH] o] =4 el FA, 5
° o

2) S50k [ofe| AfolHEEE| HE
A AbolW HAMAE F2 Fa) givk A HwEA

>

7o) w3 glom, $-evhebeA

= belnA & 2ele] a0

PHIE FEAZ ofgo] ¥rh ol FolA FHolA WA +
2 Q83 gk FRONA B Aol o] BHe ABHoln, Pl WA, FEY
Aol Bk, wAFEe 554, MABII S B, e - GEvae] A, A7ke A8 99
e WEta Yok

adE Ao tiste] FoIdaE FtA getsiA = Kaha
Ao 2006 el T F7EIE Y w7 e 2 AEH(CNCERT/CC)20l Al 23 gk (2006
W AHUYRP TR o wpEW, 20060l HaE A EHAMILE 2647671 2 & 20051
o] 9,112710f wlaf oF 3 Kl
2bA) 24477 02 A A SHHAFALS] 924% S AFA| &AL Qlal, A
3 ¥4 56319 o2 YETHG]

0

“1e] i, 2006 el A el @ A= 6133 0laL, AEUlE Fal shetdt Hop e A fdme
WA 961 0]aL, A ETE Al B 2R = A WY Fit 306900 ol rH6]

g HaAelA w2e 11 AL 20061 7P AR AR T SR dae] dH U s
1t 34 A (KrCERT/CO) 2 %-H @5 =iRle] FRSENE 5 AHAHo] 5= whfe] 3
Abel Bl AlAE o AL F2E AL Qa1 TN o5 S Egete] a2l
Tl Aol Edl HEFow <lsf M Al Ad Sol A=l A AL A

2) 3o] SlejulRafAt e - A A A E(KrCERT/CO) ol th$-3k= 7]¥Hwww.cert.org.cn).
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Ego] Enld s F 402 1|35(25%), 3F=(12%), hwH9%) <=o]aL, =~
2% 13(33%), 3(10%), eH9%) o & e o] na thg o %—% ALo] Eof £
AA YR AAHI AS5S & 5 ATHI0L
20133 89 I EH FT=¥ Atol Rl 2] #HA 2pFof o) etH FA7FA 21078 9] Apo] ¥ 3]
T HHFAS Al on, 870004 o] Aol S A E3FATE o] Eo] wAl AEU
= FHE 2459 Fejo] FalE Ao ® YEh} F3re] Alolw 7}
3 ATEI) T A= 1980 ] FFuko] 9, AlolH W= 4
T o ek Aloly] Hu Al FE I, 9, I T RE
J

2 n
1o,

wopol AR ek 1FeNA 7 AZEA wAshE Aol MEE Aol AlxbH o], 1
thgol S AAE S Aol WA R Aol Eu - Alolm SUE FE £OF WA
2eH11]

A ZEeE ARSI A 7Y H 3 gtk Abol M | & Qlste] A X E = W=

6,9334 o] zﬂgﬂfﬂﬂ} Ack7E Abel W H 2 Qlste] 4
Zof Al A3 TL TS wre alE = 20109 71E E 75,8107 02 A H] 7,929(9.5%) 7 ¢)
AN EE HojFa 9t
3} =] 7 #d Al F 7 5190 02 7H =
stgom, Addin] 1,283(31.8%)71 0] T7kgk Ao= »}E}kk v Q17 H

o7 ddin] 933(36.8%)% ] 74 A &l

119l E3atgd ot 20100 = 1259 o2 Z713)o] 047361 A7tet dEes FH sk

<Table 3> 2006~2010 Cyber Crime of Japan

He 2006 2007 2008 2009 2010
28] 61,467 73,193 81,994 83,739 75,810
=l 21,020 32,824 37,7% 40,315 31,333
ZOHALD| 14,905 12,707 8,990 7,859 6,905
HoF= - bl 8,037 8,871 11,516 11,557 10,212
HICIDIEZ - BIOl2iA RE 3,323 3,005 4,522 4,183 3,668
ATHLES 2,930 4,645 6,038 6,538 9,836
ol - SYHEE 4,335 3,497 4,039 3,785 3,847
JIE} 6,917 7,644 9,095 9,502 10,009
% Source: [8].
o€ X fElvtElet A e LB FTool = AtolH R H 7F Al S A WHAISkaL 9l o,
MANEE A 27 AT A Aol =AW o thsjel w7} qhel B, Abolw] =
o] A

E]_]_ E =
2 QAR E ol felow ste]l FaetAl shelak Rsha YAR, Aol A A 7}
3

Sa Qoka FAE, saFe 2 WYAFE S e Aow wpuw,

3) First Post World. 2013. 8. 14. China arrests 8700 people for cyber crimes.
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. Aol ZHE=|ol| ciet Z&7|[2e] i

1. ele{Z&2| Alo[H H|HEof Chiet S

AHES 7HY Zh=e] A o] A5 1t F+AS EFstHA A WA, 2t & =st
7] 98] AYHI 2H O FA A2 T APAE Z 7] 5-(ICPO: International Criminal
Police Organization)’ ] NE E2 Zh=re] d3 HES WA, 28]a AAJIAdA] A
el Jzta] BE FAAEEG S 1 Hdig xE B - e A(FF A2z 1 AH
Foe 2R g & (Lyon)Alell i, ZF 3] =& AMF-E o e 3w

P He w7 ST AR 98t v

Aol 5
191449 Rusox] g A A 23] o7 gAlolm, 1923 G5 24T o =z FA|FHALE Z 9
o

o

o
@
i

AEIES] el disi A e =AM el dgo] ok 7] wwoll, AHAl AR /1F o] florw 3
=] 2441 G 8k X400 01k TS wFdte] JIEE h e ST A
shef FH S Lokl W AR FEEIF 7He sl sk FA Folth AEHE S T A
TEE U RS AL Aart §la A& JhE= e AS A ol 8sh] wiel HHE
of mistel AHF Fx27F The @ W AR 1] glo] AA Abelw Al oSk @
A= 7EA A glu12]

&S] wAlsze] Mol THAGAMPE T2, AR A1 WAlE vheh o] =
Ao AR B Amwg AN ] AT W AAxI, AN sdeE R AAx
3], mAA A A A QB T 2ARR st ok aEa AR SRS eRE

: ; : &g, SAGAA 5

eI A o] A E, APAFAL, FAARE wd AR SRl 9
! E]

W, THzlel olww | o od ZAAIE &
(e}

JARE AAE FAF
Fop o] ahsh wirel Aol lshe] B ol
| 5= 99l

oy
i Lo

T gol mATxIE dEatA XAl He ddelgta A Adn
53], 714 A& w7 w23, g4 A o2 wAsE WIETF Fom AlolH A AL
AME S8 dabel A Sl o] AshE S oA o] Foj x| 7] wjitol], Aol v A F <]
A RJNEES TR HAA A AF 27 stk B3t ehellA] At d b
oF o] AR AL FA A FAFR v o|HAA & ik

2. F2E Alo|HHZE[ME|{(European Cyber—crime centre)2| S

4) Jlo]H. http://terms.naver.conyentry.nhn?docld=71406&cid=446&categoryld=446. 2013. 10. 7.
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EU9 Alolnjr el 2372l 4 U EY A A H Y5 Y (European Network and Information
Security Agency: ENISA)2> # <+ Aol W W3 s} #wdd "Threat Landscape(A}o] # ¥ %]
A BaA), & &3l Aol Eitoll A= T AAel wola; 3holl #9lgls AT HolA o
W, A= TR g A5 A de AFAS AASEA, TTheE 1Y - o] 3] FARAE 9]
At F o] ERH o &3 21 71 oA A= Aol A 58S
A sk o

EUA 3 ¢ 9 3] (Commission of the European Communities)S % 3}¢], Ao FH = 213t I

\
¥
k1
ty ©
L)

slHg AzF 29000 FRE FAF 53] G A7F FE| A vpd 3009 F2Zel Gt 54
o] 9]4) (Phishing)A}7] 3]l A 2008 2,000 4 20108 50004 0.2 =LA S/ ok
A PR )

oEet frE oW AbelwRATE H7b ke AZe A EE e dde FHAd
(European Union)®] 54 4 GAMY - A3t 4] Al o] a1, A g d o & 7i7be-m, 5 Aot

stal& AbEshal L7 wiitel Abelw) WM 7E WIMeA LA st
%

el E HTE Aol M Aol e e 2T oIk 1

9 A 3 (European Union: EU) 3= 7] o] st Al A& A28tod, AlolH] Aol s}
of EdHoR fgatry] fste] frEAtS Aol RHup gigslr] fste fFEE
(Europol) 2Fa}ell ‘Apo]w ¥ % Al ¥} (European Cyber Crime Centre; EC3)'E 20131 1€ 74
St el AtolHHEAHAME = FR2Z A& V|HoRA FHA} el TS Alo]u
) FAAY, Aret R A% 5l g, Ateln HHAEAAATE FHske VI HORA,
719 FrREAA ABeAd Aol FH FAME HReto] HA Y HHASEAL B WS TR

oo AAsteE 7o RA Fo AW HE T AAEke - E she 7o
e FREZHE S A= 20130l = 7008 2 (29308 2 ) E A9

| iy
, AR AFoE e 308 o7 20139 WA E 60 b EUstE Ao R AFeta gt F2
Z

o

1) REE Ao|s] HEIMES| AT AR

5) A, 2013, EU, AfolHWz] s ffs) st the-AlA +=.
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e RIALZI 8 ZEo] 2 FEE F= 2 AStE WM digte] dEEA S AN FAC &
WA QL FALE AAEH7] fete] AlolH WA MY FAIRES] FEE dolEHo] 2 HET
A& srbeta glvh. Aol SR AL 7He ¢ =S ~FPEE, PDA, HEEPC
o & watd 7|71E Fote] WMAARE 23T F deE:m FUE& A% X (Universal
Forensic Extraction Device kit: UFED)¢] A&, £ 83 R85 43535t R &= e A
I Holy AGEAE ATt 44 FAE 7t e s A dstal Adoko)

olFH X FEE Aol WHAHAME = 2E53 FAL st R s R ES] volyuHol s &8-S
H 25k ALY Al Al F 27t 7hs st e & 7 =7 7he] xoks Fto] A S RSt
it 53], T - g - divE 5 s Eol wrbel A HIWE A A sk AL Q= A - 58 AL

Abol®] 74 - Abolw FIHge] Hal T 22 2 M geke] S7HA Q0 S AF 2T}
7bsste s Ful8 ARTFFEA R doste AGgAe] A5 &8, w7 A<l

@ =7} 7133e] dx B w1 o] AR

ArolH] A | 9 Atolv R F o tfdtslr] ko] Abolw WFAE A= EUS| = 2] =4
TZE olFo] ¥ ¥t obyg ¢ W v EUSeY] AT Z, vl Hrkebe] IAleE,
ARIALS] GA] - IE Ul AW 2 7] geke] Y Ul AR A - Al EQHH A T
ol de - A, 77 AFH 73 8" (National Computer Emergency Response Teams:
CERT)®Fe] &x& AAsta it

a8a, FE A Aol H Bl ~3 X 2 (European Union Cybercrime Taskforce: EUCTF),
3 JUEYEH B HAE (European Network and Information Security Agency: ENISA),
3 Alol¥¥x EHW S 1E(FEuropean Cybercrime Training and FEducation Group:
ECTEQG), 49 7 23 ul(European Police College: CEPOL), 33 &A1& 7] - (European
Union’s Judicial Cooperation Unit: EUROJUST), ¢1¥ % (International Criminal Police

Organization) 3= @ Z2I9S AAsto] FAIZ WAL 2 FAYGS Ads W

N

6) European Cyber Crime Center, https.//www.europol.europa.eu/ec3
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SRR
53], Abolu] WA AEE 9% Alolw B V19 L FEALAANE Fobe] A¥ &) A
9 gRA 29 wn A

Abol®] B et A ¢l CISCO, McAFEE, Microsoft, Kaspersky S H| 3

Al BlackBerry, Verizon ¢F 22 7771 3e] gz ¥ gk oy,

z} 37}&'3 At F & HE o= bFa e 7|# FolA gFsEo]l g Zgse

French National Cybercrime Unit, o} @ =2] IRISSCERT$} @ %E AA &t vy, 28

AFE AE 714 <l MicrosoftAle] Cybercrime Divisions O 2 2B Alo]s] M oto] #A3F 13
C

Z 9 AYS vy 9o 289 F-§3 #F#3e, Citi Group, VISA, Western Union, Cartes

3
kl

Bancariessh #& QuF F8717e] @x 2 AN Fate] Apelulae] 4T Fastn oo

FrB o] Afolul WA AEE Abolul Fxrel Aol WA g W FAR FRE Slekel, 4NE
o BE Qe AT, %7 o] FATE W o, B 9 F7h L )77 Bt
AU GRAANE 5ol Aol WMo gt ot

53, fzEo] Aloln WAME AL 7} 2hol wAs = ALolul FAMH o dhahe] A1
2 ML 4HY 5 QRS ARsetel MANEL AT AP BELS ASANL Aok
A%k RS 9T AT Bes Goh o] YR FEE 0T FEol ohd AR S
e 5 QRS g Ro|pate] QRPET beA Gk A FF B} Abelu] M A A
gol 2 AAEe g

3. A|H=HHZ 32| EHIHE

1) I BESAL] Al ojgl]
Aol Al AFel Ao Fol b vhe we fajolt ey AlolwEA el 4

]
°
WAEte] 9 E s SE7F I Aokl glv] Wi, ME A FeHo FAAEAAE A
& A5 AT slo] At 53], AtolwHla = HRY|Eo] W thel] ep 2571l
dA0 S ZetEda, A AFS st S 243 - BdsEa 7] witel] A
o] 7143k AT} 3 ] 5 %=

_/[:

7 BgAolth ol wAlT s A% 2ol AR FHE AT A
A S

ok, AR R SANARE FANA, FARE $4, A4 AA, WY FAFA -

tg oyl

= %H‘%ﬂ% J g 74?17}4 fxﬂ% ?‘5}74]7} A& = Wl lar, AR A gk F= 3
o ghe] = = A Fofell 9ste] ofFojd = Hiel fl= AL Aolt12]

A o] AT EFTAE A2 FE ZA, S ke AAA - WA - A=A - 71EH Aol
ob @A Qdste] miehdd AEjel wFEa glo] 2 S Hetal i3]

7) European Cyber Crime Center, https.//www.europol.europa.eu/ec3
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2) ZAH%E| 2k
Ao Aol e An - ASASEES SHOR sk gk o] Abolul FAlY
Aol % o] A gLk webd, Aol FAMAE A FelAE FAL Fusk Fas)
o e AARE dddon md FA%E 34 - i 27k e B - BAA e A
ol dlshe] FARRI golatA 2t
53], 7120 FEFAF A7 AUA A G449 Wel A 9A A7 AP OR Asted], 2

oy

88 FAF A2 Ul Fua1ot ol F ek e m Aol glo A e FAE 9T
Hom wERA g dolHE P L, WAREE E4A Abolul F3b Aol A A4AE
o) 1A E HIre] U] W] o5& PAT] AL WA 0] FAke] APoletn &
F ootk agelE Breha, AFA SvlelAe] FAAY FRAAE T 23 FATE doy
o 24 AL WAX BE o] AWAIL ANUA FFE A7ko] 2057] W] Aol
BME SAFEFA doldE A8 1 B8A4e BN %an i3]

3) Z=2| Wzl7derdo| Aol

AR = wE ggakn Aok e} e os 2Ee old WA B - Als) A
QAo zz st BHA FAFTEI o] FolAA e

STEIYl o] SeAlolE, 1R AR Ao E F& Eut Alo|ES Al 45 glolAet 2
o] 7luleh Abolw g 7ke] Aglol vl WA FAL] Az hE A9t 8] wEol 14l
=8, 5 F7hE e 4G FoelA QA etE FHE AL ST Ao]E dEy
2o BAldl ol Az ol AZAE X1 glol, M FHRAL Rt U 72

= T
b A e A "otk sk A0 EAls Al 2E Adshe €lolet
B 5 Atk Afoln =AY A5k
88 w7ke olos = = Ae 497t

$ o8ld FATEI ANAA 2
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5) =HALEle| SEA

A ALE) = W B AR} - 7% AR} - (AT
A3l o] Hapgh ols| @A 7L w7t 7ol ¥ & ,
Eol 371 o]os H 9o R st FAAY B sk, v F WA A GE 2=
ololo] Hglo] FThH FA|TFE ARGAL, 2FH AAR F2HA] S Qe A7) 9

o}

4 o) - AR A WAl whe BeA) Fea wA
2 o A

E3], =A¥(Money Laundering), At 2~ 3}o] (Industrial Spy)e} #-& dE2 ¢ e =4
Hz Eyke] oy, WS FAHUWE 2deldy 3§ A (Hacker), AkelW © 2 2] 2~E(Cyber
Terrorist), A @A QN Z2Z 13 72 ol tste] 52l Aol A FAT2E AAeA] &
a1, 28] wA|ALS| el A ] 3] gl wep Aol AR o tiste] A5 A< FE e A

Tx27F ol AL

IV. S50} Aol IHHE SZ7|2 dElg St tiS

Apolul FAMAE =7 gl Aboln] FrelA 9] Fel thE Aboln] ok A=kl wwt
o | Ast7] ol FFoltH15]. 53], Atolw] FAMHAR BFata ol Alold HeWE
% HE Sol24E 2] JadE d| Fa

o] A5 sleoll A FA3k= 7 o]t DDoS3 4l
=3 dgk JHA A7 B asA HATHI6]
ol gt EAIE HAst7] et o] B w757 T GAE At Aol AIEF o o
Sotar Sl=dl, = AlA el o] G8O| AtelBW A &)1, OECD AR B E-g, ofA|of A<
CERT(Computer Emergency Response Team) At} 28 =A% ¥ AdE F3}o] Alo]
W AU E fdst7] 918t =atal o, ofA 2x7FAR] Aol A FAAS PASH
i, SR ARE TR T dE 2% 7ol gly] wiitel el AFsA T vl 2ol

o fabe b i dgolt.

whebA, Abol ] FAWA 7k MM BASD Y FRok A9 TS o FRER
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H71ke] SEs 283

SRR
1. S0} Alo|tf FAIWE Bx7|H Mg 93t M=
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aejar, AsRle] v veke] MACd A MR ES kA &= w7F 3He] HolA &= A=A
A TR lste] IAlTEst AHor ofAA & . 53], A Ast ddsto] 7H
A7 He= A2 HAJ] A= sAET e FAlolt

2007 TR FRAPOI R H WA ool A Aol MR H S AAE RE Al W MHA =
= A24zel okl BAbar ol whel HA 1d ol 7EE Ee 1 ol THARE st
AL st e, Aok Bdsto] & IATEAA 75 st Zod o
W B e Bads 2AE AR oFststa du wAle R 83 Aldls A &
fofolup oo HHade EstEsetal glon, GAmo] g2 is WA Fkt 8t
Hete A e FALZIEe] 53 AR uE AT A A & dvkar kA TH33]

ek, Eol AtelB MHAEHE s fai = AR 9FH FAE dsisto]l EU
of Ap#lol A ef ol gk zokg AAste] ARl Fso] JhestEE dof & Aotk

V. 48
of ATE A FEFHIL Yk TAA Aol HAL Asto] FRokx| o] Abolm
P AP At <

A= H
LA, 2AA Gee] Apolw M o] Aojel By, fAL B
Mo dejel B FAFE- 7@l datel AW 2
AE ALl vlere 2 FRolx| o o] Afolu W A7) o] A

Apol vl # = Abolu] B kel A W Alal7] wol Abol A & A ) 57] S Aol B2
o 53¢ WA olaldlok Brh Aol B AE U PHEZ vEom BEouE Ao
FhomA A - AN - F0A Aokel Gk AL 540w a3 Utk

53], F2el Aloke] g7 wiol $elwlel 95e] AbolmTrbel A MHE X E & 9l
A B3k B S5el0] $-219) AbolulFel A WA E AAE 5 A BTk BAE A
Q1 o] Apolw A 7k WA gl ukeh K Q) FAE A S0k Foll £ B FAl T2}
AGsA ke sl wAAQ AL ol RAA @ ek,

olel g Abolm T A o thakel 2F/MIT WA S A4sT HAL A9 915l 1995
dOGBOIE - AR - - mao - B - oo} Auhrh - Ao AN A FA 2N =

1 G8 W - T4 o2 Fae] Aol
o g AZAS AN E ol FHE 2drith AAE G8 PT - U RRE ) E Ao AF7)
A BE Pl L 2okS Bokel TAPAL AT Yk,

Fo el Wgoms AolulMAel U %7} ke Fxe] Wae FxshH, 7 AN GF
Aol BAH AN - AA D FOIB Bakel, Aol A Aol TAWAZ 1 JGS
ARE 2 gl BAIE ddety] ste] 5k k- Gelw ke AAL AT 5% A7)
A AAsE ek agn AHES FEE L FUAT AbolwM= 2= 2 (European



Establishment Way of Northeast Asian Cyber Crime Center for Intemational Cyber Crime 91

Union Cybercrime Taskforce: EUCTF), #3 Yl E<% & A B 1 ¢kl B (European Network and
Information Security Agency: ENISA), 3 Alo]|®| ¥ F T8 15 (European Cybercrime
Training and Education Group: ECTEG), % 7 2 &3 (European Police College: CEPOL)%
of FAYPY7| TS Tt Aol FARAE WSt 9 =g€S AAlsa dth

e el A SB AL e WS Atelw] HAMAES 4Pt Sl vhebE w R
shel, 23 - Ulwr- A SANA FFEAOR B Qon, o5 RAEE FIF I
Q7] WEe] AAHOR o5 Frhe] Apoln mere] thskel Azw SelE ¥ Atk

o7 BAE dda] flele] o] AL B3A - ARGz G0l Yk HH
42 aeistel, §9 ol FAAPE BAS dldsty] A% /wel 2E o] Aolnl A
Bsh 2ol Aol FAMA o) Tl $y] 915 el Aol WA MHES Aokt

Aol FAEH 4 2 AL Sskel g 2 AgEe] FAbe TAFES B o)y
FREA o] FrzE] Aboln] WA M)A H7b ghol WAFHE Abolu] FAM ol T
sto] £AHIS M BEHE F QRS ARSse] WANEL 9 A4 BELS 5
i gtk A 2 A% ARIA7 Had 7k el PGRAEE 9% 270l ohd 4
Bkl 2912 0 & QRS 99t YRY2RE TP YNNOE WHAYRE FH
T YEF A2 ATE RS FF ol Aolw WA AME Mol 2 AAEL dIh

SN E A%H 02 Zrheta gl Aol A S AT F UEF, 01495 H P2
A v Abel W AL AME o goleha shel FAAUAN YA 9% w S HAFD
gtk c1euh Afolmm o] S ol Al o ol Abolm WAL B TARAANA ARG & 9
= 5E2 JolAA Hh 53, 5 0ne nES BRobAlol (oo Alelnwa WS
@ HEE AT g FE A4 o2 vhg Aze 4Aolth

webA o ATl AE FER Qi Atolmm Aol ekl EAH e T F UEF 2
S7hA Apgle] ol Abolu] WA AE MY AR, Aol W AE Aol vhre] 5|
AR W ARER, FAAGRA wetel BahA - AGSH FAel we FREe A

oln] M A AtelE Ay K Skt
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