I (risisonomy Vol.12 No.8, 83-103

Crisisonomy ISSN 2466-1198 (Print) ISSN 2466-1201 (Online) http://dx.doi.org/10.14251/crisisonomy.2016.12.8.83
™ © 2016 Crisis and Emergency Management : Theory and Praxis. All rights reserved.
Crisisonomy

A Study on Priorities of Cyber Security Policy and Governance

Hyeon Suk Lyu'’, Hee Jung Cho’, Hun A Lee'

"'The Korea Institute of Public Administration, 235 Jinheung-ro, Eunpyeong-gu, Seoul, Korea
? Institute of Social Science, Dasan 432, Sogang University, 35, Baekbeom-ro, Mapo-gu, Seoul, Korea

Abstract

Cyber-attacks and crimes are currently the fastest growing threats to almost every aspect of modern life.
Yet, the Korean government and its policies do not seem to properly address the cyber-security issues
and challenges. The aim of this study is to cover all aspects of cyber-security issues by taking a holistic
approach. It first explores the notions and main tenets of cyber vulnerabilities and cyber resilience and develops
the analytical framework based upon the concept of cyber resilience.
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Table 4. Dimensions and areas of cyber-resilience
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Table 5. Cyber-security vulnerability factors

Table 6. Factors for enhancing cybersecurity

1* Criteria

2™ Criteria

Robustness

Applying the cutting—edge security
technology

Excluding the dependence of specific security
technology

1* Criteria 2™ Criteria

Technology | Outdated Security Technology

(HR) Shortage of Cyber Security Experts

Absence of Governance amongst
security—related agencies

Lack of legal responsibilities and penalty

I 3 3 .
LS Tiaie regulations for holding the agencies

COEREnEe responsible for cyber incidents
Low compatibility of security technology and
system
Absence of awareness and understanding of
government CSOs
Insight: . .
1s1e . Low organizational status of cyber security
Leadership * s
division
Awareness
Lack of understanding the significance of
cyber security across the government
Limited investment on cyber—security due to
uncertainty of investment effect
Fiances

Insufficiency of finance for post—event
recovery, due to prevention—centered budget
allocation

Resources

Training cyber security experts

Raising the organizational status of
cybersecurity agencies or divisions

Increasing investment in cybersecurity

Balanced budget allocation between
prevention at pre—event and recovery at
post—event

Rapidity

Building policy collaborations amongst
security—related agencies

Clarifying the legal responsibilities and roles
of government cyber security agencies

Assuring government CSOs taking
cyber—security as organizational strategy,
not IT approach

Adoptability

Maximizing the learning effect from cyber
incident recovery & enhancing the security
awareness of government officials

Table 7. Authentication vulnerability factors

1** Criteria

2™ Criteria

Technology
(HR)

Potential risk of reproduction of
authentication tools without permission

All levels of authentication procedure is
processed in a same terminal

Check only password

Dependence on a specific security means

Institution *
Governance

Excessive demand of individual identification
& use resident residential number for
authentication key

Uniformity of authentication tools via
enforcement of a specific authentication
mechanism

Implementation of new authentication tools
without legal readiness and deployment in
relation to new technologies (e.g. Fintech)

Diversified electronic signature governance
and thereby difficulties of implementing
consistent policies

Absence of government principles of issuing
authentication tools and procedure

Insight:
Leadership *
Awareness

Lack of policy considerations of diverse
authentication methods reflecting
technology environment change

Fiances

Insufficient investment on electronic finance
and payment
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Table 8. Factors for enhancing authentication resilience

1* Criteria 2™ Criteria

Applying additional technologies for
preventing authentication replica

Introducing diverse and multiple
authentication tools (e.g, Tokens, MFA)

Robustness | Strengthening security via diversification of
authentication elements

Developing systems for figuring out users’
intentions (e.g. Detecting system for
impersonation)

Research and investment on current
authentication security technology &
alternative technologies that could replace
the public key authentication

Resources

Two—tier or multi—tier electronic signature
& consistent cyber security policy

Rapidity — —
Enforcing service provider s responsibility

for identifying the causes of cyber incidents

Disuse of resident registration number &
apply legal rules to identification mechanisms

Diversification of new alternative
authentication technologies

Adoptability
Change of legal system in tune with the

introduction of new ways of authentication

Government policy and technology leadership
in relation to authentication security (e,g. CSO)
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Table 9. Synthesized significances according to categories (1)

Criteria Rank Cybersecurity Vulnerability Authentication Vulnerability
1st | Finance Institution * Governance
1st Criteria 2nd | Insight: Leadership & Awareness Technology(HR)
3rd | Technology(HR) Insight: Leadership & Awareness
P ial risk of i f authenticati
Ist | Shortage of Cyber Security Experts otentla} risk o reproquctlon of authentication
tools without permission
Tech . o .
ec 2nd | Outdated Security Technology Over—dependence on a specific security means
3rd | #N/A (No sub—criteria) All le.vels of authentication processed in a same
terminal,
Ist Absence of governance amongst security Excessive demand of identification & overuse
responsible agencies of residential number as an authentication key
Institution - Lack of legal responsibilities and penalty Uniformity of authentication tools via
2nd | regulations for holding the agencies responsible | enforcement of a specific authentication
Governance L .
for cyber incidents mechanism
3rd Low compatibility of security technology and | Implementation of new authentications tools
2nd system without legal readiness and deployment
Criteria ,
1st Absence of government CSO's awareness and
understanding of cyber security
Low organizational status of cyber securit Lack of policy considerations of diverse
Insights 2nd |, .. g v Y | authentication methods reflecting technological
divisions
changes
3rd Lack of understanding the significance of cyber
security across the government
Limited investment on cybersecurity due to
1st . .
uncertainty of investment effect
. . . Insufficient investment on electronic finance
Finance 9nd Insufficient finance for post—event recovery and pavment
due to prevention—centered budget allocation pay
3rd |N/A
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Table 10. Synthesized significances according to categories (2)

Criteria Rank Cybersecurity Resilience Authentication Resilience
1st | Rapidity Robustness
1st Criteria 2nd | Resources Adoptability
3rd | Robustness Resources
T i i Itipl henticati
1st | Applying the cutting—edge security technology tr;:;(s)ducmg diverse and multiple authentication
Robustness ond Excluding the dependence of specific security Strengt}jleni.ng security via diversification of
technology authentication elements
3rd | N/A Applymg ad‘dltlonal -technologles for preventing
authentication replica
1st | Increasing investment in cyber—security Research and investment on current
Resources 9nd Raising the organizational status of authentication security technology &
cyber—security agencies or divisions alternative technologies that could replace the
3nd | Training cyber security experts public key authentication
2nd Ist Assuring government CSOs taking Enforcing service providers’ legal responsibility
Criteria cyber—security as organizational strategy for identifying the causes of cyber incidents
Ranidit 9nd Clarifying the legal responsibilities and roles of | Two—tier or multi—tier electronic signature &
praity government cyber—security agencies consistent cyber security policy
3rd Bulldmg policy collaboramon' amongst agencies N/A
responsible for cyber—security
Diversification of new alternative
authentication technologies
Maximizing the 1 i ffect f b . .
. . a>'(1m1z1ng ¢ ‘earting © 'ec rom ¢y 'er Government policy and technology leadership in
Adoptability Ist |incident recovery & enhancing the security . .. .
o relation to authentication security
awareness of government officials
Change of legal system in tune with the
introduction of new ways of authentication
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Significance
/ Rank

Cybersecurity
Vulnerability

Cyber Resilience

Authentication Vulnerability

Authentication Resilience

1st

Limited investment on
cybersecurity due to
uncertainty of investment
effect (Finance)

Assuring government
CSOs taking cybersecurity
as an organizational
strategy

Lack of policy considerations
of diverse authentication
methods reflecting
technological change
(Leadership & awareness)

Research and investment on
current authentication
security technology &
alternative technologies that
could replace the public key
authentication (resources)

signifi
cance

2nd

Shortage of Cyber Security
Experts(Technology & HR)

Clarifying the legal
responsibilities and roles
of government
cyber—security agencies
(Rapidity)

Insufficient investment on
electronic finance and
payment (Finance)

Introducing diverse and
multiple authentication tools
(Robustness)

3rd

Absence of awareness and
understanding of
government CSOs
(Leadership and
awareness)

Building cooperative
governance amongst
agencies responsible for
cyber—security(Rapidity)

Excessive demand of user
identification & overuse of
residential number as
authentication tool
(Institution * governance)

Ensuring service providers’
responsibility for identifying
the causes of cyber incidents
(Rapidity)
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