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Abstract

Recently, a growing number of researchers have expanded the discussion of deterrence strategy to address
a host of new cyber threats. South Korea’s allies and neighboring countries have begun to address terrorism
beyond its conventional approach to cyber defense, from reactive to proactive, which may include international
deterrence. South Korea should join this trend from passive to active approach to cyber terrorism, such
as deterrence by denial and deterrence by punishment. Deterrence by denial is a strategy in which an
adversary is physically prevented from acquiring a threatening technology, while deterrence by punishment
is a strategy of last resort. Since it appears that deterrence by denial was not possible or has failed, the
South Korean government should go beyond its passive attitude and develop timely and appropriate policies.
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Table 1. A simple cognitive model
Subjectively estimated with deep uncertainty; qualitative
Option Worst—case outcome Expected outcome Best—case outcome Net Assessment*
Model ModelA ModelB ModelA ModelB ModelA ModelB ModelA ModelB

Do nothing different

Conduct Attack X

Do something else

% Source: Paul K, Davis, 2014: 18,

*: Net Assessment is a function of the preceding columns and the decision maker (e.g., Model A or B)—e.g.,

on the decision

maker’s risk—taking propensity or passion for the possibility of a best—case outcome,

Cell values might be subjective assessments of outcome on a scale of, e.g,,

-10 to 10,
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Table 2. Evaluation of the North Korea cyber terrorism by tallinn manual
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