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Abstract

As the importance of the third party information as an investigative lead increases, there has been a growing
concern about privacy violation. Although the criminal procedure law and other related laws in Korea require
a warrant issued by a judge to obtain the third party information, this warrant requirement does not properly
reflect a changing investigative environment based on the ICT mechanism. This has also raised controversy
over the legality of the current practices of law enforcement agencies with respect to requesting the third
party information. Therefore, this paper proposes to establish a “basic law of third party information request”
which requires a court’s permission in lieu of warrant; systemizes a notification structure to guarantee the
rights of data subjects and third parties, and establishes procedures for information disclosure and third
party objection. In terms of the effectiveness of crime investigation, this law needs to set out the procedures
for urgent request of information and the system of emergency protection order and provide a non-facing/copy
execution of a warrant and mandatory identification of an investigator.
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