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Abstract

As the cyberspace is recognized as the national security domain such as air, sea, and space, countries are
growing their efforts to expand their influences in cyberspace and cyber capabilities targeting the integrity
of information resources in an attempt to influence the political decision making process at the state level.
It is assumed that Russian interference in the 2016 US election took place as a part of this effort. The US
government imposes sanctions on Russia through legislative and administrative measures in conjunction with
investigations of intelligence and investigate agencies and parliamentary commissions of inquiry. This paper
aims to gain insight of national countermeasures against strategic cyber attacks from other countries by reviewing
US countermeasures of the Russian interference in the 2016 US election case. This paper examines the
facts centering on reports published by US intelligence agencies and examine the domestic measures and
derive national security strategic implications on strategic cyber attacks from foreign governments.
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Figure 1. The tactics and techniques used by APT29 and APT 28 to conduct cyber intrusions against target systems
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Table 1. Analysis of russian interference in the 2016 US election case utilizing cyber kill chain

Phase

Description

Reconnaissance

using network vulnerability scanning, credential harvesting, and typo—squatting methods, actors determine
the best attack vector for compromising targets

actors have embedded malicious code into file types. Weaponization methods have included @ Code injects

Weaponization |in websites as watering hole attacks, @ Malicious macros in Microsoft Office files, (3 Malicious Rich Text

Format (RTF) files with embedded malicious flash code

Delivery actors used spear—phishing emails to deliver malicious attachments or URLs that lead to malicious payloads
Exploitation actors have developed malware and target Microsoft Office exploits
Installation actors have leveraged several different types of implants using PHP and RTF files

Command

and Control

actors leveraged their installed malware through Command and Control (C2) infrastructure

Actions on
the Objective

utilizing malware, actors conducted extensive data exfiltration of sensitive files, emails, and user credentials
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6) Presidential Policy Directive United States Cyber Incident Coordination

7) Executive Order 13757, ‘Taking Additional Steps to Address the National Emergency With Respect to Significant Malicious

Cyber—Enabled Activities’



112 Crisisonomy Vol.13 No.11

3) 2017 HE4-THH(Intelligence Authorization Act
for Fiscal Year 2017)

ARFANS L HR7| 7| ofidel T Mo A
B ooiEe, A4, AlelHehE e A 9 2l
ek Holr}, 2017 AEUH(H.R.6480) (0]5} TAA
2017)- thAl ZAS) Aol gt 24 teRieks T
Ujgo] 3£5tElo] 2016 129 HHIE]QIT) TAA 20172
olg] 2| 4L AA 2017 E¢HA|EH (Consolidated
Appropriations Act, 2017)°] ®g=o] A= ik

2017 SAIE el F7 TAA 20179] Ao} o F
2 U RIS o S BfAlol AR
5ol vhet oS QRS WASKL, Fu] @Ajop ol
I 2 GaEe] o]FA] AFA EA] RS Hilsl= Ao
th & ¥ gAlof v HEEHgo| digh 254 dis
A& Uel=dl, dis o df=e 7Ie24, vl
A mjt]o] & HEae] vl o HHYE
AlRHE, o2 B2 BHH}l FE AT,
A2, Aok 9D FollAf et

1>

ﬂJ

oX of
of
ﬁ; 5
o
L
H
-244
J:E
?rz
H
)
o&
(i
=

FEA, oW, FBI 57, 716} tlE
AE71E o] WA JF-E itk
Hofl A Fea] gxJof ojut 9l ALY o]
A] SRS Hofsl=t], 5502 FB
9 S7P = Polsto] S| Ao} 9wt 9
ol o 5A] AP BA] o5 FofstaL ofE o4
gt 221E o AAE A vepdth 1
HIQHH.R.6393) o] A], F2u] gjAJo} w3
AAFE] o] 5-S LA ZHE 251F(OF 40km) 2 A
ghslar ol A9 siAlE $IaiAl FBI =7g<] A 3
7VE Safof k= A0R Flof 9lglon, sk Fat 1}
ol AA7F thas eStE|Qiey, FBI =43 =71 B
42 D F0] gajob Qa9 Pake] o)Fol gt

At @ ol tetell Bat Ae] HEFH A
&% 7530 1o

o oM R
juiss

= i3
% 1

i
ot
oft

>
>
2
of

o o
=y
J{J

>
S e

201

2,
S~
_&

4) 0|=25ole2 (2
(Protecting Our Democracy Act)

‘m)=AEFo o (9D (H.R, 356) 2 2016 T4l
3] 7o HF =713 (National Commission
on Foreign Interference in the 2016 Election)’ A¥
= o2 Hold Hetolr, Al WiEoze fiHe]
o Y 53, 74, 7T, o s BAIBAL ik Hk
220179 19 6 ToElont 54 HelEint 11
U oAl 7] AR Btslo] 248 R7kolelE] 74
o2 AN ehrol(let T ) 218)9] Bl
ool HelA elel} olct,

5) MHE &ef 0l=e| Hg=7t sy
(Countering America’s Adversaries Through
Sanctions Act)

n] 3} 20174 79 vl=o] HA=INE B

B3, ofzt, HAlofe] YA A 7K 4 U

2 2A7L He ARE S v A4t qa%
(QD(H.R.3364) & HoJs}3ict, & Rk sl
9] Zye (A ol Faluo] thEY A o5
2" Z02 AE § ek u] thal o} 7
Q] AbA T FHEo Bske] EO 13694, PPD 41,
EO 13757& Al%olal DNI KA B4 ¢85t}
woke ol A4 2 lwg A e 2] of
olg)e] Fake ZepA7I Skl thEe| sk
A1 w15 AL Aot i) Abzle] 473t 2
A,

IIEHEFIF

1;
o>~

=

o
\i
¥

[e}}
=

N mlo
filo

25t otoA Alo|H] &8 =

=20 =20
o] 7}"48}7‘:— Z}o] A4k Ak (Executive Order 13694,
‘Blocking the Property of Certain Persons Engaging

"o

in Significant Malicious Cyber—Enabled Activities’)
& ApolulgglolA] ulate] Fiekn, olmga, Ak

goll 43t A= 7heke Al dAlolA Aks2



Implications on National Security Strategies of the Strategic Use of Cyber Capabilities of Foreign Governments 113

91 = .
0 7190 FHOR T 917 Ao]u3E Z71e] ek
20 3 A g, AR Y

A Tl vistol dhat Afol9la ol 2t
Aoz FleksiAL Melo] ol Al 1l vk ¢
o AFSHE A e 9] Agsha Qs A
AAIS e S AT 9 Aol A ke A
F3 AR Rloln] 2] geslo] Aolug o
o1 §E| AFH AfA} Lo JEA] g AT
AR el AL, £ Aol B o] s
ol 2210l AF R A 3 QIEU A4 AR
SR B ERES

AR Sl %7}%371%@% 295t 7))
9 A% EYSES FASAL, AElA AR

= 9], A 99 T8 A of¢]
Hsb7) 910 o} 71, Al A, 3 R 52
= WE Yglole,

ofefgt a9l chal AT 2
oz B3, A ko ST Al el BE

ApAbS BRI A4 ol A% 5 F8 A B9

S AN, E3k AR RSl Hit v
2 Akt AR el na 19 Hlz A 2
M 2he AN,

WYL EO 137579) A1) BAOR ejxjo} of
K 71Q) AbAT TS St el thet A A
sRistgiths Aol 2ot gl 2017y 3Y =R
HEHE 5 WA 482 19 A T AUS

tlo i
3K
ﬂl

oZ
%
of
rlr

o

mlo

19,
o?l-S
Olr

‘T”
o Mo
of

=

Foie ool Aol g A5
e s SIS el i

7 2219
A H(Executive Order 13757, ‘Taking Additional

o

Steps to Address the National Emergency With

Respect to Significant Malicious Cyber—Enabled
Activities )& Ato|H] 918 25 F71= QI3 254 o
S " Aol Zojof whe} BO 13694 34 EA 0= uf
dEom, 5C i 2alor AHY ARl ek te2
Astol WHEEIIC) RO 136949} v sto] A4 oy
B9lol A THolt 78S WAL IS 7he
202 RS FAR WA B9 7 F71e)
Ow(See, a) i) (B), 574 elAlot 7|2kt 473e)
GRU 45 2jAloflo] A thgie HAlsksic
B W ARV 12 2719 Brlor HE7]
HHGRU, FSB)I} o52] &2 At 3719 TkieAlE
(Special Technology Center, Zorsecurity, Autonomous
Noncommercial Organization “Professional Association
of Designers of Data Processing Systems’)o]t} &
£ il Aot QAT B, ool
AtolH] &g Zgoll AT 9 71l it W
F7FetaL HAloF AIAE ZJetsial 23 o2 AA of
g BAIRE Ao Sjuizk ik

YA HE S

V. 27} QHEFERY 2lo]

|]0I

B AR oo S7h R AEky ghols Wz
A, =7PgR ARl Y-S stk Bl
Hefz] Afolwfgol| tigh %714 - Wete] 284
& WHHES 2 AROA B e AR 2
Z7]0| HFFAR ] A3t 2AREE TS|
Aol 71o4stglem, s7 R ARIEA H LA
LEE T8 ARE Aussigih Eet =7t daed]
AL, A 713l digh AR A4, <]aA e, 59
u gl Aol ik deR g AlA ok 9l a
ATEN(GEC) A3, A B8 913 ot v, 9194
Aol el Thgt A2l FAeE SO A5 0
A 5 Qe FA00 gt div] BAlE vhskaL ofv]
AT AR iRk ARE ZFRIBEit. ol2iet e
o2 g Hhot npae. sl A sl Halshe
Ef=0] A Afo|H o] tieh =714 o W]

I



114 Crisisonomy Vol.13 No.11

4 Aol 2% EMOF Sk, HRE 77 DDSEA,
3.4 DDoS 37, % A4k Ato|Hfel#, 3,20 Aol
Hl3, 6.25 Aol 32, 39 17 Abdz: 2 the
2] Aol g2 A A AR Alolusl7] Sah
(2009), 7} Ato| b, Tk ZRh(2011), 7} Apo]
Bob 3ATiRI(2019), 37k Atolbi eha) 74et oy
(0133 2 A7 U] FAA hE 475}
of thg3ktHYang, er, al, 2016), 7} Afo]ghiL
74ekE Siat HaEt 9l $4714 SjolelR A
o] Wagh AFolch 20124 4.11 B4 YA B3]
Kjolu] 7Hele] 9lgleks ALE7IAE QIglont, olef o
3 akak BAA I 2L, AAZNe] o gk
o] BAslalnh. Herey W Heel] ok AR A
WS Bal B7he) WA JAAH o) ek A}
olsglel chet cult Wastch

S, Aol giol el Sl WA 43 gl ot
237 ol Lasieh, AolIzelA Y BAl
o] BAIE Hlolk 7} 7be] L0 W] 7

5 glon], FAFHS it A AA o] e 2
£4J0] AHE|TL 9JeHBae, 2017), 1ol B8k
Aol gzbARe] ASlel that 71 A 72 249
7147 ofelgat mEAOR Qlste] AR Al
¥lo] W 5ol Tt kewke 2|4Em ol ofi )
g 7Rt Agrieh Ak Aol Sj@akAn, w2
uletol 4] Qb o] Afolaly] wite] MaAlnt Al
o) vhgol ojsfebAle] ge ulA7] HEol,
ol= E3] 3] gl EAL HX] o A9, ol
o Aol B4E Fol el oeke] o wshE
WA FEBA0R BUEAL 52 B A

H

e B3 A 71 ugshe Sl dajins,
25t Al Q= 39le] delolx] T7lek 19 Hhl

o) o] H1 ek
ofeat WA Aol TAEE 19k 2 S
£ 97 A7) ololg sis) Mo olgat, 5
& deEEol= ol gkl Sl & AR9] 9ol
AR 0] S of3i7} WetalA) e Aelel &
Stk 2, ouph A thEe] ABOAL o} ‘Sl
A4 Y5 FHe ¢WHviolation of established
international norms of behavior)”o|g}1l E&35}9 0
], 71 QJojlie 2ok Y9E HHs] A S] ffRto]
b TR Ho| glov, ofi vjHo] SlEsoR B
2 e H2A o Ae® H7FEtHGoodman,
207, PIHS] A AN AL sk Fny
HEAREHO]IH Harold Kohy= AfoTH 5 oA =4
o] BBt o] o) B Y
(Koh, 2012), 71 $%J*}9] Brian Egan &A] 1283t
ol 712310 Bl=0] AA S 245k= Afol
9P} ] AR B A SEITs
3[& FABFATHGoodman, 2017), &y o] ARA
A HHR o MA AT 2R oj)
st flok 22 NterE ] AR olE =4
SPEBIIR BAHEA) of i BgE] ojgr), et
&= A e skl E3lollA enfal tiEg o] Ale]
H7k] it 2 A 282 AHEeIskaL ofof wet 7
Ko7t HeJE AES A WS & AR o

Sk uf %1_,‘_!_

|r ook
o o

h3

Ao}, 1 F elxjote] yl $ES njto] Fgk vt
glos, ARSIl YE A vhgo] FaEA o

7] wzoll, o JA| nl=ro] HAjote] FE A
RECR FrRiths 272 H7le ofee Zlolth

T ojel B2 HoAde =7 k] 0Q1% B
A 2PAE ST o, =7E 3 e
of ek AolE= 2Hgsial et =AML = A
< =7k gololl fsiArto] A7 miZof] K
S7he Ao ofejof wret o FAgoll ol ot
2pA] 2| GA] H7F Aot FoHE ffsf =<
off 71z e TS WPlal ojef 2 =4 1
G 2Eol A== Hofstoiof & Aol



Implications on National Security Strategies of the Strategic Use of Cyber Capabilities of Foreign Governments 115

A SO /\}o]lﬂl{ olF =] A2 AA

jm
e

et
e B

s el s o] o awo} AN Aol )
Al GRCe} o] SRR W ulavlekle] A4 9
oA lehiolols Adfel 25 Aol

A, AoIMEA 24 B0l cht el olahs
shofsis FAI0] B0 7R de) deln 24} 34
NS B9 24 Ul e AR B st

Yasich Alolgiae] ot F7H4 the ke 24
of A Foll AP PAlo T elo] AhE 5
Aol Aol gl o] Sk 31610] Bfo] Bl
Aol 1] B A |Be B2 AHgE B
o A197149] BAE AR, ol FA/US 3
st BAA7E A7) 34 A R 7142 Blafstol

2A12 of37] TSR opet 2A|e) o

B A3 71AE 4 Q7] diEolch AR A A
vjse] Aus|ghe ol o Wl WINE

ARt FLRt A 214 slof DHS} FBIZ} 3502
3} ‘GRIZZLY STEPPE-Russian Malicious Cyber
Activity H11490] F/JE-S dukzlo] 1808 ity
9lon] ATH o R WAL Se| ofa] HaA ge] 2
94 Som Azlgol ojlEgla o) nets] Sid)

o
[r

[e]

‘Enhanced Analysis of GRIZZLY STEPPE Activity’
HuA7h g E Qi) o] gt Ao|HE A AN =7}
o] t-3-&Fol BeEvtE opfsh=t AtolHE4 £A
7} 743 Soldel thetk ti2] olsi7t da gkt FAlo
SN 7Fs3 /9 WollA 2AF IS S-Sk AL
W&ol theh dap4 FrgA ket Fasi)
V.2 E
Ll IR= R P S v R P i i S e e I o o A
ALY M2 SHa F2AIH, 7]E 17IRHE
SHHol|lx o] Ato|HE-A 2 ffdl= w77 [N
| FRARSAZINIAIE 54, 23 W8 Al 23
He Aol Adste] sfojHe|ed Fow
FA1o] W3} w7HA o s |t FA14] 1lsf
| = =99 el ey o AR
S8l Y=ol =7t HAAFAAGAE
F= =R1e] Aeabgo] dakele BAfste] e
ARl AL, Aol fefeh Wake s
fr=sto] =7olol& %‘ftﬂéhxk ek AR
of whE 19 4143 & 55 A
A 7WE m=e %WPO]HME %bﬂ HrgE A
O 7 o}, FA| FIF = oA Wy o7

(RN Y U o [
oéﬁ j__

ol o‘i
o

e
oZ

a1 O
iy

>~
=z
)
z

Y rlo
o
o

1o
H
5.:

o,
12
i)
o
mlo

F_L

o
o
©

References

Alperovitch, Dmitri. 2016. Bears in the Midst: Intrusion into the
Democratic National Committee. Crowdstrike Blog.
Arghire, Tonut. 2017. U.S. Gov’s “GRIZZLY STEPPE” Report Fails
to Achieve Purpose: Experts. Security Week. (http://www.secu
rityweek.com/us-govs-grizzly-steppe-report-fails-achieve-pur
pose-experts).

Arkin, William M., et. al. 2016. What Obama Said to Putin on
the Red Phone about the Election Hack. NBC News.



116 Crisisonomy Vol.13 No.11

(http://www.nbcnews.com/news/us-news/what-obama-said-
putin-red-phone-about-election-hack-n697116).

Bae, Young Ja. 2017. A Study of International Norms on
Cyber-Security. 21 . Century Political Association Paper.
27(1): 105-128.

Bing, Chris. 2017. North Korean Hackers Came Close to Hacking
Hillary Clinton’s Presidential Campaign. Cyberscoop.

Cha, Yoon Hee, et. al. 2015. Russia Economic Sanction, Take
a New Approach to the Russian Market. KOTRA Global
Market Report 15-033.

Clapper, James R.(DNI). 2016. Worldwide Threat Assessment of
the US Intelligence Community.

Coats, Daniel R.(DNI). 2017. Worldwide Threat Assessment of
the US Intelligence Community Senate Select Committee on
Intelligence.

Defense Agency for Technology and Quality(DTaQ). 2011.
Dictionary of Defense Scientific and Technical Terms.

DHS, FBI. 2016. GRIZZLY STEPPE-Russian Malicious Cyber
Activity.

DHS, ODNL 2016. Joint Statement from the Department Of
Homeland Security and Office of the Director of National
Intelligence on Election Security.

DNIL 2017. Assessing Russian Activities and Intentions in Recent
US Elections.

FBI, DNL 2016. Joint Statement from the Department of Homeland
Security and Office of the Director of National Intelligence
on Election Security.

GAO. 2014. Civilian Intelligence Community: Additional Actions
Needed to Improve Reporting on and Planning for the Use
of Contract Personnel.

Godwin, III., B. James, et. al. 2014. The Russia-U.S. Bilateral
on Cybersecurity-Critical Terminology Foundation, Issues
2. East West Institute and the Information Security Institute
of Moscow State University.

Goodman, Ryan. 2017. International Law and the US Response
to Russian Election Interference. (https://www justsecurity.o
1g/35999/international-law-response-russian-election-interfe
rence/).

Ha, Young Sun and Sang Bae Kim. 2006. Networked Knowledge
State. Euryu Munhwasa.

Han, Hee Won. 2011. National Intelligence. Beopyul Publishing
Company.

Hutchins, Eric M., et. al. 2010. Intelligence-Driven Computer Network
Defense Informed by Analysis of Adversary Campaigns and
Intrusion Kill Chains. Proc. 6th Int’l Conference. Information
Warfare and Security. Academic Conferences, Ltd.

Jang, Noh Soon and In Taek Han. 2013. Controversial Issues and
Research Trends in Cybersecurity. International Politics
Review. 53(3): 581.

Jang, Noh Soon and So Jeong Kim. 2016. U.S. Choices of Cyber
Strategy and Their Security Implications. Politics -
Information Review. 19(3): 57-91.

Jang, Noh Soon and Sung Kwon Cho. 2017. Cybersecurity Threats
and Comprehensive Defense Strategy. International Area
Review. 20(5): 185-208.

Kim, Yoon Young. 2016. Changes and Prospects of NK's
Phychological Warfare against SK. 535: 45-51.

Koh, Harold H. 2012. International Law in Cyberspace: Remarks
as Prepared for Delivery to the US CYBERCOM
Inter-Agency Legal Conference, Ft. Meade, MD, Sept. 18,
2012. 54 Harvard International Law Journal. 1: 1-12.

Koh, Jae Nam. 2017. Putin’s 3rd Term Administration’s New
Diplomatic and Security Strategy. 2016-16 IFANS Policy
Research Series.

Lee, Seong Man, et. al. 2015. National Security: Theory and
Practice. Orum.

Park, Nohyoung. 2017. [Security Column] Korea Needs to Actively
Participate in the International Cybersecurity Order. Etnews.
(http://ciobiz.etnews.com/20170718120009).

Park, Sang Don, Kyudong Kim, and So Jeong Kim. 2017. The
New Understanding on the Meaning of Cybersecurity Legal
System. Journal of Security Engineering. 14(2): 160.

Rampton, Roberta and Mason Jeff. 2016. Obama Blames Putin
for Cyber Attacks on U.S. Election. Fox Business.
(http://www.foxbusiness.com/politics/2016/12/16/0bama-bl
ames-putin-for-cyber-attacks-on-u-s-election.html).

Strohm, Chris. 2016. Russia ‘Grizzly Steppe’ Hacking Started Simp
ly, U.S. Says. Bloomberg (https://www.bloomberg.com/new
s/articles/2016-12-30/russia-s-grizzly-steppe-cyberattacks-st

arted-simply-u-s-says).



Implications on National Security Strategies of the Strategic Use of Cyber Capabilities of Foreign Governments 117

US DOD. 2014. Quadrennial Defense Review 2014.

Yang, Jeong Yoon, So Jeong Kim, and Il Seok Oh. 2016. Analysis
on South Korean Cybersecurity Readiness regarding North
Korean Cyber Capabilities. KIISC WISA.

Yoon, Oh Jun, ez. al. 2015. A Study on Measures for Strengthening
Cybersecurity through Analysis of Cyberattack Response.
Journal of Information and Security. 15(4): 71-78.

PR ARSCMIEEZR S B A, 2016, [EH 7R
LA,

Korean References Translated from the English

A 2017, AB7] e ARO] AL @i - QEEL ek A,
ot A4 2016-16 AWM ATA|E] =,

U SEA. 011 Bl

21993, 2016, Bk o Azl wiAl ot A Itk 535
45-51.

Hheg. 2017, [RQEAR] Afo|HARE AR =1
Zrojsfjok. HRFAIE. (hitp://ciobiz.etnews.com/201707181
20009).

o A%

HRARE Z151E 7144 2017, Ato|HokE HA o] oo
st A2 olal. HorEad i=tx]. 14(2): 160

Hi A} 2017, Ato|HiQRE Aol 23t A 21417174 %]
331, 27(1): 105-128

T2F 9] 2015 Alo|HFA g AL ST AlolR{obE
73l wot At §eEoR=5]. 15(4): 71-78

ol/gut €] 2015. H7QHE S} o] 27 AA. 2.

e, A7, 2016, n]=0] Afoziek Adeiu) obe ZekA
ofu]: woi, A, AAlFAAL] Al vl A A
- ARATL 193): 57-91.

A-ge Z A, 2017, Ao o}i_r]tﬂ_,] AT 5k o
o] AMekz oju]. AR AL 20(5): 185-208.
e, ?&"J‘i* 2013. AfoJuQi o] A} A+ A3k =AY

=2 53(3): 581.
R3] 9] 2015 ZBAAA 14
KOTRA Global Market Report 15-033.

StdA, A/l 2006, YERA 2|4=7L
813]9. 2011, /A EEIYR. HEZTAL

. Aot Al AfEA H2sk:

O o UQ_/\]_

Received: Aug. 24, 2017 / Revised: Nov. 23, 2017 / Accepted: Nov. 27, 2017



118 Crisisonomy Vol.13 No.11

Et=ol M2tH AO|HSZ S0 et =7 AUEHEN o

— X Ui 2AOF YIS SYeZ -

Y B B2 289 w7

oGNS Aol el St Mu}. E AU 2258 339 153 3

2 oIeF. 20169 119 %ejAl v

1% AN Kl clof A SIe olele A158] Qe FAelnl 5 Aol o] A

ek WA 5& 5 AAclol vl AR Hek B A - A1 o8] 249

AAME LT ik B =RoAE % ojAl elAlok AN dhiste] n] BR 7|z

HIAE FHOR ALBAS FESL A olF FHYIZE ulTo] AL WA - A

A U AR e A Alolu g Ae] et AT T cheuAle Annt 1t
g B4 @0l W7k Apoluiekrieo] AL AAES EET.

oo K

-

ZHO0f - MOIHSZA, AOIHRIEHEE Ol=, 2fAJof o=

Profiles

Jeong Yoon Yang : She is a researcher at the Cybersecurity Policy Department of the National Security Research Institute,
Korea. She received her M,A. from Graduate School of International Studies at Seoul National University in 2015. Her
areas of research include national cyber security policies, China’s cybersecurity strategies, and Russia information security.
She has published several papers on cyber security policies, including ‘Analysis on South Korean Cyberseuciry Readiness
regarding North Korean Cyber Capabilities(2016)’(jyyangrok@nsr.re.kr).

Kyudong Kim : He is a researcher at the Cybersecurity Policy Department of the National Security Research Institute, Korea.
He is a Ph.D. candidate at Korea University School of Law, and holds LL.M degrees in public international law and international
human rights from Georgetown University Law Center and Korea University, and LL.B. from Korea University. His areas
of research include national cyber security strategy, international law. He has written several papers on cyber security legal
issues and was part of the Korean delegation to the 4th and Sth UNGGE, the Global Conference on Cyber Space, and
other bilateral cybersecurity talks(kyudongkim@nsr.re.kr).

So Jeong Kim : She is head of Cybersecurity Policy Department of the National Security Research Institute(NSR), Korea
and has worked at the NSR since 2004. She received her Ph.D. in Engineering from the Graduate School of Information
Security at Korea University in 2005. Her primary research focus includes cyber security strategy, policies, and the international
security of cyberspace. She has written several papers on cyber security policy issues and has been involved at multiple
governmental meetings, most recently including the 4th and Sth UNGGE(sjkim@nsr.re.kr).



