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Abstract

Exploratory research of information security strategy
focused on human factors

Lee Ryowhoa & Hwang Inho & Hu Sungho

Keywords: information security, protection motivation theory, information security

system, theory of planned Behaviour, information security awareness

This study focused on human behavior of threatening information
security. Until now, it has been overly focused on technical factors. And
many studies support the fact that information security awareness which
is human element that cause information security problems are increasing.
Three research models focusing on human behavior (individual perspective,
organization perspective, personal/organizational interaction perspective)
were proposed. First, information security in the individual perspective
is explained by the protection motivation theory. Second, information
security in the organizational perspective is explained by the information
security system theory. And the perspective of individual / organization
interaction is explained by theory of planned Behaviour. And some
suggestions are about human behavior control. The factors of behavior
control include the importance of security, usability, social influence,
information security technology trust, computer self - efficacy, cognitive

cost, and individual innovation.
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