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< Abstract™>

The purpose of this study is to reinforce the defense and security system by recognizing the
behaviors of suspicious person both inside and outside the military using deep learning. Surveillance
cameras help detect criminals and people who are acting unusual. However, it is inefficient in that
the administrator must monitor all the images transmitted from the camera. It incurs a large cost and
is vulnerable to human error. Therefore, in this study, we propose a method to find a person who
should be watched carefully only with surveillance camera images. For this purpose, the video data
of doubtful behaviors were collected. In addition, after applying a algorithm that generalizes different
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heights and motions for each person in the input images, we trained through a model combining
CNN, bidirectional LSTM, and DNN. As a result, the accuracy of the behavior recognition of
suspicious behaviors was improved. Therefore, if deep learning is applied to existing surveillance
cameras, it is expected that it will be possible to find the dubious person efficiently.

Keywords : defense and security technology, surveillance camera, suspicious person, behavior recognition,
OpenPose
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<Figure 1> Our suggested system structure
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<Figure 2> Example frames of five actions in the suspicious—-looking people data set.
(a) intrusion, (b) wandering, (c) assault, (d) crawling, and (e) throwing objects

<Figure 3> Number assigned to body keypoints in OpenPose
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(e)

<Figure 4> Example frames of five motions from which human keypoints were extracted.
(a) intrusion, (b) wandering, (c) assault, (d) crawling, and (e) throwing objects
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<Figure 5> Example frames imaged after translation and scaling the extracted keypoints.
(a) intrusion, (b) wandering, (c) assault, (d) crawling, and (e) throwing objects
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<Table 1> Overall statistics on the behavioral dataset

Metric Training Dev Test
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Number of frames 19,291 3,125 8,856
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<Table 2> Results of applying 2D scaling to a single model

Model Test accuracy Test accuracy
with keypoint 2D scaling (%) without keypoint 2D scaling (%)
CNN 86.5 285
LSTM 86.7 239
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<Figure 7> The graphs demonstrate the effect of 2d scaling in the single models. Each graph

shows the training accuracy, validation accuracy, training loss and validation loss. The items

are as follows: (a) CNN model result with keypoints 2D scaling; (o) CNN model result without

keypoints 2D scaling; (¢) LSTM model result with keypoints 2D scaling; (d) LSTM model result
without keypoints 2D scaling
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<Table 3> Results of applying 2D scaling to a combined model
Model Test accuracy Test accuracy
with keypoint 2D scaling (%) without keypoint 2D scaling (%)
CLDNN 776 27.1
CNN+RNN-+DNN 44.0 23.0
CNN+GRU+DNN 90.9 335
CNN+Bi-LSTM+DNN 92.6 32.0
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<Figure 8> The graphs demonstrate the effect of 2d scaling in the combined models. Each
graph shows the training accuracy, validation accuracy, training loss and validation loss. The
items are as follows: (@) CLDNN model result with keypoints 2D scaling; (b) CLDNN model
result without keypoints 2D scaling; (c) CNN+RNN+DNN model result with keypoints 2D
scaling; (d) CNN+RNN+DNN model result without keypoints 2D scaling; () CNN+GRU+DNN
model result with keypoints 2D scaling; (f) CNN+GRU+DNN model result without keypoints 2D
scaling; (@) CNN+Bi-LSTM+DNN model results with keypoints 2D scaling; (h)
CNN+BI-LSTM+DNN model results without keypoints 2D scaling
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