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Perspectives of resilience components for
improvement of 5G network system in the
defense sector

Keumseong Lee” * Seungnyung Baek  + Kyunghwan Choi

< Abstract>

Future battlefield situations in the era of the Fourth Industrial Revolution are expected to increase
the dependence on network systems. In these situations, the impact of the system could lead to
a defeat on the battlefield. Accordingly, the purpose of this study is to recognize the importance of
the resilience of network systems, identify the factors that can increase the resilience of the system,
and present improvements.

Unlike in previous studies that were focused on technology improvement and development for
applying the technology of the Fourth Industrial Revolution in the defense sector in the future, in
this study, resilience is considered. Four components of resilience, depending on the specificity of
the defense sector, are proposed for the introduction/design phase of the network system, serving

©=8 This work is licensed under a Creative Commons Attribution 4.0 International License.
* (First Author) Korea National Defense University, Department of Defense Management, Student, mazingal 19@naver.com
** (Co-Author) Korea National Defense University, Department of Defense Management, Professor, bsyorg@hanmail.net
*#* (Corresponding Author) Korea National Defense University, Department of Defense Management, Professor, borita@hanmail.net



60 MTISUAT M4 M2%

as a starting point for implementing a high-quality system by specifically considering problems and

improvements.

Keywords : resilience, 5G network, risk management, high-reliability organization theory, future warfare,
network centric warfare
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<Figure 1> Conceptual Map of Monitoring and Communication Operation for Personal Soldiers
in the Future (adapted from Choi, 2019)
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2.2 3159
3358 (Resilience)= A0 =E st 13| & S5t AAE 7]eS 353t e85 o%2 Foly
o, ALY - Q) A 0R S ISk ERPIA S SEske] AlAE 7] < 3|53k 7Y

& gttt F8HARl 35 B o= Alztell WS T gl drbut wkE AIRE el e
FEIE ] 3]0l The g A7 wxde] Hrkal stk MceManus & Polsenberg, 2004). AR
F golEHA thekst okellA S8 e Ads ey, EAls Al tigk ARk o} Al
2RO WA Wy S ek o] T8 ] AlEeRGit) wEkA 3158 54 E%Ei Ay
g AARE SRS S5, 7s s S5 ete s9e sk, JsiE A
A ZEARQD S Sl MRS B8, VST TE AARE FEUE NdeR
olajaljof HHSeo & Cho, 2014).

3)Eof oigt o} 71E AT UlES TRACE AHEGE u, A HE P8-S WA

o

o
Ak oA Ql EAIZ kL, A B Al Tt S slAR TR ASAl S B
AE dogle F2A9 AQE Fol AwehA] G s A A Uje] sk 2] T4
gmEels o g vk SEEelEhs 2 5 kA Al Qass wsted, 7F aael 5 A
et gl AIE mE ok it

A o® ShE e T eat tA/Cnlsd, A1, 884, S5, BEd/SHAE 57
Q2% 5 oAk A/ e e Qzekel Ahele) LARE ARatglon, Aad Al
Hol BAs 7ol ost H Y el T4 Al 19 ¢ 9 99 A® Al §54E
A FdshA efehs Sulel ol aedS Axeglon, AHd Alxgle] F)g ofd
o AR FHe ARE ) S5 s oletal Fesiolt. rA o R REY/SHEE AAT
2 shlehs ] A A E o] SR Hofof shal 4 olEA ]l o] lrtal
B2l 3ktHSeo & Cho, 2014). ¥ Ao = =giobe] 54492 aiste] 5G U= AL
oM<l slae) 4 eas /HIGRIFE st Table 1).

<Table 1> Components of Resilience (3R1F)

Division Contents

- Ability to function through superimposed and redundant equipment even if one or

Redund: .
cdundancy more systems are destroyed or disabled.

- Ahility to protect itself from external physical shocks, internal cyber attacks

Robustness (infringements)
Flexibility - Ability to freely introduce and utilize advanced technologies in the private sector
Rapidity - Ability to restore functionality quickly and to rapidly process large amounts of

information data
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2.3 5G vIESHZ 7=

5G MIERA 7= dA9] AG/LTE 71ss A5e 2pAlt) 2utd 7ok QIEMl HolE E
e F7te] W §5F o7t Skl whE) 5GE AG/LTE div] dlolE F4l 28 FHd) 108171
A Fol A HAEE okl Utk 5G olF Al 7= Q1T U Aoyt Wi-Fi ShAagto] &

% £ o5 9 2EYWE M st 562 AAARL o]F o2 AntE

3 A% FA|of| g T e, v vlE e wiE g AR s A ARE

g Az 7F Al A I Fol Stk 5G HEYAE s IA7]ES 114552 (eMBB ¢

enhanced Mobile BroadBand), th-8%(mMTC : massive Machine Type Communications), Z*] 4]

o 42 pAIFZEA(URLLC : Ultra-Reliable and Low Latency Communications) Al 7} 2 -&3F
CHKim, 2019).
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*MH, iZWOd 1 P AFEA(URLLC) 542 HEYA *E}OW (Network Slicing) 7144 %

] 3 Zojt), thekdt MuAES FAl FdshEA 7}
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20Gbps/peak

1ms delay 0° devices/1Km

<Figure 2> Components of 5G (Adapted from Oh et al., 2021)
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A o] Bys) gofl wek & - 3 - 3] A ezto] FHEE S HATHMinistry
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AN 55 = doly e & AAIRE FiE Sl f8EE dHolH 9] o HRAY Aol o
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PN
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%8 Aol A 31 A 7HAE ) AR AR

98 YED AXE B ADatiL, o) F Bl AFI AWLES A4 A% 7 Tha
= dolEls] spol sk o ol Aolel, 44 A AEAHE EA AE] Sl
A= A%A0] wAsojok SR, 5G ZIMe] 2ed - 214 YEYT $7 TH0] el Be

3ttt

old = FofollA 5G 7= e A AR, 5G 7Nt SAEA T ASEA &
RE T GBS ATolM 5GoF ARE AR A3 eA ERES Sl A AFFAL
AAZE R0 Aol Tk etel thell A =ak3th(Shin, Lee, & Kim, 2020). v1& tith
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i AEskal le 5G ol EAVIEs e HESAY 753 -8Ueks A 8HITHOh,

Han, & Lee, 2021).

. 2ok 5G HEY A A2 gAEE EA4A

3.1 A4 (Redundancy)

5GUEHA AAEE S of dwba o2 Aok 22 ¢ km| Fhe] AMIAE s}
= WA= A (Macro Cell) oItk $bA 5G HIEH AL 7]zolM Fabrgl vae dS A u st
o} 719 4G VIES A AIARIFE F2 6GHz ©late] T3k tolS 8o 2M He 99
SANEE TS, to R A% T Fuk too® &8 Jlojghs Aol itk
S, 2020). BPAIRE FubaE tho 2 FRHg BEE 7 9l ARelo] ofunh 289k T /o] b
HA Fuka o] ad@sdol dojubar glar, =oke] 5G HIEA A AlARe] Hgsl] St
Tk ol S Kok EAZE B S Qlvh F7HAR £AR 35GHz Tk Bl
ggste] ¥ FANMES FASHE mlaE A(Macro Cell) JElE A4S o) & A5 3
e 95 obf-2e Vleolehe AR AR A S TR HE SN s 9
dhz viA® A 17147 et 5 km 2HAA G2 5G HIE A B dEiel whAAl H o,
A 35 7158 vHE =AW Zlolehs 2] B ¢ ik v HoR 5G HES A 7

& AgozRy A 120m o)A e BEwe Afa A Fe) AW 540
et} =Eolu} A%7] B3t o] FFE wshiz gule] tak WEQDL AL FAHe] B

sk 4= QJtH(Ministry of Science and ICT, 2020).

3.2 7314 (Robustness)

5G MIERA 7]zo] el wet xy s B8 &9 "Ad d4d 7sd 44 75 A =
2 499l 1km® 3 oF 1005 o) o)/d<] tjufo]~g AT 4= Qitt. o] F475] W tinlo]
25 SAlel AAskaL &Ko R o8 Thedt Aol AR UES Al ddH EE Hulelas
& HeFo F=9 oo w #83 4 qlrk bl 77)E &R S MASE A%k T,
71472l 3 o] g3l dHlolEHE wiuls 7 Sl =Fdh slA 99 el Sl ve 717
g A T 7IAFE A I AAE s AR B ity 3408 J3E v F
& A AAFloR Qe YEYAL] AZHsh ol W Aol th(Hong, 2019).
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o B2 WAE P D, $9AY FRS A MEDD NAFE JUAOE Y B T
golth, <Figure 3>& H¥l YEAZ 7|4 50] A% ol 44
SElel] Ue dpElvh Solgle Pelolth. FA AR JjHow

<Figure 3> 5G Network Base Station Installation (Shin et al., 2020)

3.3 554 (Flexibility)

O

5G MEY A BAI7]&L 2y W ALg] 7} Bolo| A 7|HEA| L 2 S5 31 Qlom kst JH Q
T, ClolE] Fale] SUh ARFAL A T o7 AlAHE BT Sekal glon d%of

|
= Q7 AFHS 1004 o] ol g 1AsS 278 Ao R dAstH(Ye et al, 2020). vl 7H<!

e ©
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o,
|
flo
)
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o
[
o
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o,
H

AFAAZ 288 A7 3ol dds sln 770 3l
435 AZ =] Stk o] tluto|Ae] 7t WobRSE ou|ek nt opel AR (XA, FF
A, el whet tinto] 0] FRIF vhekskd 4 es & & vk a3 el QR
5 AATo R F5215 ] uhet dlolE| ] Eiglo] Tk ow Frle o7 o SHTh oH e
3] W, BAo) TUkshe dnoladl tidt &gl wErl Besta, YEYD 1 58 F
Botua AWAoR Ads G840 % AHEE gl A AATE s ofof sh=d], AA<]
SHFRol V)43 Qg o 7= RS Aot}

o oko] BN 4 87 1) Bl vIEY A 9 Y vl el HekAA 9 A
4 s 3 U553 AA 2A o SO wztEole] muld V&3 38 AlGE B9
& 2gsh=d AeAFEre] Wrk(Ministry of National Defense, 2020). A& =77}2] ¢k 9}
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A8 Al o] HES ORIk YA, FEF PBOE Qlato] Axg A3t oA
sfehet efjate] I3 Aejs) o] 50 TAlHo] AMEo] o] F O QR Aeh: A &

o7 vwAE7| = SH(Kim & Jung, 2019).
3.4 A1$A) (Rapidity)

e FHJIAFAAR Hefo] ZHFAM AR5, AFd-AFde] Futs Jrs &
il

o 9718 Fal I5ehe QR T2 ol FA Ak FHe
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IV. SHHEoF 5G | EH T A" 7] Akl
4.1 A (Redundancy)

Erkla Qe Gu]o) FuAel F7hs Edm wyake] dele] H, olze A4 W=
z19] 8% %7, vole] $44 WIEe] 712 ool 1 nk. oleldt JE BT AEAE
U o 0E SES 9T5e] 9599 7450 56 UEAALE o|2A] Hgith AR

F257] 9lstel A2Y AFES Fos A4S PSR tede] B42 s 2
do] DA Gtk T 2EAQ A9 Fk 4] BES 56 YEFAE EEHOR
Q% W A2 FAZ ob/sh THAmad ef al, 2020). 7359 F8A4o
27b Bobgel et nARLE TR A ok e FkR Bush) A% -
4R Qe 1AL 27 Ageolol Bk @Al AL R FAEE 08T &
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A& dlolg dFo

UESL T dF vigo] 2dxd [AE of- % UHELE “‘-4 ?ﬂF/HE‘:}—E ]3] A4 (Command
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<Figure 4> Projections of Small Cell Base Station Implementation

* Source: Electronics and Telecommunications Research Institute (2021)
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