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ABSTRACT

The risk management framework (RMF) applied by the United States combines the concepts of information
security and risk management in the product development process. This includes the systematic structure
of equipment, parts, other construction systems, facilities, and personnel, as well as the related security
of cyberspace. This concept has been a concept that has been systematically applied for the completion
of information security from the requirement planning stage to the destruction of the weapon system. The
RMF, which should be reflected in the project of power enhancement to ensure the perfect performance
of the weapons system that our military will use in the future, is unfamiliar to Republic of Korea Army
(ROK). RMF is a step-level field that has not yet been based on detailed research and measures in any
ROK military, such as the Army, Navy, and Air Force. However, the USFK, which is stationed in the
Republic of Korea during peacetime, and the United States’ wartime reinforcement forces [Flexible
Deterrence Option (FDO), Force Module Package (FMP), Time Phased Forces Deployment Data (TPFDD)],
which are deployed at the request of the CFC Commander in the event of a crisis situation on the Korean
peninsula and under the direction of the Joint Chiefs of Staff, are thoroughly prepared for cyber threats
by applying the RMF procedure. Therefore, the military should also create and apply the corresponding
procedures during combined and joint operations as soon as possible. This study aims to provide a
direction for the development of a categorization system, which is the most basic and important step 1
system in the RMF process, and | hope that it will help in the implementation of the Korean Risk
Management Framework (KRMF) that should be applied in the future.
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<Table 1> Proportion status of embedded software in Fighter system by year

Year 1960 1964 1970 1975 1982 1990 2000 2007
Model F-4 AT F-111 F-15 F-16 B-2 F-22 F-35
Portion 8% 10% 20% 35% 45% 65% 80% 90%
2 FAAA AA R AL Al 2ZEGo 7 AAAN HfsHe v Fe] FHER F71
S glow, oleld WAL FF FAAM WA W AR, 455 52 FH 458
Sol FehsHA TS 7iiskd 202 molak A4 A A sz Qg o] Folx i T

[}

= QAR whet Ao Aol BA 0w Qla) gule) T R eAES dos|w v 4

% 5ol wAE A AFY EA7 da) WA E A7k otdee & 5 Ak Aol
94 S

gk Alote] wal Ab#li= Table 294 2.

<Table 2> Cyber—attack cases

Target Contents Presumptive causes
The U.S. stealth unmanned reconnaissance aircraft RQ-170 Cyber Attacks
Us . . . . . .
_ (Sentinel) captured Iranian forces during a reconnaissance| (Hacking) — Iranian
RQ-1709 . . . . .
of Iranian territory in December 2011 side claims

In 2016, North Korea launched the first test launch of a

N(ﬁﬁul((i;);ea Musudan medium-range ballistic missile (IRBM) in the
. direction of Wonsan to East Sea, during an aerial explosion Cyber Warfare or
IRBM(intermed . . ; . .
‘ate-range during a few seconds of flight in the ascending phase. energy and electronic
ballistif * North Korea’s Musudan IRBM failed 7 out of 8 test attacks
.. launches due to the U.S. Cyber Warfare of the missile
missiles)6)

called the “Left of Launch”

whEbA] va TS EFeE MRSl FIIAA A Al 27|15 B AlE O ERE AfolH
Aol A=A 0= dinstal HA st AARS S8 Bl HAs7E A& F-dH7] Sl 97y
= HQMR3Eol HelkrFol el HebegAd S AdsiAl /hdstes A2kl Q7-8kaL Stk
g., Kim, & Kang, Shin, 2021). "]=< 20140 =5 E v]= U AF2] ZE A|AH] Alqf HOkA] A
& AEetes sk 7]2Q1 siEvrele] Wyt dojwtom, F-35 MF7] /o] ARl AL
glolth, w5 Ak F7A AR F-35 A7) 7 Al Alolw] SO0 mFE RS gHaly] S

&study type=&board type=
5) £7882020). RQ-170 AE]d thga F1gy7], LR, 242 FAMIAL. https:/bemil chosun.comysite/data/
html_dir/2020/05/11/2020051102659.html
6) 8002, B SwIAl PR A WA AT, FOEA  FEA) TeElE DEE. hipsweely.
chosun.com/news/articleView.html?idxno=18963



Korean Risk Management Framework / Kim, Jaewook - Jeong, Sukjae 77

RMF(Risk Management Framework, $]&3#2|AA)E wEo] & :
of xRt £33 (Risk Management)2] 7I'dS A= Agsto] 7]Eol #E35t1 Q%

1' ofo
o
3t/
O
A
B
o
=
({23
[
il
>
[>

alee]
o HE 5 8 A B A, Q19 S0 wHE By} vEo] Atolugito] £3E Wk g
28718 SACNNTE AR Agete] FIIAA H7] AR JREREE] S S G
E5 wEehs oItk d=ETie 2018 E F-35A =S AVIR H FIIAIA L] AfolH]
Hetel thet TS dol I Hglnh 53], #v dghere] 4 ARl WFY] 5o HA
w7 AA g ARl Aol HelS EHaE A(Kim & Kang, 2019) H(XtelH 34
T)oRHE gl el dis) 7919 ARy EAS wAska AFedsy SEE B
sl AAola 7hg 719l 2339 Aot
= s BRFEA o] Tt o] AR, vSA Y fer)d @ARY SHHSAA kel
74§ AfolH] §13 0= RE AtolHrlo] WAHE = @ &5 722 Yl JA 4 Atk
aeE Rt AskE RMAAE 201495 el AL Hae FIIAA

Zl

9]= n]=+e] RMF(Risk Management Framework, ¢ &3-2] A Aol ok vl
sk Aol wl=ro] 93kl 9l RMEFY o8 WHAI(F 74A) T 19AI(A]
28 JE5)7F H—?* T% olfr= A4 S5 721 RMFO A A A3} sAlof Al A8
oA Xﬁal A 9 AFEE JR Ao MAsH vk AAE A 9] ZUA, FA, 7HE-

9 AR AAKRME)) 5 EH A
9 ER) PPl ojsl FPH O xﬂ 1—o—mx} sol, =R YL Tt ek 23l AE )R
RMF #41& 913 29 Aol ret 1537} AL MaAlel @A) w50 4 g8k 9l RMF
R 1 A A ol G, 5L 2159 RME el 5 Aol 5l
AL AR BAE 918 v @) Aolw LS WLahT, RMFE 850 487 9
8 e #alel 12 W KRMF(5E ane e 38 918 248 4snt 430

M= 49 TES AT T AL E5 A8t S8l 1A AT ) R

o
1o
o
pe
i)
2 dlo
l-«O
—_
rd
X
>
[~

7) NIST Special Publication 800-37 Revision 2(Risk Management for Information Systems and Organizations, 2018.12),
https://nvlpubs.nist.gov/nistpubs/Special Publications/NIST.Spp.800-37r2.pdf
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Catego TCSEC DITSCAP DIACAP RMF
gory (1985) (1997) (2007) (2014)
Transition to Interconnection
First Applying with the U.S.
. the concept of
Cybersecurity assessments . Government
Feature . . Certification & .
Certification according to the e Certification
A ent lif | Accreditation (C A ment
ssessmel - e cycle N & A) N ssessme;
System
Applying security
To be Evaluate the IndependenF Assessing C(.)n.tr.ols from the
.. System Unit networked initial stage of
evaluated | finished product
Assessment systems system
development

<Figure 1> Improving U.S. cybersecurity system

2.2 u|=-e] RMF 7%HA] %

u]=2] RMFE #5291 Yol EE Ea s glrk 2018 12€ NIST(7] XF7]&AT
4>, National Institute of Standards and Technology) SP(Special Publication) 800-37(Risk
Management Framework) Rev 22 7§48 %] 7] o]A o= RMF 6WA|(1¥-A] A| A8 5 — 207

8) NIST Special Publication 800-37 Revision 2(Risk Management for Information Systems and Organizations, 2018.12),
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Catego RMF Step 6 RMF Step 7
i (NIST SP 800-37 Rev 1) (NIST SP 800-37 Rev 2)

Major
Changes
(add new

Step 0)

Cybersecurity | Primarily focused on processes against Efforts to improve external threats and
Focus external threats privacy risk management processes

<Figure 2> The step change of Risk Management Framework (RMF)

Al "= RMF& THARZ 735 0] glow, n5 sl d=ow 483 4 9l& RMF
AAE FFHshs 2ol w=e] HE H37F of7] wiitel v ZF7]EATANIST)olA dike
oz} 71X EAEEY ol e} w] 7R OkA| AEIL Y 3] (CNSS, Committee on National Security
Systems)®] F3 & §7 L&sto] At olgA 2AdE RMF ZEAMAE H=7h 2pdofA
AtolH E_ke] thet TS V& A8 7 A HAAL, FF Al ARES A FHE 5 U
H otk Wb RMFE AW JRAIAE 9 226 283817] 915 X319l NIST SP 800-37% 53

RMF 797 Z2A| 20 Z42e] b ARG 520] F3IQ1A] A sl taat 2t

https://nvlpubs.nist.gov/nistpubs/Special Publications/NIST.Spp.800-37r2.pdf
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2.2.1 OHA| : ZH]|(Prepare)

At F74E oAl F8]¢] 522 RMF 13 AI(A A8 E7) 58 69 (M1 345 2UH)7t
A FQ WAE AW FH7L HolwA oARE FRlsh] 28 WAt o] & flal Bk E |
o] Arrgo tst A8S a4 ow #3t  JEF F4 °F(0rganization Level) ¥} Al 2~
9 5 %(System Leve) 0 Rejsto] A% G5 A £2 9 0 QaAn TRaj] B2
SHAl A3 gt

2.2.2 1A . A28 BE(Categorize System)

1A AIAE 2570 54 7R 242 AlARA A, A 9 dSEs JHe] =240
gstd AlAENS] ZUA, T, 7HEAd o] AlstE 7] wiitel] RS &4lo] BETE
Ao 228 At & YA 2 ARGES At AdEE 7F YRad A
= (Low, Moderate, High)& w413l JRA|AEIS] HeF (Rt - 7|9A, 744, 7F
= A3 At olw ZF ARAEE Y I o] AAHWE o] & viE R AJAE
= =& A4siet AR W ARA|AE o3t 37HA] 98 4
etk Federal Information Security Management Act)ll
Aol Qirk. Bk E72] fuke] wAgE B9 AT} AQl IFeA A T S Aol

5t FIPS(Federal Information Processing Standards) 1999] 4 2]9+ Table 3914 H& ul9} Zt}

lo

<Table 3> Latent impact in organization and individual level

Latent impact FIPS 199 Definition

The loss of confidentiality, integrity, or availability could be expected to have
Low a limited adverse effect on organizational operations, organizational assets, or
individuals.

The loss of confidentiality, integrity, or availability could be expected to have
Moderate a serious adverse effect on organizational operations, organizational assets, or
individuals.

The loss of confidentiality, integrity, or availability could be expected to have
High a severe or catastrophic adverse effect on organizational operations,
organizational assets, or individuals.

2.2.3 2GA . EQMEAIFYE AE(Select Security Controls)
NIST SP 800-37(Risk Management Framework)oll4] 2€t7] HoFEA|8E Xele] Exo =z =
7t 224 8] A AE] Fol| WAk thoFst H 3ol S etEE JRAARY 2AS B o

9) FIPS 199(Standards for Security Categorization of Federal Information and Information Systems 2004.02), pp. 2-3.
https://nvlpubs.nist.gov/nistpubs/fips/nist.fips.199.pdf



(0]

2 MT=FeT HM5A M2E

2 dAgsta vk BeHEA e 2020 9ol 7k NIST SP 800-53 Rev 5100 A H 19}

JRRT Ae) gl B4 Z2 A AoA AREs7] 55 AHAKID)E 2071 34 e
(F)E 77338k vk 2 FAIE-S 2719 &abl £t Foge) wpet Ao Lol[¢E =
AC, Access Control(Zd<+ FADISHA =oflth Tgh Ak O a2l F7eE(FEF F 322
el FHE] Qo) AAE B Ao g A3 E&2Q WHoR Frletr] AA 3=
AT

2.2.4 3HA : EEASE L (Implement Security Controls)
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2.2.7 6HA : HOFEASE 2 U E (Monitor Security Controls)
buil WLEATE wUEle) AL AAE £ F AAH A 9 HE Wa) 1wkl
WAL GRE Besel HAFATEI AL AR L T2 Aol th HAsE Bt
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i)

10) NIST Special Publication 800-53 Revision 5(Scurity and Privacy Controls for Information Systems and Organizations, 2020.09),
pp- 8-15. https:/mvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.Spp.800-53r5.pdf
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thAl RMF 2248 w3ato] A28 Beblse Al B35S Aushs 85 728
A

2.3 v]9 RMF A|2&8] E7(15kA]) A+

RMFel| 245 JH48E NIST SP 800-60 Ver2lDel o sjo] Qi 57wk 1633}
el A9 YRAY PR TR G ARAES QRN JuAY 19 !
Z7670) @ Au A AT TES FEAE TR FE 24N Z TR YA, S 2 =)ol
Eoll Tt Bot BR(EQHER 1 /WA, FA4, 7HA) B ARe I A g A #
ME QT FRGFE A AL Table 494 2th

N
=
T

<Table 4> Mission—based information types and security classification

Direct Service | ooty aetiotion

Mission Areas & Information Types Subtotal : 76

(D Defense and National Security 3 X
(2 Homeland Security 4 @)
@ Intelligence Operations 5 O
@ Disaster Management 4 @)
(® International Affairs & Commerce 3 ©)
® Natural Resource 4 O
@ Energy 4 0
Environmental Management 3 @)
© Economic Development 4 O
(0 Community & Social Service 4 O
@ Transportation 4 @)
@ Education 4 0
@ Workforce Management 3 @)
Health 5 O
@ Income Security 5 @)
@ Law Enforcement 8 @)
(1 Litigation & Judicial Activities 5 @)
@® Federal Correctional Activities 2 O
@9 General Science & Innovation 2 O

11) NIST Special Publication 800-60 Volume 1 Revision 1(Guide for Mapping Types of Information and Information Systems
to Security Categories, 2008.8) pp. 15-18. https:/nvlpubs.nist.gov/nistpubs/legacy/sp/nistspecialpublication800-60v1r1.pdf
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Number of Checking impact level of
Items security classification

Service Delivery Mechanisms & Information Types |Subtotal : 24
@) Knowledge Creation & Management 4

@ Regulatory Compliance & Enforcement
@ Public Goods Creation & Management
@ Federal Financial Assistance

@ Credit & Insurance

@ Transfers to State / Local Government

@ Direct Service for Citizens

Direct Service

NCH N G N N OV
O|l0|l0|O0]O|0O |0

e 2 A ARFGHS M)A ALY 75 FRAY /MM - 4270) 2 R A
2l AR /A &g 357D E FEE o] Stk eE el 9@ A ARAEE A5 AR
Table 5} 2t}

<Table 5> Support delivery of services and management of resources

i Sl of Tems | securty clssificaton.

Service Delivery Support Functions & Information Types | Subtotal : 42ea

D Control & Oversight 3 )
@ Regulatory Development 4 O
@ Planning & Budgeting 9 )
@ Internal Risk Management & Mitigation 3 )
® Revenue Collection 3 @)
® Public Affairs 4 0
(@ Legislative Relations 4 O
® General Government 12 0
Government Resource Management Information Subtotal : 35ea

Administrative Management 5 )
0 Financial Management 7 @)
1) Human Resource Management 10 O
@ Supply Chain Management )
@ Information & Technology Management O

RMFel g ol8 BR8-S % 30/ ARAE 177 A% $H0% AR/ Fr i v
WAL RGP OR TR HARERCINA, 24, 7HDel UE 9 $E2 ANk 9

o} NIST SP 800-37(Risk Management Framework)oll:= 1%-4](Categorize System)o|A 2+d-&
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FHle7] 8 o FHC-1~C-3)9 =AHZE AP AMedS AESHA Hed 2 3o F2 &
St AFEHS Table 63 Zt}.

<Table 6> Task categorization

Category Description
TASK C-1 . .
. SKC o Documentation the characteristics of the system
System Description
TASK C-2 . . .
. SK C L. Categorize the system and document the security categorization results.
Security Categorization
TASK C-3

Security Categorization Review and approve the security categorization results and decision.
Review & Approval
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4742 High, 7H8/d<2 High7l €t

<Table 7> Assessing system impact level

System Impact Level

Category 1 . RN
Confidentiality Integrity Availability

(@) Low Moderate High
Types of @ Moderate Low Moderate

information ® Moderate High Low

@ Moderate High High

System A Application Moderate High High
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Communication Security Measures
Command S
D:[F;g Reliability Assessment (Software)

<Figure 3> Analysis of the cybersecurity system of
weapon systems in South Korea
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ol At Aol B Hopd w7t of ¥R Aot =, o] Aol Eet Alke v+
RMFS} 2] H8H49) $5 27} oholn 20718~ A3} A7k Al - FAA
3 - ADD SelA] Afolnlnel #l HAke Ak Aejat ol 5o SguAA Aok w4 Fat
Nz AARA Eshe P29 Zelth

F7V1AA 224171 Al 2t
¢899 AEETE S8 MEHA - A
AA NG GA A ARAAE T S SW
o] 43| Z7E A=A ol thgh Bt
A dANN = ST SRR s AlA 3 EﬂOlEH A& 5
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3= AEAY Hrks F7IAAIL 275 RS S8 U E SW(Embedded Software) 2] 2.5+
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k. FAE S RMF #d A12] Y8-S Ay e v)sro] RMF 34 470 @o) o] Fo]x] 1 Q)
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Qe 243 A } o TS| SlEl ek AlA
A& Awsh= g dgsta {2 7FestESs
Service) AA T-Fo] 4= ofof stal, A, RMF 7%&1 2
st AAE T8k T A R ARIHA B EALE T A= ofof stttk AR, RMF
= 5 Qe FUAAIL Bt A A4S %ﬁ 2 FdE ook spe, WA, i) 3t
AZst RMF &85 93t feo] A &= ofof shh(Lee, S. M.,2021; Lee & Choi, 2020). ‘¢t=3

=
—6—71—

¥ RFM MKS(Military Knowledge
K8 g AEANEACH A
]l 0O

F_u 0_1_4

=
fakal
=
]_

pu
i

31eo]



88 M=ol M5A M2%

ka9

RMF AZAT5S 98 9894589 28 W E Al elMs 3518 RMF AlA 1% Al v-(5)
W92 7)) G 8 #o] AdoldhE AusklthJoo, Kim & Kwon, 2021). whehA], g
()] F-Fst=s RMF dish 7l 2qle] F Qs witel sh=t A4l A&s RMF $13
A5=9) A wkote] thal 913¢-A<=21(RPN, Risk Priority Number) 7|5& W38 / &ga= 1
(RMF 13)3 A Z& 545 Fuzzy 718 &-838h= WHRMF I1¥)S AAI St Joo, Kim, &
Kwon, 2021). <=tu] F7]121 Al tlst RMF 28 A Al < OML RMFZ %ﬂgi %H 7]
& oin] F7)AA Y] Hel BRE Aok ARAQ] VFoR

Elas! 1 175 BNEYE A ARl s M = & Ag)et
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& Kim, 2019).
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hhttps://www-dbpia-co-kr.libproxy.kw.ac.kr/journal/articleDetail ?nodeld=NODE10496905
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A7 Q1 DoDI(Department of Defense Instruction) 8500.01 Risk Management Framework for DoD
IT(nformation Technology)ell HFIEo] Q= A3 Zo] skl WH-E F4(Control
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<Figure 4> Classification procedure of Step 1 system
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Wae FART Ro|h) FAA BE ole] A AU Al Ao Aok A%
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&componentld=14&categoryld=15&publicationSeq=897&pagelndex=1&id=mnd 040501000000
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<Table 8> Classification of Step 1 system at KRMF

Security
. Classifications
Section Disientiares) (Conidentialit
(10ea) .
y, Integrity,
Availability)
@ | Security Threats |Direct threats, Potential threats, Non-military threats (3ea) O
® Military Forces |Defense Budget, Command Structure, Troop Structure, o
Construction Military Personnel Structure, Military Power Structure (5ea)
3 Acquire military | Ground (Army), Maritime (Navy), Air (Air Force), Cyber, o
power Space (5ea)
@ Military Forces |Command and Control, Military Operations, Military Power o
Operations Protection, Practice/Training (4ea)
® Maintain power | Integrated system support, Combat development support o
operation (2ea)
Intelligence Information Collection, Data Processing, Information o
Operations Analysis, Information Production (4ea)
@ Military Support - | Command and Communications, Military Security, o
Cyber Cybersecurity, Personnel Management (4ea)
® Military Strength |Defense Space Force, Defense Science and Technology, o
Development Combat Development (3ea)
© Disaster Disaster Monitoring, Disaster Preparedness, Disaster o
Management Recovery, Emergency Response (4ea)
® External Public Relations/Public Affairs, Civil-Military Cooperation, o
Cooperation Cooperation of Departments of the Whole Government (3ea)
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T AHBEAREE Al @717 el T2 @ @A ofFE shddhs Vel Hi Ao

ES T 7ol Al

71873l el 7471l °§f§ T %7}% ggto] TRF Fo T
i

Division Sub-division
Section N (The main item for the = (Detailed review of the
(Key Mission Assortment) achievement of the task of

the Section) main items of the Division)

<Figure 5> Identification procedure of information type for classification of Step 1 system

kAl KRMF(3H=8 & A AA) 194 A1 A8 B5%(Categorize System)E F3317] ¢k 4

B9 E78 /7104, 9 78, SR, 72 F5)& AA sl A8F1087H, A

]

i AEADE Sk Table 9). 979 o HE=E ol7] $l8) et o] Hgstudt gk
% SW 3 WA 27 URRGER QT FRIZ sk F A 2aH FEREER 9
RFYYS A% 0 FHel TS sk Heb OEEAH-@HT AH), DTAHY
A-@EPD oI5 gL D-®, @-@® FOE AP 0N B 2EFE ATA 1Y
3 AbRl dhel sk olde) e

<Table 9> Classification of information type in Step 1 system at KRMF

Section (10ea) Division (37ea) Sub-division (108ea)

Nuclear weapons, Weapons of Mass Destruction,
Theater ballistic missiles, Local provocation

@ Direct threats

D Security Threats

o . Arms races, Territorial issues, Exclusive economic
(sub—division: 10ea) | ® Potential threats a S ' nont

zones, Disputes over air defense identification zones

(©) Non—military threats | Counterterrorism, Cyber Attacks
@ Defense Budget Defense Improvement Costs, Power Operation Costs

Development of the future command structure,
Revision of the National Army Organization Law

(® Command Structure

Command Corps, Combat Units, Combat Support

Units, Military Support Units

Reinforcement of combat unit leaders, Expansion

of civilian personnel in non-combat sectors,

Maintenance of reduced adequate forces

() Military Power Strategic target strikes, South Korean missile defense
Structure system, Overwhelming response, 4D power upgrade

Military Forces | (© Troop Structure
@ | Construction
(sub~division:15ea) | (@) Military Personel
Structure
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Section (10ea)

Division (37ea)

Sub-division (108ea)

Military Power

@ Ground (Army)

Securing Ground Advantage

(® Maritime (Navy)

Securing Maritime Dominance

©) Acquisition © Air (Air Force) Securing Air Superiority
(sub-division5ea) | @ Cyber Securing Cyber Advantage
(©) Space Securing Space Advantage
(@ Command and Command Guidelines, Real-Time Battlefield Information
Control Sharing, Decision System Enhancement
Miltary Forces | © Miltay Opstons | OP°Tin Pian Joint Oeratons Werare, Ground
@ (sub?gi?/rizgsini%a) © Mjlitary Power Nuclear'and missile defel.qse, Weapgns of Mass
Protection Destruction defense, protection of key infrastructure
@ Practice /Traning | (20 0 P T ition an Jomt Tl
System Support Management, Research and Design
Reflection, Maintenance, Maintenance Planning and
Management, Support Equipment, Supply Support,
Force Operation ® iz?fgited system Manp(g?wer Operzi)i%n, E(’ll“eghmcal . Tizcyhing ppaol’ld
® and Support Technical Data, Education & Training and Support,
(sub-division: 16ea) Packaging, Handling, Storage and Transportation,
Facilities, Support Information System
(® Combat development | Military doctrine, Troop formation, Facilities, Hardware
support and Software necessary for interoperation
@ Information Objects to be collected, ability to collect assets,
Collection and utilization of collected information
. Information processing system, Proficiency of
Intelligence ® Inforrna.tlon Data information processing personnel, Utilization of
® Operations Processing multi-source collected information
(sub—division: 12ea) © Tnformation Analysis Iégrg;; Zidarﬁgsézteﬁi?;;ﬁgitz ue;r;;i{itsm tools,
. . Scope of uses of information, customer requirements,
@ Information Prodiction information diffusion effect
@ Command & Battlefield network, Battlefield management system,
Military Communications Battlefield system interlocking
) Support * (® Military Security Personnel, Document, and Facility Security
Cyber (© Cyber security Cyber Policy, Cybersecurity, Cyber Operations

(sub—division: 12ea)

(@ Personnel
Management

Workforce planning, Personnel operations, Education
and Training

Military Strength
Development
(sub—division: 9ea)

(@) Defense Space Force

Building a policy base, Developing an operating
system, Expanding space power

(® Defense Science and
Technology

R & D of key technologies, Technology transfer,
Protection of intellectual property rights, Combat
development support

(©) Combat Development

Combat Experiments, Warfare Analysis, Defense M & S
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Section (10ea) Division (37ea) Sub-division (108ea)
(@ Disaster Monitoring
Disaster - .
® Disaster Preparedness | Natural disasters (typhoons, earthquakes, etc.),
Management

(sub—division: 8ea)

(© Disaster Recovery | social disasters (infectious diseases, etc.)

(@ Emergency Response

@ Public Relations / | Policy Promotion, Media Response,
Public Affairs Defense Media Operation

Defense R&D Spin-Up, Localization of Key

ivil-Mili . .
Externa‘ll ® Civi _1tary Technologies and Components, Promotion of Defense
Cooperation Cooperation
L. Exports
(sub-division: 9ea) - - - —
(© Cooperation of Establish an integrated crisis management system,

Departments of the | Strengthen integrated defense capabilities, Integrated
‘Whole Government | Protection of Overseas People

- O-@ :

- O-b :
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W AR S el A FEAGS Telsior e,
A QFe WA T Ak vl s 80 § 2
ojseislo] Watel ke WY S vk OB TS Bl Qi Al 86l TaA 0w v
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o A AEAGE aelsob
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- @O : Pl AR s T 7 o759l Z|hket 229 B - HEgRUE AZ UE

SRR AR (3 0 =718, 2014), po

S HRES [PAP W] (FA) - 717, 2014), pé.

FEHEET (FAP D (FA) - TR, 2014), p.
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u]e] RMF A28 BRI Aol A o5 nhe} 2o] 2R R0/, A% A=A 1)
3 7i7te] mer BROINA, $A4, 7144)9) 24 934 B 27HLow, Moderate, High) =

23 aof ah=dl Pl FEEEALE o] GF-E "wEeth ek FrAA el w8t =
FEF Frol 2] wiEe] ¥ ATl dEACE AES EES|E oHh U]"ﬂ', e ¥
T TS sk el diEl oAE A3 W Table 109} 2t} o & 50, AR 2
Aol st TEF © -85 Brislr] Sl Aol sidels 42 7] :rL'—ﬁ‘, EGAA T
A, +74Y g5 9 v Bl Aok AR AEAND S 9% v B7HE 218
kAl AT S Table 32 HQF 279 finte] 8d A5 227 il ijzqf’ﬂ/ﬂ A qE
Aof o)t FIPS(Federal Information Processing Standards) 1992] 7g 2J20& st H71elsi).
ey e msa o] °§5k T A gk -2 ()l 3]7515}1_ elE A stod

ITY F 7Y G5 g ¥ 7 Frhe v 2ok AR 26k ol 44

A QZeHHA], I, AZHEA = A PHAIAB(KPS, Korea Positioning System)©]
2022 HE FRE ¥ Foll vk KPS+ 9] Ao 799 Aol ()M &
QFst= A AUFTel Bad Bk ob}t wIZke] A - AbE] Addte] AXA Fash s o

g Zoltkeg., Hein, 2020). o]& &t 5749 2(KPS)ol gt 714/ (Confidentiality)> 4] 2.
ZHE 949 B4 v E AFsta et ddto] FojH ARgANE HIEES s H|A7EAb
FRE AHE HIE A0T wF A _7:1—‘1 = JiRdel 7H(severe)stAY AT ARl
(catastrophic) °t9 @& WAl 57| wjitel High(FHAl 93 )2 F71sklch. KPSel +474
(Integrity) #2127} A HA] S8k Atole]] Xéﬂfﬂ ul-g-0] %bﬁ& *M W7, *Pzﬂﬂﬂ &
TE Bodjof shv, R FANS BASHA Xabd X

F&Fe MAA HEE High(FA 9 )2 B7bskelv e

()9 AT ARE Al AYS WA = AL Wzke] AA - % 1
th KPSe 7H8/3(Availability)> 17Fe AMEAF AAIE4] dsk= ARE AREE = Qlojof §

24) FIPS 199(Standards for Security Categorization of Federal Information and Information Systems 2004.02), pp. 2-3.
https:/nvlpubs.nist.gov/nistpubs/fips/nist.fips.199.pdf

25) 2020 =EA] S A7) 8 A, p79. https:/www.mnd.go.kr/cop/pblictn/selectPublicationUser.do?siteld=mnd&
componentld=14&categoryld=15&publicationSeq=897&pagelndex=1&id=mnd 040501000000
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7, A8 Abgo] BT 24 e A AHEEAY A9 kg TS vAA HEE High
A 9% )= F7kstoltt wef 784S oA Satvhd, A 3 Al 449 A5E 5
Aste] Aol Hk AY(ATY], 4 Sl FIFS 713 Zoltk
<Table 10> Example of security classification of information type at KRMF
Se‘ctlfm Division o Impact Level Assessment
(Mission ) Sub-division D ] L
Assortment) (Main Items) Confidentiality | Integrity | Availability
Buﬂd%ng Low Low Low
a policy base
Developing
(@) Defense Space Force |an operating Moderate Low Moderate
system
Expanding High High | High
space power
R&D of key . .
Military technologies High Moderate High
Strength Technolo
Development | ® Defense Science and gy High High Moderate
transfer
Technology
Protection
of intellectual High High High
property rights
Combat High High High
Experiments
© Combat Development Warfare Analysis Low Low Low
Defense M & S High Moderate Low
V. 28 4 =9
1960t H A5 H]re] 974 #d ATE AASE PAF AX=Q] ml=o] ofA & RMF A
AZF Bt Qe WAL Askal Qe Aol vlwshd gl A5 RMF 5245 A
S RALE S Utk ¥ ATE Bl vHE FHOE Aolunet FEE I8 Awe vl
RMF A8 thgtul=ro] HebA| o] ZFo] -8 Alste] 98] 2 AlolH et #d | AeE Wdt
SPRth 1 3 HWROR WA Qi Aolnl ) FEHOR YA Ad FPE E
A(Control Tower) 2.2 2] Afo|H BeF |7+ Hgo] dQshs -2 4= Qllon 98] (&)=
7} 7)3hE R elH o]l ALolwRek BEel tha) v5e] RMFAH 48718 WA s
AA kel Afo]H EQto] BAE = M g 72 YO FoAS AlV)sitt 8 xdd
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A AE 7ee® FI1AA AETA ARl wkgdlof st HobEAEE AAS fld vl=re]
RMF 79l Z2A|x 5 718 538 19 Al2H 255 HAaF oz 246131 98] 7)ol
AEPoE AL(KRMF, =3 @ AADs] $1gk A A5 AT 7 Hakel disl] AlF-
Aow dAFtal] Btttk 7 A¥ w1071 -5 el o] e 8l T
BTN Fo FES EEsllon, FEF T8 FEol s AEF1087NR Al AEAN S
Z2g3kgitt. ol Al 2/dE Zh7te] M HEARRE Bk ER18Y, FAA, 7HA) 9 3
7He A Ayt 29 A Hebg A Ao wkgsiAl fok 2 A5 KRMFS 43S 93
7ro1E 1S AAE] §3 JAdE AntEs AASAThE HollA sl X7 ok &
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