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ABSTRACT

Unmanned system threats are expanding from the air into the land, maritime, subsurface, and
space domains, yet discussion of countermeasures has centered on aerial threats. An integrated
Counter-Unmanned Systems (C-US) concept spanning multiple domains and a multi-domain threat
classification framework have each been proposed. However, neither has addressed which
component of the operational concept closes the capability gaps they identify. This conceptual
study addresses that linkage problem. It first consolidates a classification framework built on four
classification axes and the concept of cross—domain threats, refining the recording unit of the
operational-domain axis and the definition of cross—domain relationships.

The study then identifies four constraint-driven capability gaps, which arise when threat attributes
structurally exclude available countermeasures. It maps these gaps to the four components of the
C-US operational concept: multi-domain integrated command and control, organization, doctrine
and procedures, and technical support. The result is a gap-response matrix. The analysis shows
that three gaps can be addressed by specific components: the neutralization of RF-based
countermeasures, the limits of simultaneous engagement, and the compounding of constraints. The
gap arising from the difficulty of cross—domain handling, however, requires a multi-domain
integrated command and control system. To allow future research to test these linkages, the study
presents five testable propositions with falsification conditions, and the appendix contains a
two-round Delphi survey design for evaluating them. Establishing expert consensus and empirically
verifying response effectiveness remain tasks for future research.
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(Table 1) Classification axes for multi—-domain unmanned systems threats

Classification axis

Classification criteria and categories

Axis 1: Operating Domain

Air, land, surface, underwater, space

Axis 2: Communication-
Autonomy Dependency

RF(Radio Frequency)-dependent, wire-linked, mothership-
dependent, fully autonomous

Axis 3: Threat Behavior

Reconnaissance and target designation, one-way attacks and direct
strikes,

infrastructure sabotage, navigation and communication
disruption, communication relay and multi-domain cooperation
Collateral-damage constraints, identification difficulties, physical
limitations on communication and detection, international law
and jurisdictional constraints

Axis 4: Domain-Specific
Constraint
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(Table 2) Three manifestations of cross—domain threats
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(Table 3) Representative threat systems and classification attributes by domain
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. . .. Measures .
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(Table 5) Mapping constraint-driven capability gaps to components of the integrated C-US
concept of operations (gap-response matrix)

s Required response C-US Response measures and | Organizational and
Capability gap - i
direction component procedures technological support
Integration of . Sensor-fusion
A Technical Interceptor drones,
L optical and platforms,
1. Neutralization of . . support HPM and laser .
acoustic detection, | ,, ) i proactive
RF-based . (introduction | weapons, integrated ; .
physical and . investment in
countermeasures | -, of new EO/IR and acoustic
directed-energy . . research and
o capabilities) |detection
neutralization development
oint integrated
Procedures for J 8
L . response teams
) Organizatio |simultaneous . )
Wide-area comprising Air
. L engagement of .
2. Limits of neutralization, i ; Force air-defense,
i ) (integrated |multiple targets, ,
simultaneous integrated . Army/Marine Corps
response integrated command of
engagement employment of . base-defense, and
. teams) + the air-defense network,
multiple assets . Navy
MD-C2 automated priority
i coastal-defense
recommendations
elements
Information-sharin
Subsea cable surveillance Arraneements
. . networks, enhanced port & geme
Fixed acoustic , . among civilian
. Technical and coastal security, .
. surveillance, ] and military
3. Compounding i support + | countermeasures using )
. physical . infrastructure
of constraints . doctrine and | small torpedoes and depth .
protection of o . owners, revision of
; procedures | charges, civilian-military
infrastructure ) . . relevant legal and
information-sharing R
institutional
procedures
frameworks
Sensor fusion, )
. . Common operational
4. Inability to integrated icture (COP), procedures | National-level
handle command and |MD-C2 p 2 P
. . for coordinating governance, data
cross-domain control, itself

threats

integration of
responsibilities

responsibilities across
domains, joint training

standardization
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(Table 6) Research propositions and illustrative falsification conditions

o . fy s . Survey items
Proposition Statement Illustrative falsification conditions ¥ .
(Appendix A)
The four classification axes are
necessary for distinguishin,
ssary for cist BHIStINg A prevailing judgment that
multi-domain unmanned systems omitting a particular axis would
P1 threats, and the subcategories within §ap B1-B5

not change the choice of
countermeasures.

each axis reflect differences that
determine the choice of
countermeasures.

Cross-domain threats need to be

treated as a relational category . o
. . . Repeated identification of cases
distinct from single-domain .
that fall outside the three

P2 classifications, and the three . C1-C4
. ) patterns, such as cyber-physical
manifestation patterns encompass

; convergence threats.
currently observed cross-domain

threats.

A prevailing judgment that a

The four capability gaps are particular gap has already been

P3 perceived in practice within current . . . D1-D5
closed in practice or is not
countermeasure systems. ) i .
perceived in practice.
Gaps 1-3 can be closed primarily |A prevailing judgment that a
through the components assigned |component not assigned to the
P4 . . . . . E1-E3, E6
in Table 5, with MD-C2 serving as |gap should provide the primary
their enabling foundation. response.
Gap 4 cannot be closed by A prevailing judgment that the
o gap can be closed solely through
individual countermeasures and o E4a, E4b,
P5 o . an individual countermeasure,
requires integration at the MD-C2 . . E6
such as adding a particular
level.
sensor.
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(Table A1) First-round survey items and corresponding propositions
(Scale for five—point items: 1 = Strongly disagree, 5 = Strongly agree)

Section (proposition)

Item

Content

Response format

A (Background)

Affiliation (military / defense research institute / defense

Al company / academia / other) Multiple choice
A2 | Years of experience in unmanned systens and/or counter-drone systerrs Numeric

A3 |Highest relevant academic degree and field of study Open-ended
Ad Participation in requirements planning, capability fielding, Yes/No

or policy research within the past five years

Bl

Axis 1 (Operating Domain) is a necessary dimension
for distinguishing unmanned systems threats.

5-point scale

B2a

The four subcategories of Axis 2 (Communication-Autonomy
Dependency) are mutually exclusive.

5-point scale

The subcategories of Axis 2 reflect differences that determine

B2b -point scal
B (P1) the choice of countermeasures. >-point scale
Axis 3 (Threat Behavior) encompasses currently observed )
B3 : 5-point scale
threat behaviors.
Axis 4 (Domain-Specific Constraint) encompasses constraints .
B4 L . . . 5-point scale
that limit the choice of countermeasures in practice.
B5 | Classification axes that should be added to the existing four| Open-ended
It is appropriate to treat threats that traverse, link, or propagate
C1 |across two or more domains as a distinct relational category 5-point scale
(cross-domain threats).
The three manifestation patterns encompass currently observed .
C (P2) C2 . 5-point scale
cross-domain threats.
3 Cybe'r—phy'sical converge'n?e should be add.ed. as a fourth 5-point scale
manifestation pattern distinct from the existing three.
C4 | Manifestation patterns that should be added or revised| Open-ended
A capability gap caused by the ineffectiveness of
D1 |RF-based countermeasures against wire-linked threats is| 5-point scale
perceived in practice.
A capability gap is perceived in practice when swarm
D2 |threats exceed the capacity of single-target 5-point scale
countermeasure systems to handle simultaneous targets.
A capability gap is perceived in practice in responding to
D (P3) underwater and seabed threats, as physical limitations and

D3

identification difficulties jointly weaken both detection and
neutralization.

5-point scale

D4

A capability gap is perceived in practice when simply
aggregating domain-specific assets is insufficient to
counter cross-domain threats.

5-point scale

D5

Additional capability gaps perceived in practice
beyond the four specified above

Open-ended
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Section (proposition) | Item Content Response format
Gap 1 can be closed primarily through the component .
Bl assigned in Table 5 (technical support). 5-point scale
Gap 2 can be closed primarily through the components
E2 -point scal
assigned in Table 5 (organization and MD-C2). >-point scale
Gap 3 can be closed primarily through the components
B3 |assigned in Table 5 (technical support; doctrine and| 5-point scale
procedures).
E (P4, P5) Gap 4 cannot be closed through individual
B4a | countermeasures, such as adding a particular sensor or| 5-point scale
weapon.
E4b | Closing Gap 4 requires integration at the MD-C2 level.| 5-point scale
E5 Rank the f01,1r gaps.m ord.er of urgency for closure in Ranking
South Korea’s security environment.
E6 Additional comments or proposed revisions to the Open-ended

gap-response matrix
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