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* FHO: HTHEE, TAALY|F, 222

AIl(1E#]%5), Big Data(Ho]H), IoT(AH=1E ), Cloud Computing
(ZEH$-= 71578), 3D Printing(3D Z#8), Precision Medicine(d2 2] 5),
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Portability and Accountability Act of 1996: ©]s} ‘HIPAA')' 9] APz A
7Li?ﬂoﬂ 7155 vheket AR Aol #asi dAE ¢ e vF
TAE A 5 JA FATk HIPAA A7 o] 5 3id 5ot o3| A] 4]
Q1 72 whAskA] EafjA] Zeto|HA] BE ol ¥hdste] B (Department
of Health and Human Services: ©]8} ‘HHS)ol| 2]t #2402 9|9
31, HHS+= 20004 129 28% oW Al5F 2 (HIPAA Privacy Rule)< &
¥l o o] W8-S 2001 4¢ 13¥ A ste] 20031 49 14U 5-E A3
sHA| = At
Z1ea 2000 el v o] AR o)l KAk 7 SEMR) =Y
dslstal A7-EAow AR WRE dAstel] 98 A R 9
FA7S 9% A7 B 7] H (Health Information Technology for Economic
and Clinical Health Act: ©]s} ‘HITECH)®] =S AeHA A4 2021, 120).
2 =gl 27 Kol tisl] A skl 1= HIPAA, HIPAA Privacy
Rule, HITECH® tjaiA] 7#akar, nl=r HHS AFs) 1@=1(Office for Civil
Rights: ©]3} ‘OCR)ollA HIPAAE 91493 Zl o2 gust F Lo A& 4
Hry gt ol& SaA SElvtetel ] A EE E3E QI HE S
A7 daH oz WS WkS AQts| Kzl gkl

K

oX, (o

(1) AZEg2l o|™=at 2ol st & E(HIPAA)

D N
|52 HIPAAS] AFgo= AYo] A% 1+ olg RS fXshal 7|&
Agto 2 Qe AENA| FEE slal Uk o= ©Ed] B Al g
5= Zlo] olya, AR 715 vhekst 7R e A2 e
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HIPAA= 5719 A(Title) 2.2 -5 A=, 15A 17 we) #-d
H AL A2H o o ZAME 7FA3H Administrative Simplification)ol] E3HE
US Code Title 429] §1320d~§1320d-82] % 971 Z&o|th

§1320d= Aot AeR, HEgdr $77]3H(Health care clearinghouse),
9]57]¥HHealth care provider), 71747 X (Health information), .8 3]JA}
(Health plan), 719121 A7 B (Individually identifiable health information),
715(Standard), 7154 Y% 2] (Standard setting organization)ol] 3 A

5o AR 1) w7l AL g nyld a8l AnEd
Sl e sl Ea s, B B 23]l o8 AGEHAY 5
HE 2D 2) ARl wA-dA B wEe] SAH- AN A% B ),
MR ok A= Al B 2 dA B wlele] K5 Alge] w3 vl
At AR oW g Gept wijA 1A dkglo] FEEAY V1= B

1) is created or received by a health care provider, health plan, public health authority,
employer, life insurer, school or university, or health care clearinghouse; and

2) relates to the past, present, or future physical or mental health or condition of an
individual, the provision of health care to an individual, or the past, present, or
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ARE Helr

AR Fol B3 A7 A K (protected health information: ©]3} ‘PHT)
7} =4, PHICN= 187 H=2] 4)¥ A (identifiers) 7} 101413 = | A4
S & HIPAAT A7 H o] Fdoll A 177 He] wielel Q11778
B2 Aejstal, PHI= AR FollA 7iQlade] 7hedh 17 n e 49
SHaL = Ao R B 4 Qe ARA 2021, 128). HIPPASI A= AAAHRE

ARBA ool Wepx] s, NmBHo] g 4o PHIE 45

=
< A9 1Yy BEEES A AY skedT 5o 34 Havt
A= = ARE oeFor g83 5 gt

AARE Aelsld s 57|32 HhEA] BN F3to] Hsh=
S sk JEul(§1320-d), REIAE AR A7)
3t o5 7|#e] HEE AdsA = oF Ha, HEIAE 183k 7]
E AAANAAE ¢t HH, 1734 Re AEE 9leh HaAn
A7RARE] Holg AR A 7|5 uwgof st} E]al B

AR FF7IHEC] ARA Y] dapel 8-S FRAT]E FEeke
5 o

:?l:‘
o
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o
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2
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X
o
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=
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ShH 1 7S H
otojH o2 JHE TSk APz, Folgt 7ol dxte] #in &8 7)
S A = e ARG R RS AT ¢ e AR

future payment for the provision of health care to an individual.

3) °ol&, A4, @&, dshiE, AE R AT 98r]|E HE AR EHS BE AR
I B R, sak, &9 As 5

4) 42 CFR. § 4%, 45 CFR. § 170.

5) (A) In general
Not later than 24 months after the date on which an initial standard or
implementation specification is adopted or established under sections 1320d - 1
and 1320d - 2 of this title, each person to whom the standard or implementation
specification applies shall comply with the standard or specification.
(B) Special rule for small health plans
In the case of a small health plan, paragraph (1) shall be applied by substituting
“36 months” for “24 months”. For purposes of this subsection, the Secretary shall
determine the plans that qualify as small health plans.

A
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Bl W) Bom A S A5 ol SH000 o
o3k 4o, i o 9 Wlel AT 5 ES HEHSIRN-6 (b))
2012, 152-154).6)

AR o B ok

ol

(2) HIPAA T2

19961 HIPAA A7 ©]% 1999 897kA] 9l slo|A] FA14 Q1 7S v}
S K efolul) o) Bslel R T AR
SIQIEIRIE. ole] wha} WA ST PHR el 20009 129 28 =
2ol A2 (HIPAA Privacy Rule)S *s}a}w P A ©
8-S 2001 49 139 sHgste] 21de] F#h)”
omo}oq 20083 42 14158 AasA] H, 01 ez dm, 9

5 7 7ME~ s 05 W19 e s

o] Tws A1 el ole) m&]b 7ale] d A A4} 2]
o). 1 ?rw 52 2AL ARYRE A4 nEaw
Agsto] BAle] AW ARS 0B

=
—=
B Ale B 8T JES o= Aotk o] BE

6) (b) Penalties
A person described in subsection (a) of this section shall —

(1) be fined not more than $50,000, imprisoned not more than 1 year, or both;
(2) if the offense is committed under false pretenses, be fined not more than
$100,000, imprisoned not more than 5 years, or both; and

(3) if the offense is committed with intent to sell, transfer, or use individually
identifiable health information for commercial advantage, personal gain, or
malicious harm, be fined not more than $250,000, imprisoned not more than 10
years, or both.

7) ol AR AR R g vHEeX ‘the Standards for Privacy of Individually
Identifiable Health Information’©.= <Fg3le] HIPAA XEzfo|H A7 (HIPAA
Privacy Rule) 2.2 E-2]7|% 3HH65 Fed. Reg. 82462, 82463(Dec. 28, 2000)). ©] Tf
A2 45 CFR Part 160 and Subparts A and E of Part 1649 1x|s}Al = Sich



FE5= A HEHUA, e @

Z|(HIPAA Security

xddgg] = E ;G val 7Lx4

AL
. oY
= ox
f
T 2
9
2
=2
=
5
rlr }-n:
i

Rule)S vt} o] F2e AxAow B o
RBE HEE] 9jste] w7h Hek HENES AA s
o} o] HOIFH A1) AR BEAYAR (e PHDE RE37] 15
g 7lge] Hlsllel sk V1ed R w71Ed HE AAE s
HIPAA B2t 4e] Auns 7158 sachaas 202, 8.

2xo 2 AAHE

(3) HITECH
D N

20093l A H A7 R 718 ¥ (Patient Protection and Affordable Care
Act) o 7H| F71e] #AIE si4dstaL 71%@’&% a4 HE-S Hiter)
QA o575 Hst B 8, HA| ok A 55 At ool
upe} 2He Sfoll HITECHZF A= At o ‘?é% o|gxlo] gxte] HE(x
HARE FfratolA] H&S Htetal maele] 84S SxlshkeE A
EA0 =7 sl o57]|d Tt AR F7IE(EMR)S &ralH, ol& &%
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THEohal Utk A e AABEE A 5H
AR} AT dolH MEs A% 21s 56t €8T it
HITECH+ HHSol| B4 17|24 =(Office of the National Coordinator
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38331, ONColl Al A7 715(EHR) % 719 AP RE HdstAl &
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Az

HoA Py 2022, 85-86).

o

@ HIPAA $iutol] tish X¥ 73}

Byt Fgeka 8
HHS 4k} OCRe]
Ao W $25,000

ey, HITECH #1%4 ©]$ HIPAA
HlaL, Ade v 3

Sl ejsiA] QAR Aol =)
SRS wek ele] @Az AR
M B 1508 Dol o, 164
elato] w2 Eo1A, 20034

HIPAA §jutel that Ao} a7k
5 HIPAA $19F M3 QlEeo]de
1299 71Eow Au) ot WFe 067813015,

<E 1> HIPAA %It xe)

Gy s | AERL AL AY| 90 598 A Y| 9 8T B
(Level of Cullpability) | Vinimum Penalty per | (Maximum Penalty |  (Annual
P Violation Type) per Violation Type) |Penalty Limit)
A RE
(Lack of Knowledge) S137 $34.464 $34,464
AERE
(Lack of Oversight) SL3M $68,928 $137,8%
EEERRN
(Willful Neglect) $13,735 $68923 $344,638
103 W7} 0 ol
AAHA e
(Willful Neglect not $63,928 $68,928 $2,067313
Corrected within 30 days)

HIPAA $idtel] sl F-2}=]
Treasury)ell

= HIro
- =1

vk A FE-5(Department of the
A4 Agsa, HITECH A8 o]% skl &) 242 HHS

8) The HIPAA JOURNAL, https.//www.hipaajournal.com/what-is—a—hipaa—violation/.

(2024 24 18 A4
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= 93of| dit S e = A HSTE o B oliks 2851 o
2] A3 (Resources)= A& = A =WA HHS+= 20110l HIPAA F
A FF A ZEIOWS AJF AL 2016130 HIPAAYIA §H A87|dow
A3 7] covered entities)ol] thak ‘AFF- ZHAHdesk audits)' S 3l
A A 2RO 7uks mhA gt

.Q_ 2=
= T AR
o 2=
= T
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ALdEE 7

A
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(1) BXAZ7|F(EHR) AlXE

152 20009 5-H HITECHE AR, 32k 95758 tx|dslsto]
gt Jhle]l dee = Q1AL HoA ARE weksh ¢ Qe AR =
(Electronic health record: ©]3} ‘EHR)) A|2~8S A|Z}T}10)

EHR= 1960-70\Athell 7]+ ZH =7k 7igsiont QIEjul ARgo] &
233l 1990 thel] Eolxfok A=) AT et 1990 d thol = kAt
o AR} A, X8 A3 5 AEE A gslste b 13om,
AHO] = PHIEATE 2011 W= HHS Abst 220 9] 5417 % (Centers
for Medicare & Medicaid Service: CMS)-2> ol5 A&7k} 7]#E2] EHR
AR FEEh7] 918 EHR QIAE B Z 2 13 (Promoting Interoperability
Programs)& =3l #oizE oz AR A< A& AlFskatt A
2F X18k4 Q1 EHR E33% 7o) @iks] X8 ZFolw, e AgS 2021
7o g 2720 SR FAHEACHID

9) The HIPAA JOURNAL, https://www.hipaajournal.com/what-is—the-hitech-act/.
(20243 24 234 #HA)

10) HealthIT.gov, https://www.healthit.gov/fag/what—electronic-health-record-ehr.
(20243 2€ 249 A

11) "= B2 Z A4 4 (CMS), https://www.cms.gov/regulations-and-guidance/legis
lation/ehrincentiveprograms?redirect=/chrincentiveprograms. (20243 2€ 244 7
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(2) ‘All of US" A7+ =22

n=e 20154 Al e X =9}l o 98 oF vlylo|HE s}
= ‘Ao oYM E]H (Precision Medicine Initiative: PMD)'E 2% 3]
th12) o] oMAqE]HQq Udgto 2 na FHEAYNIDO] FA 1 o] “All
of US'ehs it frdst Z2AE A3 Z2zasle] Zegrhls

o] TR AEE HAH FAA ARE AT F8E F JE= 5%%3}
Ao 200674 oF 1005t e v)=t Aol thgk gk 53k
71227 HA 5o ARE £ dAolth

3 =+

rm

20109 W= N9l A7 Rl tigk HdE BolskAl shar #4119 9
Afol| ueh Zﬂ7 WE% T3 4= e EFHEBIue Button) AH| S FA]
ot &7 A2 B (CMS), =8+ -(Department of Defense)
5ol g4l 7HHL§”J“ o] % 7]} =7}/ ¢} wizkEEo 2 S &
Al HHS 4k} ONCollA #e]star 9lrk14)

2010 g RIS Ve ® 3 Agkte] EFHE(VA Blue Button)
oA AlZFE =], 20129 7HSHE] ONCE o] #E WA vl=re] =7} =9l
SR IAER] WA (Medicare) F3IAE dldo2 §F ‘HtjAlo] &

EE FAskE 5 STFHE 48 H9E ddisiith
A EEA ER1e] UAAREE FA Wi S o
ATEIS) 2014 59l Bt ebdst IR RS A o

2 Adee 5 g = 4 %
T2 AR WS Algehs ‘BRFHE 208 FAHI, BE APARES
el wo} sigle] ARTES Ak mukl A4S A ol A

12) enpr} PAR BA7]EH I https://obamawhitehouse.archives.gov/precision—
medicine. (20243 29 244 7:.““)

13) v=+ PR ALNIH), https://allofus.nih.gov/about/program-goals. (2024'd 24 26
o HA)

14) m= BEX(VA), https//www.va.gov/bluebutton/. (20243 29 229 74¥)

15) HealthIT.gov, https://www.healthit.gov/topic/blue-button—fags. (20243 29 26¥
)
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HIPAA 2l8t ARIE SE

16 EFHES ?SH 2] ¥]+= PHIE= HIPAA % HIPAA Privacy Rules
AR HEERIT

M. HIPAA $]ukx}d)

1. Life Hope Labs, LLC

20219 89 24% OCR2 &7 AFhS AHdlet], Wl 2021 79 7
< Life Hope Labsoll AFg3t $kx}e] o] 7] 2 | |
2] AL st} o] AFAE S S-S o] % o T/E(225¢) 0] A

Foll APERE hte] doll Al A o) 5 ALtk OCRS 274 oF7]

individuals to protected health information)S18) $]4kal 7<)

Life Hope Labs:= #14 2l(potential) HIPAA 4] HA 9
al7] S, AW A9l E A= e AL $165000] MaE A w3
2 OCR#He] AHA #l Aol &<l 3t Life Hope Labst 220 ula} HIPAA
Privacy Ruleol] #gH A BAS 7 52 2 7R 913 87~ AFekS
R /\]Zq ZA] AYE Agaof shar, PHI AR-S 2Hdstar slid 44
= Aol Al wizsfjof gt o] ool 24 st RUHHE £
AT

oo I-Ll

2. Banner Health

Banner Healthi= 7= Z | 73Lo] H]ge] o RA|Ad T slubz, o]7]d

16) Medicare FAQ. (2023.2.7). What is the Medicare Blue Button 2.0?.

17) Oak St. Health, https://www.oakstreethealth.comyblue-button—privacy—policy. (2024
929 269 #A)

18) 45 CFR § 164.524.

19) The HIPAA JOURNAL, https://www.hipaajournal.com/diagnostic-lab-settles—
medical-record-access—case—for-16500/. (20241 2¥ 9¥¢ A)



94 ofefA7 HM31H M1 (2024)

670 Foll A= 3071 WA 6971 o) o] AlF o= AlAo] E3FE o] g)
ool 21¢lo] itk 20161 7¢ 13¥ Banner Healthi= X<t
Aol A A7 20161 6 17Ul Banner Health
ol H23k Zlo = SIEQIT) 7= 2815 We] PHIZE 2308 Al
2l oJ7]elA PHICN= ol &, 4, AddY, AR
He, A AR, HJAF Ad ok, vk 2 AR E grrye ¥3E
OCR< sll77F Hsste] PHIE &708 2o djs] x5 HIPAA
Security Rule &5 ool )t AEZS Al2Fste] 32 w47} PHI 3|
o] fle] == gk
HIPAA Security Rule> 71X A2 2N 57| 5)7F ePHIS] 7]HA,
A4 B 7S B S8l 7R BE AAE Aot s aqtet
9)=tl, OCRE Banner Health7} ePHIO| sbil2alei= Abgre] 29e

=
T
al
Selsfo] ©olo] 1A ek R AAE olWekA R, AA
E
[e)
<k

p

[o
z I
MY, oF
¥
fl
o
B g
BN

N UESAE S ASE ePHI digh 7t AAAZHE ®BEE7] 9
714 Bl A7t FEekA] ekskrhar sk

OCR-2 Banner Health %2} Z Aol 4] HIPAA Security Rules 2@ 7|3t

3] FRkth= SAE HAdcka wled|, ol d 71 fRE 1

<& #|88}3L HIPAA Security Rule 14+ 3192 a1 2al7] 918 A4 24
g Aesh= o Fo)grk ol wel Banner Healths g &sta 44
& 9 BAS Faste] 24 AANA A2 FR/A2E Arol] B3k 9
A3t Aok sefstn 97 BAS Ba) AdE A HAs) A

919 7] AR EFAAE sieh. Frkow PHI) Hshs 2% 2] 9

M, 918 B4 9d B, A" ZHE HE QS ZeAls 9 Bk 24
S Adeles A AxE s 2 oldishy, H oA wjEs|oF i)

20) The HIPAA JOURNAL, https://www.hipaajournal.com/banner-health-settles—
alleged—hipaa—security-rule-violations—for-1-25-million/. (2024'd 2€ 102 AAY)
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3. David Mente, MA, LPC

o] AR 2017+ 12€ Al ARhq 9] of A7} wAdd xhd o] SR 7]E AL
3] AFgAke] David Menteol] £33 0 MenteZ} slld 9 57]2 AFE

F3HA gFobx] WAYSHA H Atk ERF ALERS H5$F $ OCRS Mente
NAl Aetaste] HIPAA H-aghel] gk 7l A& shal Ev AFERS &
Aot 18d], 2018 49 A7} F HAR o857 F AMHLE 8 =
tl, Mente™= 8733t 7158 thA] AlFskA] e89kal, obH ] OCRel thA|

OCR< 2% 7155 AlgstA 53 Zlo] HIPAA e] 177 el vigh
S AAAow 9ukgt Aog Aekdity. OCRS Menteol Al $15,000
of g FaHlaL, = olol o]oE Ak B71R she] Abde T2
Uk Mentes= "B 9]ollis, 714 ks aidshr] g A1 23] Algs v
ob=d Zloll = gt o] Algol= PHIO thgk 791 A3t vhede g4
I AaE AE-AskaL, i) PHIO #elo] 7 sk Aol dal 7i
AAE BT WES Aweta, AaArt 247 7155 Algshy] fa) A4
<] & 7100 gtk Zlo] EIFHATELD

o)

4. MedEvolve Inc.

MedEvolvei= HIPAA A& 17| (covered entities)ol] X5 ],
F7] e B AE 24 AZES o AlEskE AR 7|8F HIPAA Hl=
AFARRIE, AFY 52478 HIPAA 48 737]39] ePHIO| H& o+ AATh
2018 79 MedEvolve= FTP AW 4o @77} 2 a2 OCROl
A=, AHA] AR mEE, AWl = Q15 glo] 2305729 ] ePHIl 2t
FEAl A3 5 QASlTh o¥ ePHI 3l Alals HIPAA 1fA1E whe +
7121, Premier Immediate Medical Care, LLC(204,6078)2} Dr. Beverly
Held(25,9665%)ol G&Fs vxth =28 JRol= olF, H74 741

21) The HIPAA JOURNAL, https://www.hipaajournal.com/pittsburgh—-counselor—fined
-15000—for—hipaa-right-of—access-violation/. (20243 2¥ 6 7 A1)
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e, AR AR, AE s AFAS 2D A 0] Al RS
7} 3= ST

OCR2 ZAFE Al#Fste] HIPAA Privacy Ruleol] ot Al 714 214 €]
IF AR Bl o 2ok 3|, 52 glol 711 230572782 ePHI
o3k F70(45 CFR § 164.502(a)),22) E4, S92 AH] AlF Alke Al
AslA] k2 7945 CFR § 164.502(e)(1)(ii)),23) A A, ePHIS] 7]UA, 4

59

22) (a) Standard. A covered entity may not use or disclose protected health
information, except as permitted or required by this subpart or by subpart C of
part 160 of this subchapter.

(1) Permitted uses and disclosures. A covered entity is permitted to use or
disclose protected health information as follows:

(i) To the individual;

(il) For treatment, payment, or health care operations, as permitted by and in
compliance with $§164.506;

(iii) Incident to a use or disclosure otherwise permitted or required by this
subpart, provided that the covered entity has complied with the applicable
requirements of §164.502(b), §164.514(d), and §164.530(c) with respect to such
otherwise permitted or required use or disclosure;

(iv) Pursuant to and in compliance with a valid authorization under §164.508;
(v) Pursuant to an agreement under, or as otherwise permitted by, §164.510; and
(vi) As permitted by and in compliance with this section, §164512, or
§164.514(e), (f), or (g).

(2) Required disclosures. A covered entity is required to disclose protected
health information:

(1) To an individual, when requested under, and required by §164524 or
§164.528, and

(i) When required by the Secretary under subpart C of part 160 of this
subchapter to investigate or determine the covered entity’s compliance with this
subpart.

23) (i) This standard does not apply:

(A) With respect to disclosures by a covered entity to a health care provider
concerning the treatment of the individual;

(B) With respect to disclosures by a group health plan or a health insurance
issuer or HMO with respect to a group health plan to the plan sponsor, to the
extent that the requirements of §164.504(f) apply and are met; or

(C) With respect to uses or disclosures by a health plan that is a government
program providing public benefits, if eligibility for, or enrollment in, the health
plan is determined by an agency other than the agency administering the health
plan, or if the protected health information used to determine enrollment or
eligibility in the health plan is collected by an agency other than the agency
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164.308(a)(1)(i)(A)).24

MedEvolvet= #qloluv} EH 915 Q8] &L ARIE sidsh =
akal $350,0009] S Awsh7|= ek o] dejel+= MEdEvolveZt
Aetstal AAg 18 HrFe st A g APES Adat] flg A
2] AlEE o]8shy, HIPAA Privacy and Security RulesS +73}7] ¢
3 AN 9 Az e 2 o]ago}u:] HIPAA 9 HOol W& Tz 738 &
Ashk= Zlo] EIEHJTED)

5. Manasa Health Center, LLC

2020 4¥ OCR-> Manasa Health Center7} $-4%91 22}l v]H7]A}
(Review)oll 21| A4l 117+ 21dk 2 X5 ARE Lol o= FdstA &
NEth=s &9 ARk Fginh

OCR-2 Manasa Health Centerell W3t ZAFS A2, H-44 21 Google

P
ZIAbel oIt SHOo = F 489 34} Fo glo] PHIZE 3705 &4
3ol 20206 11 18¥ o)l HIPAA Privacy Rule 915+ of ¥of] &l ZAFs}aL
Manasa Health Centeroﬂ ZR 3} 3kt o] glo] PHIE &/0% #(45

CFR § 164502(a)) ¢]°l%= Manasa Health Center= HIPAA Privacy Rule
o] #F, ol AFY T VIR &7 AR ek 82 245 CFR §
164.530() &2 21 k.

Manasa Health Centeri= #|lolu} &% 915 A &2 OCR¥

administering the health plan, and such activity is authorized by law, with
respect to the collection and sharing of individually identifiable health
information for the performance of such functions by the health plan and the
agency other than the agency administering the health plan.

24) (ii) Implementation specifications:
(A) Risk analysis (Required). Conduct an accurate and thorough assessment of
the potential risks and vulnerabilities to the confidentiality, integrity, and
availability of electronic protected health information held by the covered entity
or business associate.

25) The HIPAA JOURNAL, https://www.hipaajournal.com/ocr—fines-arkansas—business
—associate-350000-for-impermissibly—disclosing—ephi/. (202441 2€ 10¥ A )



98 ofefod 7 HM31H M1 (2024)

A $30,000= AFAS 2872 ok A% A €]l = Manasa Health
Center= HIPAA Privacy Ruleg +=53l== AW AA 2 HA3S 7))
A Gt BE Aol Al &S AFslEte 87 AMS EEehe /\] 7@
ZX| AlgE Adsh= ok sid A 2 dxte)] is| A4
a1, PHIZE 59 §lo] 2eelel] 37l ZHAHEFAD A A £
.

Soll 7] o)
N BAES

=

sshH, Sl F7lel didl OCRell ¢t RaAE AEstes grt0)
6. Yakima Valley Memorial Hospital

20184 29 28 914 E Tl Sl 2227119 WS 2
212l Yakima Valley Memorial Hospitalol|A H]al% A 52| HlolH

&
=
o
i)
X
12
S
>
Sot

Fo] OCRI Bus|glek W9 58 Aulgle] Fape] AR7|%e] Ha

419919) AE/NEL FRoR A AL Augch
OCR 20184 54 o] AH7lol that 2AkE A&, 39 S 24
o JE/1%S B Ak A2 I B8] AL A
S ol glo] Aale] 2e) VS Fate] Wede] EMR Alglel Qi
o) 27)Fol P BUNEE Mg ool A o], Fa, BEUY,
1% A2 AR 82 64 2, UYL 5 4% Ay ALRUE
F Ee

Yakima Valley Memorial Hospital-> OCR¥} 2] 214 glo] ¥+ $240,000
= b= grejetal AR vhrE]sh| = vk 1 el = g Eslal ¥

2191 917 B4, 919 B4 AaE 192 Adel) 9% 99w

2l
3 5 o)), HIPAA A7) Sldlo]= 3 HIPAA +3e] A%
wAs7) 98 A4 22X ANE 202

26) The HIPAA JOURNAL, https://www.hipaajournal.com/30000—-penalty—disclosing
-phi-online-negative-reviews/. (20243 2€ 114 7 A)

27) The HIPAA JOURNAL, https://www.hipaajournal.com/washington-hospital—-
security—-guard-snooping-240000-hipaa—penalty/. (2024 2¥€ 9 AA)
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7. iHealth Solutions, dba Advantum Health

Advantum Health® A} 3Fal Q)= iHealth Solutions= AW & 3Fut
& BTk FahHA], 20173 52 2 JlQle] o g Htsle] 2677 <]
ePHI7} ¥3Hd 348 =3tk 2L &2l OCRS 2017 89 22¢
tlole &l /‘Ve‘% SR,

dlolE & B ¥ OCR2 ZAFE -2 iHealth Solutionsi= HIPAA
2 o] 71 7]E14L % Ul 918 BAS 5 &2 ZoE o
5tk HIPAAS] Z "= S=1 7] P (covered entities) S %
g 24 dnke] 913 FASs Fste] ePHIS| 71, 7474
gk BE 38 FHods Aok 6}‘?}

iHealth Solutions= &9 §l°] ePHI = % 9§ &4 Aol thafA
OCR¥ $75,0000] Ha-& Awst7|2 §eolstal AdE w23tk iHealth
Solutions= A4 ¥ 2]o]%= iHealth Solutions ePHI®] 784, F-24
o g o] tla Aol mot 98w Hokge Asksly A AsH Hrt
shal S JNgelr] fgh 8T ARRE Edeke A 22 AlgE oSt
= o 593t} HIPAA Privacy & Security RuleS &5731], 93 £4]0])
Al AEE BE HQE 913E dld E ¢kslelal, iHealth Solutions ePHIS]
Hebol| J3ks mx|= 34 e &9 WAS Hrlshs Z2AM2E et
o, ool upp AW AA L AxE A, 74 2 A f1g dE Al
82 FHsb7l= vk 12]al OCR-2 HIPAA ?ﬁ% =T o FE gl
18l 21 F<t iHealth SolutionsE =Y E & $Hc}28

ml

,_?:_
z=3gt
£S5 J5lal 2 A
‘j

=

7H&/3el
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8. UnitedHealthcare

UnitedHealthcare Insurance Company(UHIC)+= 20214 1€ 327)o] PHI
AHES @A, o o] Ajgte] Ay FAbe] gHe] §lojA 2021
9 3¢ 259 OCRYl W19S Al718th OCRS 2021 49 AL A2kl

28) The HIPAA JOURNAL, https://www.hipaajournal.com/ihealth-solutions—75000~
hipaa—settlement/. (20241 2¢¥ 64 7 )
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4], UHIC:= 2021 7ol o] 233k PHIE W3tk

UHIC= OCR= &3l o] #AIE XS v, AA A 22 Y- ZAME A
a5t 714 vl 299 s (oversight) Wit o2 vRebith TH Y=
OCRZ iAol Al Alwj PHIE #3384 gk Aol s HIPAA Privacy
Rule(45 CFR §164.524) 9Ivke =2 A& Uy $30,0002] Ha-& Fyst= 3
02 ApE vgdit), 1 9o = UHICE H4 13 &9t A1 4] A8
= w2 ok o] Age UHICPE a4 ] PHI < 233 ¥
A g AAE A4ds] AL, A S Aol A vk, A

5] £48 AAv} P wgS v AL TP

9. L.A. Care Health Plan

LA Care Health Plan& w=ellA 71 & 23 AR FALE 2708 1
olte] 3)9S B3k k. OCRS LA Care Health Planol W&l + 714
ALEES 2AEE], AT 3 XES A B9 flo] PHIE 37184
AL Bo] th&3k Aoja, B 14984 ¢ 3] PHIF e ate] 14
S Nk Aot

2014 3¢, 3t 29l Od% wj A= LA Care Health Plan B8 7}4A7}
20149 1€ 22955 1€ 4 Afolo] 2812l 3] ¥XES Sd b 3]
o] PHIO| A& & ATt BEgrk oA 5 22389 25(a

manual processing error 7} Yoz 3ol b 399 olF T4 I
AT 5o JHE I F JEE Ho| Ak 20161 1€ OCRS

T8 =5 HEE A4 3}04 20161 2€ LA Care Health Plan®] 5007 v]%
9] 742139l PHIV} 5% Ao #dgicy 28]z 20199 3¥€ LA Care
Health Plan< 20194 1€ 30279l 1498712 715 dlolE]7} = At
OCRYll SR TE o]AL 3dEo] HORE thE 3|99 ID 7l=& ¥+
o I =

OCR-& HIPAA Privacy and Security Rule®] &7 AF&HS At &2 F575}

-

29) The HIPAA JOURNAL, https://www.hipaajournal.com/potential-hipaa-right—of -
access—violation—settled—for-80000/. (20249 2¢ 16¥ #AA)
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01] taia Aabstar FAe 98 248 =askx] 53H45 CFR § 164.
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©® 1,49878 9] 7H31 ePHION ti3l] 52 glo] 37045 CFR § 164.502(a) $18H

LA Care Health Plan #-& Q14314 ¢Fa ZAME 432
$1,300,000¢] HH-S AFatal HIPAA 9yt o2 AAsty] 93 ANA %
2 AZS Wwoled Aol Foqth A1 x| A 22 dAle X
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E
49l g B4 Fdeka, 93 wel AL Apue, 93 24 2 99
#e) AGE 99 43 L A4S A, 29 2 wEshe), 37 L 99 3

7} A OCRe) ®.tsio} 50, HIPAA 714-< Slwahad 302 olujel OCRel
wasjop Bk ulgo] Eau ek

30) The HIPAA JOURNAL, https://www.hipaajournal.com/la—care-health-plan—-1300
000-hipaa-settlement/. (2024\d 2€ 15¢ A4



102 ofefd=+ M3 1S (2024)

10. Doctors’ Management Services

Doctors’ Management Services(DMS)+:= o5 #H] JALE o]gn] A+
D 23 A4 SHE XS A5 AlFsttl DMSE 201843 129 244
UEYAS] FUS 9453et w] GandCrab @A lo)7) 13 A8 gel3)
;A ZARS F 20179 49 19 AFo® HEA HIg slow
Atk DMSell wh2™, 312k axHold 5 il A 94 b
2 EZRDP)S Fall WES =L Hst olF, T4, AddY, A
A, BAARE wdAle)/vuAel= ID Ms, WS He 2
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201913 4€ 229 OCReoll R.a= it
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o we} $100,0002] HFS A E3kaL, OCRANA 213k 214 <] HIPAA
RS slldsty] el A1 23] AlE(CAP)S Adlsh7 = §helgitt. CAPO
= 98 24, 918 #e] 219 HIPAA Privacy and Security Rule 72
2 Hx) A sl A HIPAA w585 918 8 Abato] 323HE ity OCRE
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31) The HIPAA JOURNAL, https://www.hipaajournal.com/doctors-management-
services—settles—ocr—hipaa—probe—for-100000/. (20243 2€ 11¥< 7A1)
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11. St. Joseph’s Medical Center

-~ 0

HIPAA Privacy Rule2 A5, A5 2 o5 9 %2402 PHIY 37+
&]-83pANE $kxte] Fo] §lo] PHIO 37/l= WA o= &)8ahA] et
OCRZ AP 71217} Aol 7I1Ae AAg Aol wet 20209 49 209 St
Joseph's Medical Centeroll th3l ZAMS A)ZFgiTh

ZIAbl= 712 22 UH9E A s $4) WS J&%EPE% Ela
Aow oyt ad 7Abell= =9 HdALE o] e 7]
o] g Bre}f sF Al ShAfol] thgh ARzl F ARIF ZIo i 7|AL
= A5 dHo s wjEEoA, St =9 W, dAl os/dE B
oJstA of| & AT X5AE 2 PHIZF 715 Atk OCRe] A A%}
St. Joseph's Medical Center7} 7] &bl Al katel 4k Aro] iz Hts
5-g3lth= 7 AT St Joseph's Medical Centers= $HA}25-E]
oo} Awsk HIPAAS] 5918 whx] ¢kgkom a2 HIPAA Privacy Ruleol
upe} PHIE E70eixe <t Ak

St. Joseph's Medical Centere= %15 A3 231 OCR¥} HIPAA ¢
HEEolE $0,0000 Mus Fashs o= AAYPN, AlY 2A| AE
(CAP)& Whol=o]= Ao 593t} CAP= St. Joseph's Medical Center”}
HIPAA Privacy Ruleg &sh=A g1s7] Qa4 Aoz 71K
B3 AA gl AAE HEste] gk e oA A, A4 2 Ak,
HAEES #1814 OCRell a3 A2 2 AAE Algstes 973tk HulolE
H A HAAE ALl A vizsta, BE A o] A2 A dxE
AL ol P ks EAol AWstAY dak 18 5 SHAAE Al
=32 gt

o] 2ol %=, St. Joseph's Medical Centeri= =5 2ol Al 60Y oo, Al

T AL A= 30 ol ‘B4’ S 3 HIPAA Aluls-S AA|s)oF

ghth. F7F AulSe wid Arjsiof shal, A 9 daje] $4 WA AR,
HAE OCR AA, 74 W7 A == 918 H7F 58 PHIO 7l Aw
B3 g EQbel tigk 91ge] FRlEd 1 A5 wS3ljoF gtk St Joseph's
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12. Lafourche Medical Group

OCR= 2021 3¢ 30¥ A7} ¢]5 15<] Lafourche Medical Group®]
2T 5 3 S 2F8(Spoofing)dte] 1 Afre] o]l Al A~
& g A HAThE AaE vtk d A= $Ake] R 3 Microsoft
36501 Tk Al IS At} Lafourche Medical Group oW Al
o] 7RI} AXN =EE BE A AEE SR F gl7]d BE $j|
A g9 JAE LF H GHof= o] F, T4, AdEY, A
H| 2 A ol 5

A
WS BZQ o], Wek A H 94} o

)
v
f
o
v
b
e

t}. OCR #AFHE Lafourche Medical Groupe] 94 &7 o] e ®et 913
A T gUthHs AM-E AP CHHIPAA Security Rule 45 CFR
§ 164.308(a)(1)()(A)3) §Jwh). B8k OCR2 Lafourche Medical Group®]
A 374 o|del AR A|2d &F 7ES FUA R HESRE daks o
siA] Fodriar IASItKHIPAA Security Rule 45 CFR § 164.308(a)(1)(ii)
(D)4 18,

Lafourche Medical Group< oL & 9 E AAHSHK] gl ZAE
sk H Folske] $480,0008] HE-S Alwshe A 2lo| = ePHIO of
gk Bl 913 HE =ol7] A Bt 4] 9 9 o]d), AH FH
2 Az T §A R RS Ejtete AE e A8 24 Al=(CAP) =

Agstr| = gelgicy, 523k Lafourche Medical Groups HIPAA Security

oL

!

32) The HIPAA JOURNAL, https://www.hipaajournal.com/st-josephs—medical -center
—pays—-80000-hipaa—fine—for-phi—disclosure—to—a-reporter/. (20243 2¢ 119 74

33) (A) Risk analysis (Required). Conduct an accurate and thorough assessment of
the potential risks and vulnerabilities to the confidentiality, integrity, and
availability of electronic protected health information held by the covered entity
or business associate.

34) (D) Information system activity review (Required). Implement procedures to
regularly review records of information system activity, such as audit logs,
access reports, and security incident tracking reports.
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13. Optum Medical Care of New Jersey

20213 7S OCR2 917F &3 At 9JAF 21521 Optum Medical Care©ll

715 Ales aAZPo ol 7F 715S WA 13 JiRIS R HE 6719
WS ot WARIES 28l 75 AR e nAdd 2R e] 75 AL
=& 839

HIPAA Privacy Rule> 7HRIel Al ZFal3} v)2dd 2R o] o8 7] 5 ARt
AFrS FEE QA HIPAAS] 485 ‘?:L—E 53 7]#H covered entities)
& o]H Y o87E ARE AlFe 88 o | 7152 30Y oujel] Al
FEofof slar, de]H oz 30U Ael MB}. OCRZ #19] ¥l<le] sl
A 2022 29 ZAFE A1ARSH] Optum Medical Care”} 3i@ 715 Aol
38d 717HS 2o 249k Wl 243 VES w7 34
oAl 2314 7]tk o

Optum Medical Carei= 95t €2l s 2s7|= 3l $160,0002] A7 4]
He-S A EakaL, PHIO gk 7HQ1 ol digh 43 2 AxE HE %
gatar Ao Al A= dafel gt WSS A= AS Xt AlA
z22 AL(CAP)S Aest7|= gtk uebA] e 27 833 7158 30
A ool AlgsfoF ataL, ARt AlE @S 77T wli= OCRel o5& &
1 3E AFE FWskE ARE AlwEob gtk OCRS Optum Medical
Care®] CAP =7 955 14d &< EYEH S0

35) The HIPAA JOURNAL, https://www.hipaajournal.com/lafourche-medical-group-
first-hipaa—penalty—phishing/. (202413 2¢¥ 12¢ 1A

36) The HIPAA JOURNAL, https://www.hipaajournal.com/optum-medical-care—new
—jersey-hipaa-settlement/. (202413 2€¥ 13¢ A
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DA 2016). “el AR S8 /) Ne] WE: v)5 HIPPA/HITECH 975
ZAo R TN, A44%, pp. 269-290.

@m0, ‘v nAEdolE BE 9 B8-S og Fo WA A uw
HIPAA/HITECH, 2147] X5%, 3573, W7k sfolcajele 40z
Folgwsl;, A22¢4. 21]4£ op. 117-157.

o8+ (2012). “/HolelEARe] #WA B35 elt)dtn 1)

o (2022). “BA) T HolEe] 47 AR R Fo| Bet AL TREsHE] ], A

1315, pp. 57-102.

MRS},

ik s

Qi al

2. JIet

n)=k SR AN, https://allofus.nih.gov/about/program-goals. (20241 29 26
)
vl BAL S AH(CMS). https,//www.cms.gov/regulations—and-guidance/legislation/
ehrincentiveprograms?redirect=/chrincentiveprograms. (20243 29 24 7141)
3 B 2(VA). https://www.va.gov/bluebutton/. (20243 2¢ 22 )
ol AR FA7|EH A5 https://obamawhitehouse.archives.gov/precision—
medicine. (20243 29 249 71 4)
HealthI'T.gov. https://www.healthit.gov/fag/what-electronic-health-record-ehr. (2024
| 2¢ 24 HA)
. https://www.healthit.gov/topic/blue-button—fags. (20243 2¢¥ 269 AM)
QOak St. Health. https://www.oakstreethealth.com/blue-button-privacy—policy. (2024
| 2¢ 26 A
The HIPAA JOURNAL. https://www.hipaajournal.com/30000-penalty—disclosing—
phi-online-negative-reviews/. (20243 29 11 7 A¥)
__ . https://www.hipaajournal.com/banner—health-settles—-alleged-hipaa—security
—rule-violations—for-1-25-million/. (2024d 2¥ 104 A
_ . https'//www.hipaajournal.com/diagnostic-lab—settles—medical-record—access
—case—for-16500/. (2024d 29 99 #A)
. https://www.hipaajournal.com/doctors-management-services—settles—ocr—
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hipaa—probe—for-100000/. (2024'3 2€ 11¥ A4

. https://www.hipaajournal.com/hipaa-violation—cases/. (2024 2¢¥ 13¥

A)
https://www.hipaajournal.com/ihealth—solutions—75000-hipaa—settlement;.
(20243 2€ 6 AA)

. https://www.hipaajournal.comyla—care-health-plan—1300000-hipaa—settlement/.
(20244 2¢ 154 )

. https://www.hipaajournal.com/lafourche-medical -group—first-hipaa—penalty
—phishing/. (20247 29 12 7 A)

. https://www.hipaajournal.com/ocr—fines-arkansas—business—associate-330
000~for-impermissibly-disclosing—ephi/. (2024\d 2¥ 10 A1)
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| ABSTRACT |

Legal Issues on U.S. Health Information Policy
through HIPAA Violation Cases

Lee, Han Joo
(Korean Medico-legal Institute)

The information protected under HIPAA law i1s known as Protected
Health Information - a subset of individually identifiable health information
that is protected under HIPAA law when it is created, received,
maintained, or transmitted by a covered entity. Individually identifiable
non-health information is also protected under HIPAA law when it is
maintained in the same designated record set as Protected Health
Information.

The Healthcare Insurance Portability and Accountability Act (HIPAA)
consist of five Titles, each with their own set of HIPAA laws. Four of
the five sets of HIPAA compliance laws are straightforward and cover
topics such as the portability of healthcare insurance between jobs, the
coverage of persons with pre-existing conditions, and tax provisions for
medical savings accounts.

However, Title I - the section relating to administrative simplification,
preventing healthcare fraud and abuse, and medical liability reform - is
far more complicated. It contains subsets of HIPAA laws which sometimes
overlap with each other and several of the provisions in Title II have
been modified, updated, or impacted by subsequent acts of legislation.

In this paper, we will examine recent cases that the Office for Civil
Rights (OCR) of the U.S. Department of Health and Human Services
(HHS) determined to have violated HIPAA. Through this, we would like

to propose a plan to ensure that personal information protection laws,
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including the Personal Information Protection Act, are effectively

guaranteed in Korea as well.

* Key words: Health Information, EHR(Electronic Health Record), Healthcare, HIPAA,
Medical Big Dada



