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S 7 SHES Afol] QFHL Fofol| A 17t S
< 32 ol AsA7IE adle] Har glrk /\}Ol‘ﬂ QF
= B T A x| e] Fx9} F8ho] Al 7|=2 /MYez &) Wslslar
U EEOIh oA AlolH el AlS] Aghs ow|sh= ‘Alo|H-Al YA
Z=(cyber-Al nexus)'= =717} afdsfjof & AlolH 19| F4]- A% Ws}
£ x5t 1 58S 7]1$-31(Lohn 2025), AtolH ¢trel ofEl okr o]
77 AF A7 7Fs S sk, tAY gl A o *35}3 7] 2o #A)
7} XA A5 AR R oA A =AM 2025, 101-132), 1ok
e ‘AlSOMH (emerging security)' ] A= FAFERaL )
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Azeol] g vI5e] g A FhH FAl] BrlaelA 4 o Weld
98 FAUT. oeF A7k S S8 of Fe Aol ohush
ALl Tt vlFe] o] nlol & BARE AN EUZ 27] G| o]

= Aol A oA gk ARtk A o= Ale]
B kR et Al Xd%%ﬂ 97 A 7% o|UME|R, THE 7]
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(Fontaine, 2025/01/20). 53] 202311 39 H¥ T=7prtolwet dek, &
“TE HRE Fe] A% A4 HEUY 7578 5 53X T =
At 919 WS A% 5, IEY o= sl &g Al AA v,
=23 99 gE, Y ok g 58 AlE AR AlA s
sk 2024 RS %‘H FaE T5A Aoyt d ety X% 53
= 9 BEYSHe Ao A Y GFF sl aga 7 AEs BARe
A A g ?ﬂtﬂ(digital solidarity) & 753t ol& Eul= ¢hdstar &4l
Holm 7] AglE WAk A AeHAE =tk Ak A& o
A1 HEHU.S. Department of State 2024).

o|AF Hio]= AAHF-= HAY] st 7I=HFTA S|k AfFY] =
71e] 1ol tf-8-3h= 7IAI=A HFF9] 7HX| &} ARE Ffrohe w7FE
o] AYE AEdA st EE5S HATtHThe White House 2023a,
20-30). 1L o]k HEF 7|2 Abol¥] ]S o & 3} Alel Wz A4
B, 139 J9 wAYUS g9, Aloly AbaL o Az, 1784 =718
9l &7, ICT 2 OT AF-Au|2= 359 HE 5 ohst JoolA] mj=o]
W A FAFY oJUMEEE FXek= AR o]o] X tHThe White
House 2024a, 56-64). D& 2021 109 Wol#-s E3) /A3 <A a4
flo] A73lelE AVIZ ‘W] b o]UMEIE(CRD'E E=ato] Alo]
H HH FARel ARl 8-S 913 FHs Flstlon, e &) 4dedl= &
21 =(SolarWinds) &2 ]l Eﬂﬁo}"i sl rke] 71dgk % ol gAjof
AE7A AAE oFeA ARES AAShHE A& AldsH ] sHAt
(The White House 2022).

H=o] FAPE olUMEE = kst 59 UES|AE FUF SR 4o}
A=, 53] dto]B ofo] =(Five Eyes)t St Fx2F7|7H(NATO)

HU

o 22 AFAQ vt 98 #AAE &3 o] e o] FolHrt o
EA O Flo]H ofo]== BjAlote} T 5 ULTY IR AlolH &
Aol FEW-&3tAL o]5 7] oFolA Alel EEs §F HAaTE qfE
= FEE AREE oM (ASF 2025, 23), NATOE &3 e 1%‘%
E AtolH ot FokR St} sAlel AlolH ALl tid-5 9% s
LS Fojehs FeH= FEATHThe White House 2023b). 71 BYoll =
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A=(Quad) ¢} FEHFEAHPBP) 5 Q- Y XIS Friz 3
QbR FolAol A AU AlolH B FHE 9% FXAAE PSS,
534 oA (Integrated Deterrence)’ 2] dH-2 v dFy} 3ho]F s
Atolr] Frjo R Asle = 22U EAEATHA G 2023, 51-88). 7t
F FtollE Ja- 259 AUKUS oHE @o)As AAdstar o1 ghof|A] Alo]
W, AlE X3e Jev]e Fof A7 9 /Y F=e BAasy] Al&sksich

ojF % AbolH IHE Qg 71R] T Tl A o] EdsiHol o}
2} Fgke] A= vheket AR} 7]e] FHo] FAR FHojsh=
AR S5 Avd o] 25w FHATh EHA ket w7 tel A
(ONCD)e] HEZER] | Aot 7hedl EQrR Fe} 71 Aksle] Alo]H-
A} FH(CISA), =H5-5-¢F 1 Akste] Alolm g3kt E A A=(CDP),
FTHETEATAWNIST), FF5, AT, A, i 5 ok 4
7F dle] FE Fol oefstlon, S 7RIHA(NSA), TYHE=(CIA),
WPARHEBD 5 AR HA] Flate] T o oshe o
&TE IFo A FHEe] CDPE SHA|Abo W E7ekE, A BEAl
A YAGRFE 2] gt FAE S8l AlolH 1t tAd
gt A AS TFFo Hx|e] Fitshs W R FSATHAL
2025, 14-15).
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AR AL w2 A Wslsly] AJAEETE oFF] AlolH QIR E 13k Af
28 7] FEER ko) 20054 69 69 EHE tEH-E Alo]
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Fof ARG 7199 AAAQ] S FHshe 2A7F FH wsk=E Hrt
HTHThe White House 2025b).

3_311/]. EFAE z‘sg;dt'_‘: x%xl— /\]_o]]ﬂ %5_04 1@9&3—’—_ :,L/\}O}Egr 17‘%%
olfrEol W 2 O EM Abo|H QEE SA| = o] AR oo F]F
H @A o olojx= AdE Zstar gl 1o whet viol= 8
AE A7l FREA 2g8Ho]al AR P o|UME|EEC] A&y]7]
olelE Aoldkes AWE A== Adolth Folut} eafotel] gk A
Al /\}O]‘ﬂ z_}xdo] %‘I{rﬂf\’iﬂr{‘ o] Zo] FhkspaA et Hl=ro] FIa
folH tEFH o YE=7} G
= BHoR &%0}7] olel& Zi% FHohe HAE 7 2] gFrH(Magee
2025/04/15). 7 T A143065, 7F AAMNY @ 22 AL3)er
1 o]gpe} Alo QER. IF AHA S AP F4 aiAl ek 93 Holdel
upel o] sl F2E o= AR it} Feky
TEAOE &k AlolH 2] ke HA4d Ths/do]l ARH AL Uk
(Ortega 2025/04/09).

Agre] 7129} o|UAE| B A WAEE o] & wigte] 2L wlwo]
SAHlo] Ho] g3l TAFH e FhF AAE oFsfsli= a<lo] HaL 9l
o} o= ]D} AtelH QR gt m=o] o] Wsell 7] iRk
Utk 59 Ao A gk vl=ro] o] ZEX| Rk viERE] =<
< 8= ‘I:‘rfﬂ—l o]ar AHARI WAE HAEsHA HWA UeRE dde
2 8 7 Utk dFAoR glo]H ofo|=d] XAV S5 AHIE
d= & F vk "= Ao fuA A ApA| st ete ERE 9
BHE7E AbolH] FE ARG H S 18 oYUM E| B A54<] Bgs HolH
A T gAjole] AlolH 9ol g Eo® & Tfo]H ofo]= 2}l
o] HH = oFglslal = Ao w wetrEth(Miller & Roussi 2025/02/12). B}
o] A oA A A BMAAe BRS duisly AUKUS 34 A
ERE gl $®e] Yud] A =R AAAEA Aleld] B Hv)e i
3 FEo] 7|3 A&E  USA FHalr] ofH 8ot Roughead
et al 2025/09/02).
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b et A wA P S S5l CISAS A
NHEsk= & FAAAE MAMeA Aulshr]  A&stithCassidy
2025/03/11). ERIZ thE® > A o|dFE CISAY HAE =& v 1
A £ soylon, B34 o]F ZukE CISAd tigh 1%

7LZJJr CﬂW 2S @Hask tHRundle 2025/06/02). 523 = 5-5-9] CDPX:
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2025/04/16), 3T A7} ArelH - J g
of thek m=re] ZAXRA thE At 8 FEe] HaAs ofslehs date
ojojA|aL lth= Hl¥= A|7)¥aL lth(Psaledakis 2025/04/17).

=8 3 EHEZ dede CISAE ofF A1) =7l Abeln] Bl A
7k AHeteia, o I HIFE FEe] A WPt oo AA] Z]Ed
A7 G CISA AA &2 AP Sl vi=e] St iy Q1=
ghe] AfolH] Bk QAL 7)ol it Azt /1e 5] §)71o A
e A Y= FEES wEE WFge] B et uet ghemE v
Zo] Ateld] qtw HefelA CISAe] 932 $8F Zloz HAdn
(Ribeiro 2025/07/28). A= 2025 5¢ CISAE NSA®} FBI 18] 3L 3}
B ofol= Frs whl Z|¥Ed) S o® A= (AL HlojE mel B AL

g 7Pl='E e 5 Alold] ohuel AVF §8EE A HdAM e
TAEC &S oloj e ATHCISA 2025/05/22). L&t 59 @2 Hi&
oA CISAS] &2 nlo]i= PAH A7) FFS FA8R1 ojH 2 Ae=
Hol=d, o= ERE A}l ool CISA-OJ Ags dithA] AlelH
Heb wiggeo] Sghele]= Bigs Hola 7] wlEelth oj#x Ef
Z P Aol ARE 9 Y oﬂ*ﬂ T2 s 9dgd 7]
e A A FAY ZFelEelal Jlths HellA] nielE 37
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o)A AdeA= s
Al 7A] A2~ 55 FE81aL Al
Z8H, QPAgH Al A=) ks EREk= A
(The White House 2023c). & Hlo]&= tle®d 2 217]&9] +
T} HA3 b (guardrails) b S E=Y9Ete] L ¢t
Aol Aolel= wdolA oo xAE AlFsiith
Raimondo) GA| T G ] o]l Ek Aol A “AlE
s dolx, AE AAetA] il ke & e 0k
| ol tP'= =5 95|71 % stk Pillay 2024/11/21).
vlo] = AR} Alel ik &)} 11AlS] YA nhdshE A4
Feataal g AL 7)) A AEAd0 gk A wEnke
de ddon: H]%OH “feld =471%4( favorable
international technology order)”& &gslo] 314 7[X& HE skl ¢ Yo}
7} s Aststaat sh= 01311474] 78t 288 ATHINSCAL 2021,
13). 2024 102 wlol= a2 wohs B3l vl=r Hxo] ‘Al7iety.
H 2 HH (AL NSM)'S azste] 240 229 2y, 37kete, miFFe
7Exe}F Q1Y RS E 918l AlE 7ideta €83 AYS Usted, o o
Al Al71=e] T &go] m= et 1 d4] THE SIjEHA] e WEke R
o] Fojx]of b= 914]8 Wk sk o]t The White House 2024b).
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gHshE A4 =S FREste] QbR AA a8 98] ol A
US| o As BREE Uk AA S AAsHR AL, A
o] Bekgd GA ofol] g AT 1| 20234 W= g Al AT

2(AISDPE sA Agste] g 88 F89.0m, 20249 1190l= Al
A AF-HIFARETFE AT 58 T4 FHES S E 54
A=A AIRFA AT A HIEY A(International Network of Al Safety

2) 2023L4 119 AlePHd A 7-4~(Al Safety Institute) & % A HE o] 2025 69 FF3
AAE(CAISDZ A=At
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Institutes) & AAsIAE & HEYI = =2 H|Es &5, 7iut]
FHAMED), g, =, A7FEE 5 A4 sy 2 HEUSE] 3o
R, AMEZFA T A ANFE AL FlefollA] Al 3 Frl=o] 98
e, AL 719 el gl AE ) Hek AL A28 918 J7 9 55 9l {1
QF
AIRPIAT 4 T4 Y fJo& vo]= PAF JHA7] nl=o] Al =4
HE el S8 FAES tdetd], AR Gr, AAF NS
(OECD), = 2HAIFEUA(GPAD, A 317 7+1S0) 5 A17-d 419
A QA D A7) ol A H S Akeh Qb ATe] Ji 4 &8
< 9 1 FAS FEsA st Allen & Adamson 2024). EU9M=
2023 7159st AkAA e, olg, v, s e 24 JAE s dst
of Fos FHs= AL =ERE Al B3 FAFLFS Adsgon
(Smalley 2023/01/28), 2024 dell= A, W5F2], WHA|F9] & &4 74
o 71zt Al 7785 mhaskalAl 5333 9 3(CoE) AHellA] mh s ‘Al 7]
E& oK Framework Convention on ADo] AMWal7|= Atk Murgia &
Espinoza 2024/09/05).
o3k Afo]B] QFH (ool e} w7 iA| 2 dho]H. ofo]= NATO, A& &
R AnkA} tEYP Y UESAE AFA0R &8ss dRE HArh
2021 vlo]E G F-= NATOZF wAF €59 ATE 97 e Wao =
S -ggstarat Hxol Al Hehs FHshs AAdd 25408 skl
3, 2L 3 A Aol e Vo] AA NS A A2 ARGl et AE]
S W33 v JtHThe White House 2021). 20234 11€ 7| skdoM= &
o]H ofo]= 7} 7t Al o]UME|EE 7f¥stal YIS 8= (57
= Al YH(Five Als Act); ©] #e]%7]% s th(Freedberg 2023/11/22).
o] A17] ml=ro] Al e ties 4 Abete] #8l7]eA A (0STP) % 1
o] AxE FH7FAI|UME|BA(NANO)®] AEZELY 715 ddshs
2, 3 2 NIST, 557, AUA R, S EQREE ks gl 71 Ats)
JR=(DIA), = HISAGNSE), =74 2742 (ODNI), NSA, CIA
s Thdst AT 248 AP Yol For7)= wEgos FHEATL

53] o] NISTE AlS] R4 718 9134 Bhelo] B v 3 55
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eparat 2023 71 Akstel] AISIE A -Heksith =45

=5AHA(S/TECH) o] *9 %913l S/TECH= =77FbR.
Fd Vs uder S s RA v=o] 5G/AG, Al
T A7lE ZoplA W T4 TIety e
AEAE Bostal 14 AHdas 58 5 J=S A5t Kelley
2023/01/04).

Hpol= Ao v 2 ERE AR 13 14719 20199 Hef
o Abstel] ‘AT=7FER ] AS[(NSCAD'S A #skaL Hel 291 2021 14
= 5 ¥Ho] AZF ml=re] Qrrst
=ik e 23k F A
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The Cyber—AlI Nexus and the U.S. Alliance
Diplomacy:
From Biden to Trump

Seung Hugh SHIN
(PhD Candidate, Department of Political Science and International
Relations, Seoul National University)

This study examines the evolving trajectory of U.S. strategies in
cybersecurity and Artificial Intelligence(Al), with particular attention to the
shifting patterns of international engagement. Despite the growing
imperative for global cooperation under the emerging ‘cyber—-Al nexus’, U.S.
approach is increasingly leaning toward fragmented and transactional forms
of collaboration, moving away from comprehensive and integrated alliance
cooperation grounded in shared values. To substantiate this argument, the
study examines how successive administrations—from Biden to Trump's
second term-have framed international cooperation and alliance diplomacy
in the domains of cybersecurity and Al The study investigates the guiding
principles, initiatives, cooperation platforms, and governance mechanisms
embedded 1n these strategies, to identify distinctive characteristics across
periods and capture broader trends of change over time. Based on the
analysis, the study traces how the evolving trajectory of U.S. alliance
diplomacy has responded to the challenges emerging from the cyber - Al

nexus.
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