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Abstract

Expasion of computer network and rapid growth of Intemet have made computer
security very important. As one of the ways to deal with security risk, much research has
been made on Intrusion Detection System(IDS). The paper, also, addresses the issue of
intrusion detection, but especially with Newro-Fuzzy model. By applying the fuzzy logic
which is known to deal with uncertainty to Anomaly Intrusion, it not only overcomes the
difficulty of Misuse Intrusion, but also ultimately aims to detect the intrusions yet to be
known.

» Keyword : Intrusion Detection, Anomaly Intrusion, security




77
oz ¥

T+

o,

Xy
il
=]

PN
=

34 7]

3]

A2} ARl o

pi

& ol #d 7]

L

=

HAE 4

o]
] A7} =

A
vES= Agel mih 3AE 7l WEY]A 7]

A

3 Arzre] o

de] B3 U]

3]

&(2004. 3)

=+
B

?_
u5E 5o APozNE
%7

M E

o
3
g

ol
=

9 FEel A wAel of

317
INES

=

[e]

EE AFHEREE FHL
T

e
3 me

Q)
=

939 Ay} oH1, 7
Zdefolnt. Het 9ol of

1o =

38

5

[e]

00

ok

Ho

Fo)

ol

HESZ 7
e

1.

sl 24

i3

Pl =Hen ol

8%

o]

1A 98

2|3

2|

A

A mElR SRE YEYD Juke] o8

e

ok
IXH

T

o
=
o

N
Ho

AEL] Mu] Lz

& dEd=L HFH Al2Ee] AR

T

THiL

t7] Sk

o
i

ol

AL Hled= A4

i1k

H

&

B

L

=

3t

=

HAgo R Hol
a

[e]

L

Ll

PA= 7H

o33

=

F-4(Statistical  Measures) ©] ¢

S 24

Sefuh Baol 1 D8] AfAE QAR AsEe A}
21

&3l ke o

A7

Q.

=37

HENZ 304 AlEdol

b

sHon, 4732

ol BAE WY BA=RNH
o

Al

=

%

o0
K
)
T
o

ot} FARFTE Bo glom FAA

%



@ ol

i

Neuro-Fuzzy E o] & g #A4 B

e o] PuAQ AGAT A4 AYAE Q4T
G ke AeleHIL eleld olgelw B7skn $A4 ¥
4 opge old 1) @AM BAgoz soln 24 8
Al gol AEEI A Sk 7 olfE BAA B

NSRS A9 ogo] A Yeht]

22 & 7H 24

74 7dE BA(Rule-based Approaches)2 28 #¢
HAe] fAZe g v #AE f3 oy 7
H(Measwe) 5 ZHdke HAlolrh o212 of] oj{IE
o d#g g85 Fele WA oY 1A An) sls
w ol gigk BES rete] 2¥ete] e xHdch

23 AlARt
2737 (Neural Networks)i AEAY Z—ﬁ =

o F= AWAY AYS shed oA A

FHe A

& WP AR ﬂom Fa e Rl ol guicy
AEAQ FEehs 2] Alge] HE miEl] AlEe9
Haks olct. Ao R AR o)k e
gl tat 208 skpstel ARY HlolEE YyEE
25 WG oWlE HoEE Y] A&l weshe
Ae) = WAE AN

24 EE1I7|I:||. I:ll-AI

23778 Model based) A 01% ] Hc}‘ﬁ
Hod 54 2L 2
< Z2R=EA ”Tﬂr%ﬂ?ﬂ HD} ]*JEBH %ﬂ‘ﬂc}‘iﬁw% A4
3 gdls 7)o ]_

?
Aol ot gk BN vt

oY A&

8 EAoloirh. Tl oAl HAVIE] AP FAR
v 7twe FHauol Zadk 542;13}.

31 HolH oply

do]8 wleld(Data Mining) 7148 dloleuo]~
Aellx B At Ha sl EOMU% o34 ‘H%Xl
Roell iz B2 a7l AP gick HolE mlejd
YA HopdlM =2y A4 U5 ek Al
28 EA) -85 B sk o8- Avi4]

32 mHod A|AH]

A 2z & e sty 43 722 P
o fAlatAl AFE AlaEle] Aot FE Gl oigh
2] Feirt s thdsA T WA=l 3l wat A
B AxEe okl Hashe &401 BasA Aot 4
FAksP myske

2 dH dd ol o OH

AFHHA2E] F-AL 25 (Genetic
2 AAMAe gk el J|zgk ALt
Hollandoll &J3fiA 19754l 7igs Ao

Algorithms)
a2 John
A HAg L ﬂ

Zolth. AYHA ol HPA BARRE )R
QRS TR AT el S85 ATk NN
A A Wl Ro B PAAE T BAN &
Ak, Agel ek Agslel dAAE 24T & U=
= f4 AudEE A48T & 9

I~
Kl
Rl
el
>
I
u]

om Qe HAFE QR v } 2 o

f;;a AR, 2T pe sRdde] 2k
AAGY A9 T A9 e v, Lut
A AR 104 mE wdzke WA 7T o
B IR A & AAV} BEA gt AARTel ek
Qo9 F HAQY Ash B PAFL A U B2 v
gu AARE el 7t Qe dal = QR Ash Be
W4 oA 2 Aow pART ddele) £ HARE A
9 B WAFE AU B 2 Yz JALE Ul 7
ol a5 1T Ash Bel wudgk T 2L Ao
= AR olglolw ofe] A HAQILS) Aol
Al A AE S QI e # 1A 7

SBE

N

Q3 He HAAFE Adbo] TR Max, Min ¢4HAE
7o 3ol ojRojlttE Zlolth WA o] F 7HA A
S gt Fa

42 AMm MAY

RACZ L,
AR 23S pAse 1 7R B9e wd
(neuron)o]] 71EAQ HHA ] w@eloltt. o= YHGPE



40 ®E AFHERES /G004 3)

< 71 sl o AzlE o) 3 (transfer function) 2
Adste] Axps ddeke 7les FYh

ARE wele] Az sl wet o2 TH
2 FREn o A g 2ol AT AW REe
e HAEE(multilayer perceptrom)2A4, (2@ 1)
< 3% 722 R TE HHERS Al dok 7
F& QEgE e d48%, HHAR 4ol doue 2
HE, 288 veile 28302 FEEn A 5
Baho] 2uZe] ooy ofuldt F4ain v 4 e
RYAR Aot & 4 3irHs)]

I3 1. 3BREE JR O mMER

RG] Fol7l ARAEAL Bgaled AMgEE 8
% <aelE(leaming algorithms)oll= o2l 7A7F gl
oo FA 2AE HaSAA We Sdsback

propagation) WHol E3d] AMSHLh Hdy duz|Ee

wo] o AulHolcHe][7].

. w=2-5X IDS

HEHI & L HIZA GO0IH MZ2 WEHT BoH

T J L
Z2mY 98 rtrlay

o8 ae Bx

Y HE DB

27 2 w2-uR| 7igel ol ARl BR| 7=

HIESZ Z]ute] opd HJle @Ash] SsliMe %A
g Rk, VIEYR ARz ERetel vEYS]
A AEE I B3AA V=N AS HES o
alo] viESIZLe] A4 WS weuddsty, wAAQ
UEAS 9] sids ol8sle] vEY=S] w4 S
reyldgdich, 44 9] Teude ol8ste] vA A4
e ek, g el oA lg deE Aw 8

—

HE®Z Clolee] &¢l e MMnf ==
ogl 75

o] AYs 7 £ gl
A AMshE HIESIZ 39

<& 1>3 Zth

E 1. UEXT HmE =

i
(]
s

.



Neuro-Fuzzy & o] 43 o] A4 &4 4l

2 UEXT &lelel =3 ofA

<§G-./ack(2)-P/ack-./ack-P/ack(3)-./ack-P/ack-./ack-P/ack(2
)-./ack(2)-P/ack(2)~./ack(2)-P/ack(2)-./ack(2)-P/ack-./ack-
Flack>

<k 2>9 Zo] x¥A EYT PAES
9 ZaEuld] g AMEED dEAF s)Hke] A BAd
© UEAZ dloEel sizlel dH HRE o]falo] ofdol
U o8 ANE #AFT B =ReMe I5ke]
AR|2e] gk UES) =18 7l St ARE o]§ste] AH|
e FRele UEAD Aulads gy g98 Zaad
afe] ol HYPE FAIT tiF-Ee] vEAZ Y §A
92 TCP/IPS] sizle] o1 frieh Asirlel si7le] o
HAgitt, & =EeAs o
o] &H At 543 Aﬂ‘ﬂ]i of oisf Aeks A8
s KT AN e

P A4

[o 2 ® rr o |
Jlm
oM,
2
lo,
o)
2
o,
ox
2
A
mlo

02 3 HEYT A Zay0 2o}

MM Skr0| sRfEhn) wRlst

(¥ 39 ()& SSH AMHl~, % FIPSF FTP-

Data AH]2&, (32 Tenet ARl 28z @ SMTP
Mu| o] w2 Jmg 32 Jepdith ] 71x)9] diE

2 Au|xe] dAu4 T35 ¥A A T ﬂﬁml

dAxs s3skE, (@ 39 G)9 G)o] Bk #A A

o] AT TS veERn, A A wAEge @t

vepdch HA 43ke] A ARl oA EH

ot JRE AlFgct

O

o, e

N
netf,j = ,;W?’X ST ef ........................... (1)
egdel 9@ euAZe dagee] 28 i A ©
sk o] Algtdt
1"; = fj(ne[/;) ............................................. 2

ALk
89, (ypk_ Opk)flij(ne[;k) ........................... )
5t = f’f'(netf,j)%:szk WO e s ©)
9 ASH &4 Azl ASA #5940 ®
off faiA ALt
ng( t+1) = WAJ( t) +nbj§,, [ ereeierennenneineens (7
WACLHD) = WD) B, e 8

A Ay g 0183 gdn AT Sy 2

2 4 Q% 602 Heel 4 a0t AD= $43

I'IZ) = M?’f(net ) errerreee e s ae e (9)
6’; = ‘W‘?’(Uetfyj)zbzlxwl)g ........................ (10)
SIS ALErE el dgds oiadel ¥
Al dE tAste] A% dee 9 (5" 9
g Gk ©)e A g el it whgs A



42 EE AFHEREE HLGEC004 3)

IV. Nuro-Fuzzy ol&h &l EX| AlZ20|M

-‘Frif"ﬂxl 7]%% ;ﬂ'g‘:_]: OVE} ;‘SCQ %X] /\]%Eﬂ(}]ﬁ% Input Neuron Layer 1 Neuron Layer 2
MIT¢] DARPA Intrusion Detection Data FEHel 2000 AIZMFGW1-F.01) Aazpurlin(z:A1.02)
W Ang NT UEH=Z 34 deoleE ol§sigl, A& T2 4 2 AEQ| K2 HATAS
ol E& Windump, Teptrace, Perl @1 Matlabs
ol43ksith. Windump9} Teptrace & olg3le] AXE MIT's Lincon Label DARPA dlo]El e UES

TR, YEL Anade 94 99 GEs ggas 2 Alze Edo BEe G Do gos], Agdolel
Tk DARPA #4 ©wlojHe] Algd vEd= Auxe 20 A AR 2 EolE JRe $AREL tEel <x 4
o7l opgolsiort AEHlel Mol s SSH, FTPS FIP- & Zth

Data, Telnet SMTP H‘ﬂij ‘%‘%6}04 /\]-%3}913}. }g 4. DARPA 2000 NTQ| 22 S5
3 Al g 49 MRS mobx Al Har
34T AH|A(ZEH 5) 3 3
P9 medde 750 =
smip 1
3 UEQA MulAe| Zoin 2% porisweep sh 1
= fip 1
A == )
Al (ﬁ)-:sl) == e == ozl fip B
L L
= ST = ST = sechole_setup ftp-data 2
14240 R 12
650 telnet 1
FTP (1546 S 129 P 2097 o 3
F 14 ack 18264 .
ntis fto-data 12
: i - 2 telret 1
37
SH (081 S 2 P 15595
F 9| ak 28066 i} _
" a p FR-HA ol AY ®AS portsweep, sechole -
2] A ntis 34 3l AlElo] A
Tt | | 43?2488) S - . P Lt 21 ntis F Oﬂaﬂbﬂ ]‘Eiﬂ Rik=s:1=
A = (3 pd
F | ak 43567 TEello 2o (8 5) < 2
115 R 49
1663
SMTP (44386) S St P 204 1 on Dist 12y Port Swveep
F 367 ack 2708 1500 i 003 L
smip
) _ 0o
TE5E Zasdel syl Zdgo RS olfdle vES | ®
2 Al SSH, FTP$h FTP-Data, Telnet, SMTPol i
st Z7he] #A Wy 5 rEeignh. 58 vE % % WS W%
natwork sarace etk Sandce
CER LIS P EIETESEREEE FA T SO 1
o) Awsky dolHz Al g Ase) 3 -
4 mastele] Al il A%, Edo aela T A4
e =
o 1/ 54 HEE 010504 TE-HA ol Y #/A o2 H [ o008
g SRR FRwA ok 29 BAE dF FAR: s g
nabwark sarice etk sandce
(T¥ 9 2 238 0013 epochsE 200008 9]

sl skrg SPai. T2 5 A ol Alel BN T



Neuro-Fuzzy & o] 43 o] A4 &4 B

!

<
/M)
rhu

Az AUEN s Qe AYY PEE 7

AaL glof Mulx Fde] KA Y|ES]Ae] A7t oy,
el Fopder Qstel 7 2 HEHAEE Tl A4Y

ZRE wEsolgrt B 2 welz Y=daE 5
g Azsle] fedlel MaE okrlsks 2Alo) Hel 2
5o g ol

1

=
2

o ol of

o 3 2
AR S geolt). B R ol 19
A

ki o gY (o
_);1_1‘

o
N,
ol
of
N,
huet)
ro
i
=
O
g
i3
tob
>
oX,
o
S
il
O
o,
N

oL,
7
rO
4
i
5
>

ok
Lo X

i3
Lo
i
ox
e
:?L_‘,
iy,
QL
N,
4o
e
=l
N,
1o
g,
=
o
mol o
>
il
g
o

o dE= Mu)se) A 2
A, Edll T aela Tep A 59 170 54 wE
olg-ate] FR-HA ol AY FAS FAIch elw
& 0013 epoch=E 2000081 olekz skxS 433}
Act. AlEdloldel AM8<Sh HlolHE DARPA 200d NT
o]45to]  portsweep, sechole—setup A
ntis FAd el ol HY BAE FASIS] portsweep

o9
g
o=
ok

O
ox

!

m
A=

°
1o
X
=
[

)
I

to

AL 67%, sechole setup AL 100% LA ntis
FTAL 100% BASSAT potsweep FA9 fipdh ssh
AR gAsPe), smp AAE BASHA Zakdch

smipe] A =i o3k siyaro] war Aol sk
AEE ddEA o] o]FXA ot portsweep T4
9] smip AAS FAEHA EaITh

P R |
[1] R.GBace, “Intrusion Detection”, Macmillan

Technical Publishing, 2000.
[2] K L Fox, R R Heming, J] H Reed, and R
‘A Neural Network Approach
In Proceedings of

p  Simonist.

Towards Intrusion Detection”,

the 13th National Computer Security Conffrence
‘Udlmation  Systems  Security  Standards - the
Key to the Future, Washington, DC, October
1990. NIST, Gaithersburg, MD. Vol 1, pp.
125 - 134,1990.

(3] H Debar, B Dorizzi, “An
recurrent an  Intrusion
system’, IEEEInternational ~Conference
Network Conference, Vol.2, pp.478-4831992

[4 H Debar, M. Booker, and D. Siboni, “A neural
network component for an
Proceedings of the 1992
Society  Symposium  on
and Privacy, pp.240-250,1992.

[5] K Tan, “The application of neural networks to
UNIX security”, Proceedings of the
International ~ Conference on  Newral — Networks
‘95, Vol. 1, pp476-431, 1995.

6l G p Venkateram,
management  architecture  for

resources’,  IEEE
Computers and Digital Techniques, Vol
pp.362-370, Nov. 1997

[71 D. Endler, “Intrusion detection. Applying machine
leaming to Solaris audit data’, Proceedings of
the 198 Anmnual Computer Security  Applications
Conference  (ACSAC  '98), pp268-279, Los
Alamitos, CA, December 1993.

application  ofa
network  to detection

on  Neural

intrusion  detection”.
[EEE  Computer

Research in  Security

computer

“Security
control  to

Kumar and p.
aceess

Proceedings  on
144-6,

netwark




