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Web-Server Security Management system using the correlation analysis
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Abstract

The paper suggests that web-server security management system will be able to detect
the web service attack accurately and swiftly which is keeping on increasing at the
moment and reduce the possibility of the false positive detection. This system gathers the
results of many unit security modules at the real time and enhances the correctness of the
detection through the correlation analysis procedure. The umit security module consists of
Network based Intrusion Detection System module, File Integrity Check module, System
Log Analysis module, and Web ILog Analysis and there is the Correlation Analysis module
that analyzes the comrelations on the spot as a result of each unit security module
processing. The suggested system provides the feasible framework of the range extension of
correlation analysis and the addition of unit security module, as well as the correctness of
the attack detection. In addition, the attack detection system module among the suggested
systems has the faster detection time by means of restructuring Snort with multi thread
base system. WSM will be improved through shortening the processing time of many unit
security modules with heavy traffic.

» Keyword = NIDS, Snort, Intrusion Detection, Correlation

CHRA 2N

Mg 1 2004.09.27, AMARIZY ¢ 2004.11.13
© B E2e oNTiE MYyEei A0 suX AT o ATAURE
s ontieh AR Fas



158 BE AFHERES R0 12)

T SeHI] SAERMIE B AsE S olgsi e

2 JeoR HoRE AL 4tk 9 AuEAd 80w
HTTP XE®WF go] AH|A =

H
shal umA o BE X
2 lolnt oldl WY 4 E
ATk et g ARl

o ! Z':
3 dolye W TEZ off
sl 37 @k ol =

7F firt thE DHoAF
HEY =W AURAAABN(NIDS:  Network  based
Intrusion Detection System)o] $I=H], o] Eojexw

N m o

et

?L‘
Lo A

i il
AL
rlr
hvs
o
o
N,
olr
1o
st

e s o] TEeHA
o3t HYHOAE BFE ol8littE nigw AT F
717} "4A ot

B =RdMe 4 Mulagt 22 B Aladd tslA
Hlg3 #Ade] Z71 glo] Ag
4 Qo AR FARAE 2 4 e A4 Hokay
A2~E(WSM :© Web-Server Security Management, 9]
3 WSM)& A3ttt

o] AzEe ngAz gaE 98 3 A vk &
AEt AFS o838 vt 471A¢] WeRtRER T
At dEL T AYRAA A 2E AR 2A)

d

EE, AR 2OEN mE ey § 2o BER 7

At Tela #elHel SHdA dEawd #Y REd

olggitt. o] EHEZ off WESInESe] Avd Au

& Fofsle] AAzte R AR Telu gARAe] g

AR ot mEe] UL Auddd B4 wel g9l
A~

Y= 7k 2 SnortE AAA G EAALS waA

=

A2 S ek ARl Be elmEe] AR
AEAAN AsfAos AW Heel A Y A5
PPAZ 5 Aok

B =xdA & r5S giete
7 AggA Aot WA gfAAd #F Snortd]

tjell ot o5 £4F o 2d= 719ke] Snort Al

285 a3 B =RolA AR Wiy Helde| Al
o] AA715R0 HEATAEA Al dis] Lobik

21 Snort AAE]
Snort® WEL M AdgAAAs oz M7 =T
Bz P UEAAAe] S ADAgle sk gl

g FA8 RES 9@ A% a1 AA]

AR 5w Adshe 5 dgsin B39 29 847 7
ekt

\ Syslog

Packet Pre— Detection Alerts/ DataBase
Capture | Processor Engine Logging SnmpTrap
PopUp

[ J
Plug-In Rules

T2 1. Snot ARE] 2
Figure 1. Architecture of Snort system

(2" 13} Zo] Snorte] FRE ©d TaAAR H7)
A T Mgl JYsE vluwel] 23k gA g, aa
A /7)) B34S dARe R AXA Pk o shie]

N

HAA L F 45" F vhe el AT Peap wlolB
eZE ol4slM diZls AASkH Peapdl 544 A
£7h =olXW AR Sgle vt & A 5



A Hobde A~ 13

A&t Fasith

22 CiE M E J[Hf Snort AlAH
%5 Snorteld Aa A FFA717) A
Syed Yasir Abbast U35 2d@le 7]dke 2 SportE A

o
Aes

SIATH2I4L 9 =2AA Snortelld AuA YRS

thE AHER 22 £ 2R *ligl $a}€ w27

Aotk (28 29& B trz A QHETst gAY

dEd Ado] e A% ﬁozm% g3t i g

Snort WA Z2A| 2o ko] githu BESt] AFAE
=

Output Thread 0

Output Thread 1

) Write _|Shared ReacL
Snort Engine alerts | Queue alerte Output Thread 2

Output Thread n—1

I3 2 OF Mec o
Figure 2. Muti-Thread Model

Syed Yasir Abbas £ @ 2#=2 7AE 2dy o
Z 2R 4E z2dd RIE Fof dF FuAshs
H A8A7H SR8t 57t ST 2l

» | Output Thread

02l 3 o Mejle o>l (FF Snort)
Figure 3 Single-Thread Model(Standard Snort)

Write
alerts

Read
alerts

> Shared
Queue

Snort Engine

OJ_E ;qao].ﬂ °H Eﬂ/\E ,4—0101] A
gt adde Bty v Adodden A
Aol AENSS AvE divh AdAnE Fosd
%}7} il uAe] dop & wiAA7} BolklrhE e

#ok. TElm Bl Ax AuAg slop ¥

Ak grE

= A5 244 98 3l Syed Yasir Abbas7h Al

okt mdle Ax wAlE AuXgeEHs AL £ gtk

T} HEAZEE AR 2] g1 AFado] ol
()

7b el
Aok Al

O ARHAAR Qs A A AR 3ol B %
A FAE R Wl ol olF shas] 9
Srkes ARE Ang FolA Ax dAAE FeRks
7 BAZAY TS Wy ¢ SR

71%  Snorte]  ZaLAe
Abhas®] mdld] Mz i
Aze v 2ge zds ]

Y BN ZET W A Beke Asde) A5
< AT

B (Correlation Analysis) T& 7124
x]lﬂ 8% HOM o]¢r7} =M 531 5

715 fq%/\i elelAd A 2 71EA

ERE IS Use A 2
AR sl 92 S g AEe] MuaAT glo.
7 olE Alel BAF 4 Qi WHom HARF dAn
4 E40] AxHT ek HolElol e AgHolRE U

HEAEES o]&
H ot Atk

» = JIX| ClHjO|AZES| 2EAIA

led sd=o] AA Fhe
Foehe ol W

o
ox
ol
I
us
o

=
_[{o

A2 A

A% oMIEZ} BAE T

st e] ol



160 BE AFHERES R0 12)

N

27 5853 A 2
A 33 gaany B4

» S32 of2f CiklolAs| S a4 24

2E QYA AST (3L, Eielelm)n U
F39) AYAREE ol z)o] N Bk 53 ol @
AR A% BEABY A

daH0E AT AEATY U BT B A
ek WA ol71FAL) oMEEE Hasiol S W
SE9) BF OAF Fob Y ARWAE Lolo} I,
AN Aol Bl 2% 41, S A9l oMEES
2% AT 4 g Fark Holok Yok e ol
Aol 93] @A A o)t Qolok el AR A
w8 HaA7Io} dt

. AAMs 2ok A] AR M

31 HEZU|gh FABK|AIA- F=x
£ =ollA AR gAY HelATAl~Ee] el B
3 Fo jEckREe] UELD | HigA|A) AH
HATNAM Snorte FMAAE Y] AHEEE U
719 AYEAA AR ol7] WiEel] SnotE o]&-8te] Al
A3t} Syed Yasir Abbast® TR 2EE Juo®
Snart 725 WA Asw S ded, B =il
Ae Hot & o BE AMEE 2eE AEE B

AT

K

rle
[11](e3

El

o

=

[m

o

4

Snort Engine
Pre=
Processor|
Packet |_yShared
Capture| |Queue
Detect
Engine
Output Thread n—1

T8 4 Felsls USR8t ARlERAAS P
Figure 4. Architecture of suggests NICS

(0" Hc SHEdRE T UEL/NE AAGAA 2T
< Snort AFRES Tl =R Falste] QiR

32 HMH BEorEElAlAY Px

B9 Apel AT B9l mEQ Ve A9
ANz B A ek PAzHE AT
Arele] mebe Asal] 93 HEA N WeleA2E
Azd 2o w9l B4, 9 20 Ee] B9lue wEe)
e Fojee] AN Al el 9 ANAE
ANET ARE WAAATE Axdolt dife £
Bl ARS AMHe] Res HA5 A7) Axsole}
T 4 gtk 9 ARzel O AL 915 )
AN Pkl QATAA L] G P A2
o o AEE sjetsly] e Azel mosl AN =
b olgEm g Aulzd F2F s Wes AAsh)

2

AAEt w4 QA HerdEA e dAQ o
Ad=e} 74 mEER AHe oEES Aatstel A
sty $id Ayrgl WS Adwsk, oF ke AR

oMIE 5717] Agdch Jeln A Hel FHE ol
ESe 1 ANZE ofnl gt glolAw ollEEte] du
4% Foldle] oHIE FEE RS A 4R
PAAE AR DRl 4E ARy B4 RN 49e
I 73 v AITAE AP



Hrdwy BAL o§d AN Bawy Axd bl

Web Log

gathering Module

File Integrity Log

gathering Module

System Log

gathering Module

Rule based

Normalization—| Correlation Analysis

Engine

ey BAA 2E2 F/)42 TripWies o438l o]
o AE A midd o8 FARGI0. na A3
3k meld ﬂ%éﬂ/\ A3 27112 292 2 9 AHE

AL WA/ AR/ AAA o ARle] o] Rl o]E =
a= 1%6}7%1 Hrt oluf WSMelM Ha3dt Furks 744
9 <¥% 2> e o w At

E 3 AXE 2T Fs

NIDS Log
gathering Module

T8 5 M oI AAE TaRlela
Figure 5 Framework of WSM System

I
& And.

2E ofiEE el He
sl st 1

E 1. g23 s
Table 1. Normalization of Web Log

= dy
Origin IP HETRIR| P
Date B It
Time & AlZE
User ARBA} ID
Query Ao @75 AEE
Protocol AlgEle Z2EE
Status Code Me| Xefdnigh
URL &R
Browser SEPIoE Brlex HE

olz] AMuje] 2w F access log FHUS o]4F

Table 3 Normalization of System Log

= oy
Oigin IP & K| P
Date T It
Time T AR
User ASAL HE
Level Errorarning/nformation
e Login/ﬁgp:i:ﬁ(gif:gnmange
Success,FailLog offFtp connect,
Informetion disconnectfail/user —> user
[Aoplication Name
AxE 2o 71EAo7 A2~ var/log/messages
s Abgsla 239 #H 23 FTP, Telnet, AMA
WA 5o AxEl HEAE 2o5 A dle] 7|55
drk 7 Jdm ofEEAe) el T E= 2 7|=3}
old &

o oA R
b = i
;oo
.
22

2 A7 m

E 4 '-‘”E%J?lt” XIOIEI-X|)\|J\E{I =) Mﬁ.g_}

Table 4. Normalization of NIDS Log

ol AMATE 23 o]m, ofE of
*E‘B/QE AEIAE Axze R ZRAEH
AlzE B ojZeA o] dollA] syslog BEIR 2

messages 1ol AT}

. access log Fdell= SIMHZE AEldk BE Request® s=n oo
o] 712k E3 WEAAAE E3 dod EET = Oign 1P Fs I9Ix| P
2d 7158 = sk Dete s
Time & AR
I el B2 X35
Table 2 ib;ﬁlnjiz;t_izenojaf !%E_‘zllﬁegrity Source 1P SR P
Source Port SR} Port
=g dy Destinetion 1P == P
QOigin IP 1P (ARRE RAL Destinetion Port =&IX| Port
Dete P Signature 22 Sigreture
Time S AlZH Protocol Z2EZ
File Name ritella Priority B
Action EHZALHE ( Update/Create/Delete) Information 7E 2




162 EE AFHERZE HLGEC004 12)

AzE 2 e UE-S 5 Eglel webA
1BYe 7iSe] gazlth & A8x 239 Bl wah
4% A3l 23937 7|29 4 Itk FTPY A9t #
£ A7), At 7= Ha
ol ALgA A ofd AMEARR =<
ok NIDS< snort®] 7 2998 o)f-

5 4 st 2ol s Hag AR q
St

gl

5’]—.2 oﬂ

le

> N

A Y

322 HSoikd B4 2= MY

27 st mEAAM A @ oMIEES HE A9
Al oJElA BEAgEt)h ol EMsle RES Ao
w9 AVl wEdch O]H“Eﬂg]
Relatione]2t w3kl
Ax FX8kA ok

o)

7

Hormalized /

Data /

/Correlation ,; "\H
J Analsws  f ule Type==
Rule Data __ Event TYQ_'
""'\—._\r

¥
P =2:P < Priority Max @ P++

Return

RF=0:RF < Relation Factar Max ; RF++

EVENT[P-1] relation[RF]

EVEMTIP].relation[RF]

FiF=0: RF < Relation Factor Masx; RF++

P=2: P < Priority Max : P++

/ Caorrelation ;

/ tlart Detect /

O3l 6 Asoizy 2
Figure 6. Correlation Arnalysis Engine Flow Diagram

'|j| S=C

Akt Azl AE 4714 Helmge] dolHrt 43
olxz A3k =k System FEvent, Apache Log, File
Integrity Log, NIDS Logoln, o]Zd] FFH 84 F
Relatins TE 4 99t 8AE  OrginlP, DATE,
TIMEe] Htt (2® 62 Aokl Azdaa E4719
F2woltt. wA At @ volHyt AYE ZAE FE0
=A Art adn ZE A 24 £ =2 o)

0]
PSS

olEl9} 1 THy o[HIE dojEle]
0]E17} %% A AR :LF‘JW # Relation ZHAIZE 9
Haate wlwdch 4 271 7 B2 deld
1 Xﬂe S doE7tA wHssiA HlwatA drk o
A &AM sEEctE ER A e dHolEr) = AR
5 AT

3% Relations zt= d]

w
no
w
>
|
e
rk

N
e
2 ot
r_04 rﬁ 0
;
T &
2 6 ooz
o 3 A
- N
—E‘ mlm kg
[
it %:E
Lo
2
> =
e o
N
o, ?{‘)‘1“
e
rJ
ox
M

i
i)
m
o,
N

24717 S99 ks 7]
HaA =Y = Devicedh

o o Ix

o
e,
oot
M ok
3
o2
o
k1ol

X0,
& ko

>

N

i%

El

=<.>L_‘,

Fi

o

N,

:‘Lﬁ

et

N

M
]
b
et
o
o,
o M0
N,
=
5
B
_1
>

dolrt. gt AATF
4, 474 d¥¥ss . AlertLevel 2
g A Fawed wmel 198 A AEE 4 drh
AlertMessagets A% ZH7F 84 HS 1) HolF+= &
Ade] HArt. 2 AlertDevice o= dlE 7R A
AARAEA He Device o2 71&3t olgdl %
DeviceS0] A= qiE o] XA w ook gt

#WSM Carrelation Analysis Rule
#2004/08/18

AerlD = A008 0001;

Aertlevel = 1;

AlertMessage=" Correlation Alert Detected!!”
HiNertNotiy-DB,SVIS]

AlertDevice=SYSTEMWEB
DeviceType=SYSTEM;

DevicePriority=1;
DeviceFitter=Login,User_right, Apolication;
DeviceRelation=CriginlP;

DeviceType=WEB;
DevicePriority=2;
DeviceFitter=404;
DeviceRelation=CriginlP;

2l 7. 4BMy A52lE
Figure 7. Alert Corfiguration Script

Device Type2 39 ZEWo] A= DevicePriority
€ W9 2Ee Hluededrt A¥HEct. 22l Device-
Filtere REV} o2/ A4 SYSTEM ZES] 4
% mluafer ¥ FEL Ilogin,k User right Change,



FEAT|Y FAE ol &% AW Eotg Alxdg 163
Application =5 =T 3 \lusklesE otk Old Model 2 Syed Yasir Abbas7} A|¢ket =dlo]w
DeviceRelation H=t 4 2EQ Ase} the-$A%¢ ol 2HE= 47} 19 A= ¥FF SnotE 2Ith g

mEY Huske 3§ 845 At OrginlPeh Age)
Hoirty Al SYSTEME| OriginlPgh F3 gk 7HA
< HolEHE Hlwdch

WEB 2E2] 79t fA4M7}F Request & Astal g
B3 -zr— e "9Ey sk S 4 9 22 ghEolth A
289 7% Signatured] Sol7le EAGS YU

Ht}.  FILE INTEGRITY <+ UPDATE,
CREATE, DELETE 55 =¥ 3 At

IV. HEHI[E HALHKAIAY H5ETL

OO o

~—

WEL7 AYPFAA2EL FF Snot(Hd 2=
9} Syed Yasir Abbasz} Aleket ths 2= md Tzlw
=R Aglkek 2l HuAz £5E Hlmsich
17171 981 “Ping ?s 1 ?n k ipaddress
2] A (malicious ping) FAL A3}

o] Aalolx Malicious Png 345 sl &
3t J4ukE Ping EEAAE forkdid F
Al Ping 524% sl== Zzads aAsM o83

F

N
N,
lo
gzru
O:

o My 1
=
it
g i{
~

o
Aty

i
01::
o
rlo
N,
ox

aga ARyt Aee AT e Aus w4 & o
A A8 MRS Hlwdhtt o] W TEE WpE ol
FeuAE dgon 1 Fol UEAQ] % /AE AmI.
=Rl
20
1 I
1 1
21
o
212
g“ (LA LT LA A B Old Mode
= 0 New Model
500 1000 2000 3000 .
Alert Count

O 8 M5 "5oHi
Figure & Performance Evaluation 1

I New Model-2 & =FoA] Aokt A=
7 AdeAA AdeH 2AHE J5E
oz Z7MANEA AR Za JlevE A2E dgtA
9z Hwagrt. AAASZE New Modelo]
Model Htt Az Adso] WalgsS 18 4 Atk
EF SnatE vE 2Horye R A
ANEEE AR ZLD}D% New Model& o]Ht}h O
]

& 2=
= 10, 20, 50, 100

¢

[gsgt2]

15 LOLNEH ] 0 New Model

o
c
o
8
& B Old Mode
(o
=
=

5 LO LR

3000

0 (BT
50 1000 2000
Alert Count

2 9 85 ot 2
Figure 9. Performance Evaluation 2

[A=g7] 9=  [A5%E7) 1] B 22 2
sto] Brlatglek. (A7t 119 Rlsd 295

Ueidth 2 593 Aes ¢ o 2ds 47 golxd
Agjg ezt Wk s Old Model Hrb AIgF New Model
o] oihe] At s & 4 Stk FERASE A

Az mEY BARES AME T2 2oz Edhe 24
weAE T A =k o= A3 el S v
Agkom H =RoA Aokehs M HoldgAlAgex=

s HdSs Btk



164

EE AFHERZE HLGEC004 12)

to o

fo rob o fof
il ol ol

o CGI 270

M

oo

V. BAH SotmEAAY 29

AlLfzle & 23

L Nisls °J‘H‘ﬂ HOMﬂ*] L

e
! =
o
M
&
o

:?L_‘,
ol
olN
:?L_‘,
5
pu
e
_Q
N

o X
o

S,

lo

o

o

£,

o

(Auele 1) 4 Au 2ol 404 el A

F70] PASYE A FEawy 2A

gl
o

b 23

192.168.10.128 [17/Augf2004:16:23:00
"HEAD Jogi-bindweodist.ogi HTTPALDY 404 0
FRUERIAAE 2T

[=] [1:116310° WEB-CE webdistog acoess [#]
[Classification: ~ access  to  a  potentially
application] [Priority: 2)

08/17-16:23:00.494300 192.168.10.128:1392 >
192.163.1024:80
TCP TTL:A28
OF

=P S DIS70DDC Aok OxA37BAT42  Win:

OFFFF Teplen: 20

[Xef =
http://cgi.nessus.org/plugins/dump.php3?id=10299]1( Xref
=

httor//cve.mitre. orglogi-binovename. ogi?neme=CVE-190

9-0039Irel => hittos/www securityfocus.combid/374]

00

wnerable  weo

TOS00  ID31643  Iplen20  Dgmlen203

Asony 2M7| 23

Correlation Alert [AM08_0001]

2004/08/17 162300 “webdistogi Scan Detect 17
Aert Device : Web, NDS

Detail Log of Web [Priority 1]

192.163.10.128 2004/08/17 162300 "HEAD
fogi-bindwebdistog HTTPAL” 404 0

Detail Log of NIDS [Priority 2]

192.168.10.128 2004/08/17 162300 ‘WEB-CA
webdistog access” TCP Priority: 2

[Classification: acoess to & potertially vulnerable web

application]
ESA N AYEAASE 2ash G 20 B4
of AFAe] g At Ayt TAHTh F, olget ol

A% Az e, %azg} AgEA

[Aluzle 2]
o] BIAE 1, 1 AlZkel] Al iloﬂ Telnet

e 2ele

3 A Tl B

FRERNAE 2T

[=] [1:7168] TELNET access [+]

[Classification: Not Suspicious Traffic] [Priority: 3]
08/17-19:06:14.295727 192163102423 —
192.168.10.128:3635

TCP TTL:&4 TOSOXO ID:18851 IpLen20 Dgmlen®2 DF
P Sar Ox167010B7  Ack: OX75AA8FCT Wine
O7D78  Tealen: 20

[Xref =

httox//eve.mitre.org/ogi-bin/cvename. ogi?name=CAN-1999-
0619]Xref = http:/Amwwhitehats.comyinfoiDS08]

Al2E 23

Aug 17 19:06:08 localhcst PAM_pwdo[29680): (login)
session opaned for user ccuser by (Lic=0)

Aug 17 19:06:14 localhost PAM_pwdd[29696): (su)

session opaned for user root by ocuser (Lid=500)

ol FEM 27
2004-08-17 19:06:14 [ File Integrity ] U000 Q
/homefroot/oublic_htmindex himl O

ASHEY 2M7| 2T

Correlation Alert [A0408_0002)

2004/08/17 19:06:14 “Web Sevice Attack Detect IIl”
Mert Device : NIDS, SYSTEM , File Irtegrity

Detail Log of NIDS [Priority 1]

192.168.10.128 2004/08/17 19:06:14 “TELNET access”
TCP Prionity: 3

[Classification: Not Suspicious Traffic.

Detail Log of SYSTEM [Pricrity 2

192.168.10.128 2004/08/17 19:06:08 Login, ocuser
192.168.10.128 2004/06/17 19:06:14 User Right change,
oouser —> root

Detail Log of File Integrity [Priority 3]

192.168.10.128 2004/08/17 19:06:14 UPDATE
“Ihomefroat/oublic_htmi/indsx html”
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