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a(x)

s'(x) s(x) a(x)

[s' 0,c, s' 0,c, s' 0,c, s' 0,c] = 

     [s 0,c, s 0,c, s 0,c, s 0,c] ⊕ [w round*Nb+c]

0≤c<Nb [wi]

0≤round≤Nr

1≤round≤Nr

[wi]

i 0≤i≤Nb(Nr+1)

RotWord {word [a0, a1, a2, a3]} =  

          word [a1, a2, a3, a0]

[x i -1,{00},{00},{00}] x {02} x i-1
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w[i] w[i-1]

w[i-Nk]

w[i-1]

Rcon[i]

RotWord

SubWord

Word 0 Word 1 Word 2 Word 3

Word' 0 Word' 1 Word' 2 Word' 3

Nk = 8 i-4

Nk [i-1]



CSA next <=  CSA present(prn seed mod 8)

CSA Boundary
Calculator

To KeyExpander

Plain/CipherText

Key Value

PRN SEED

To Transformation

SOLO n - round  <=

 Inv/SubByte( odd) n+Inv/ShiftDiagonal(odd) n+

 Inv/MixColumn( odd) n+AddRoundKey( odd) n
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