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Design and Implementation of A Policy based QoS
Management System to Support Dynamically
Differentiated QoS
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Abstract

To provide Internet QoS, the IETF proposed two models of Integrated Services (IntServ)
and Differentiated  Services (DiffServ). Unlike IntServ where resource reservation and
admission control is  per-flow based wusing RSVP, DiffServ  supports aggregated traffic
classes to provide various QoS to different classes of traffics. However, a dynamic QoS
management  system  is  required to dynamically provide differentiated QoS for  customers
who require dynamic QoS change. This paper designed and implemented therefore a
policy-based QoS management system to manage effectively and configure dynamically QoS
of DiffServ networks. The validity of the system has been verified by the experimentation
on the Linux-based DiffServ network.
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| . Introduction

The best-effort service model in  curent [P
networks does not provide the QoS requirements of
next generation network services. To solve this
IETF (Intemet FEngineering  Task
Farce) proposed two models of Integrated Services
(IntServ)[1] and Differentiated ~ Services — (DiffServ)
[2l IntServ model is based on per-flow resource
and admission control through RSVP
Reservation ~ Protocol). The
IntServ is  that the required
QoS treatments
raise  severe  scalability
other  hand,
rather  than
QS to

networks.

problem,  the

reservation
(Resource main
disadvantage  of
flow states and the
in a coe [P netwok
DiffServ. model, on the
supports  aggregated  traffic
individual ~ flows
different

However,

information  of

problems(3].
classes
different
packets in IP

and provides
classes  of
a dynamic
required  to

QoS management system is
differentiated QoS
for customers who require dynamic QoS. From this
system that can
differentiated QoS provisioning is

dynamically — provide
reasoning, a QoS management
required.
(PBM)[3]  has
a technology that can provide

manage
Recently,
been considered as

policy-based  management

QoS  management supports. The amount of QoS
management task can be reduced by using policies
because one policy can be used for many policy
targets that are and the

policy  can dynamic QoS

various network nodes

accept  customer’s
research  projects
PBM  technology

going on, but only few of them detail the design

requirements. There are several

for QoS guarantees using the

and implementation issues of a QoS management
platform with PBM concepts.

The implementation of the
system  is

framework and  uses

policy—based QoS
buld on EJB (Enterprise
XML  (Extensible

management
JavaBeans)

Markup  Language) to
high-level QoS policies[4][5].
This paper is structured as
backgrounds of this work. Section 3
architecture and components of the
management  system Section 4
Linux  DiffServ
system and the
video

represent  and  validate

follows. Section 2
investigates
discusses  the
proposed QoS
presents the implementation of the
router and the Qos management
results  in the

system. Finally in section 5 we conclude the paper.

experimental streaming

I1. Background

1. Differentiated Service

DiffServ is a technology to provide QoS In an
efficient and a scalable way. It supports aggregate
traffic  classes rather than individual flows and

provides a differentiated QoS to a different class of
in [P networks.
differentiation  for
with different

flows DiffServ provides a service

aggregated IP  packet streams
per hop behaviors (PHBs) by various
differentiated ~ service code point  (DSCP)  values.
Edge routers mark each [P packet with a DSCP
value and core routers forward the  packet
according to the corresponding PHB based on the

DSCP value in the IP header.

""""""""""" + MF (Multi-Field)
+ BA (Behavior Aggregate)

MF 1 N Shaper
Classifier [ 117] V2™ ™ Dropper

BA Queuing
classifier Scheduling

A Edge Core 5 oo Core Edge
router router Touter router

Differentiated Services Network
am——

Figure 1. DiffServ architecture
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As illustrated in Fig. 1, two man functional
an edge router are traffic classifier
conditioner  block (TCB). The traffic
multifield (MF) classifier

components  of
and traffic

classifier has an alias of

and classifies packets based on their IP header
field values such as source address, destination
address, DSCP, protocol number or port address.

TCB  contains  the
meter, marker,
TCB is to
requirement associated with the classification of a
packet and then assign a DSCP value to the IP
packet for a particlar behavior. When a stream is
a DiffServ  network, this DSCP
value triggers a selected PHB in all core routers in
the network by a behavior aggregate (BA)
classifier. DSCP is simply a value set in the first 6
bits of the differentiated services (DS) byte in the
IP header. It specifies a particular PHB to a router
four types of
default
(CLS),
and assured forwarding

functional blocks such as packet
shaper and/or dropper. The work of
shape a packet to meet the policy

passed  through

for a corresponding packet. Currently,
PHBs are DiffServ  networks:
behavior class
expedited  forwarding
(AF).

specified  for
(best—effort),
(EF),

selector

2. Policy-based QoS management

The objective of the policy-based QoS management
is to manage the QoS of using
high-level policies that describe the behavior of the
network in a way as

connections

independently as possible of
network devices and topology. The amount of QoS
management task can be reduced by using policies
policy can be used for many policy
nodes. The four
the policy-based management,

because one
targets that are various network
functions  of
shown in Fig. 2, are

main
graphical user interface,

discovery, transformation logic, and
distributor. The graphical
used by a network administrator to

(Service Level

resource
configuration user
interface  is
input  SLAs Agreements) to deploy
QoS of a network. The service level that a network

offers for a customer is defined by both an SLA,

and a high-level QoS policy is defined by an SLA
and an infomation on a network topology that is
discovered hy the function of resource discovery.
The transformation verifies  the  high-level
high-level policies
distributed  to

logic
and also translates the

into  low-level

policies,

policies  that are

various devices i the network. The configuration
distributor is  responsible  for  ensuring that the
low-level policies are distributed to the various

devices in the network[6].

Graphical User Interface ‘ Resource Discovery

SLAs Topology Information

High-Level Policies

| Transformation Logic |

l

Low-Level Policies

!

| Policy Distributor |

Figure 2. Policy-based management concept

3. EJB-based management architecture
architecture EJB
complexity ~ of  the

The management based on
technology

development  of

simplifies  the
multi-tier
and enhances portability by separating the various
inherent in the
such  as  transaction

management  systems,

complexities multi-tier management

management,
pocling,
logic  and

applications,

life-cycle management, and resource from

specifics  such  as  business user
interfaces[7]. There are three main components in
EJB  technology - EJB EJB
and EJB connector. An EJB  component
that functionality

in many applications. An EJB

environment for

component, container,
is a Java
which  is
container

EB
provides a
data

gives

class encapsulates
reusable
runtime
EB
EJB  components
systems.  EJB  technology
management system developers the ability to model

the full range of objects network

provides a
cormponents. The connector
mechanism  for to  access
from  legacy

found in
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management by  defining the following  distinct
types of EJB components: session beans, entity
beans, and message-driven beans. Session beans
represent  behaviors  associated with  client  sessions
and are nonpersistent  objects.  Entity  beans
represent  collections of data and are persistent
objects. Message-driven beans represent JMS (Java

Message Service) consumers that implement business

server(7]. It provides asynchronous
between EJB  beans. By

EJB-based management framework has a

logic on a
communications these
specifics,
follows:  encapsulation  of

number of benefits as

simplified  application  development,
scalahility, consistency,
database and

container-managed

logic,
extensibility,
management,

business
transaction
directory aceess,
persistence, and distributed

object access.

lll. Design

This
management

QoS
section  we  also
system, and QoS

section  describes  the  proposed
system.  In  this
discuss the components of the

management procedures

1. architecture and component

The architecture of proposed QoS management
system is shown in Fig. 3.

The system conforms to the  Model-View
~Controller  (MVC)  architecture.  Therefore, it is
highly manageable and scalable, and provides the

overall strategy for the clear distribution of objects
in managing service. There are two main
components  in  the architecture:
an EJB-based policy
responsible  for  the
system. An EJB-based policy server

involved
a Web server and
A Web

presentation

Server. server is
logic of the

is  responsible

for the business logic of the system. The system
provides a  Web-based network
administrator to create and revise high-level QoS
policies  (HQPs) to be enforced on the DiffServ
network.  The  system Servlets, JSP
pages, and XML technologies to provide for the

administrator’s view.

interface for a

uses Java

Web Server H

XML Schema/ | | XML Parser/ ! &
Serviets
HTTP
XSLs XSLT ——>

entering
‘high-level

- 5
' 7 %
: b-based
Region/ . TSP Pages/ .
Eﬁon MappinJ }Actmn Classe% Template ! Managemienty - cromam
i Interface ! Session
? : bean :
*********** RMIIIQP===============-cc-c-c-o ig_]_ejtfy_bja::
‘ EJB-based Policy Server cE——
EJB Container JNDYLD AP| QoS Policy
Directory
Topology Policy QoS Service —
Manager Manager Monitor Manager JDBC Topology
Database
B . Crrreetrrsr—]
Topol Packet Traffic Queuing JDBC OTE!
o || ctassifier | [conditioner| [Scheduling | [Customersf| Services Daaase
Policy Policy Policy —
JDBC _|Performance|
T Database
=)
| SNMP Connector | MIB-II
DiffServ
e MIB
——————————————————— SNMP----=--=-=-==-==--=-----
Figure 3. Architecture of a policy-based QoS management
system
As illustrated i Fig. 3 there are several

functional EJB-based policy
server in the system and they are used to discover

type,  the
low-level QoS

management  of

components  in  the

topology, each  router
composition and  distribution of the
(LQPs), the
services, and the
The system uses the

discover

a  network
policies customer
interfaces of the policy server.
following  components  to
router  type.

is an entity bean

netwark  topology and each
The topology node (TN) bean
containing the information of a network topology
and each router type. The
using SNMP MIB-I. The topology database
stores the topology information and each
type retrieved from a DiffServ
SNMP.  The
bean

information

is retrieved
(TD)
router
network  through
(TM) bean is a
discovering  the
topology and each router type and
storing them into the TD and setting up the TN

information

topology  manager

session responsible  for
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beans according to the retrieved information.

The system wuses the following components to
translate  HQPs into LQPs and distribute the LQPs
to the DiffServ network. The packet -classification
policy (PCP) bean is a part of LQP entity bean
that classifies  packet assigns
identifiers to them. The PCP beans are deployed to
edge routers and control the inbound traffics. The
traffic conditionmg policy (TCP) bean is a part of
LQP entity bean that meters the classified packets
to check whether they conform to a traffic profile

and  performs

flows and class

marking, dropping, and/or  shaping
packets according to the metering results. The TCP
beans are deployed to edge routers and control the
outbound  traffics. The queuing and  scheduling
policy (QSP) bean is a part of LQP entity bean. It
scheduling, and/or  dropping
beans are deployed to
the outbound traffics. The
a directory storing the
beans. The policy manager (PM)
bean that

low-level

queuing,
packets. The QSP
routers to control

performs
core
QoS
LQp

bean is a session

policy  directory  is

is responsible for translating HQPs into
QoS policy beans and setting the values
of DiffServ MIBs of the routers. The PM is also
responsible  for  deploying the LQPs to
in the DiffServ network. The QoS monitor
(QM) bean is a session bean that is responsible for
QoS resulted policy
deployment by retrieving the DiffServ
MIBs and comparing them to the attribute values
of the three LQP beans.

The system uses the customer bean, the service

relevant
routers
monitoring  the from a
values  of

bean, and the service manager bean to manage a
customer
individual

in a customer

customer’s  services. An instance of a

bean  represents a  customer. An
customer’s  information is maintained
service database. The

service provisioning for a customer and the service

service bean represents a

manager bean guides the installation process of the

service bean.

2. QoS management process
To process a policy-based QoS  management

efficiently and correctly, the following procedures
policy  definition

palicy
process  a

are required: topology  discovery,
policy
deployment, and QoS monitoring.  To
policy-based QoS
correctly, the following procedures are required:

and validation, translation,

management  efficiently and

Topology discovery: In order to describe the QoS
of a DiffServ network, the system should have the
knowledge of the
router’'s  role.  The
the discovery of the routing topology and router
type discovery by using two SNMP MIB-II tables,
ipAddrTable and ipRouteTable. The  ipAddrTable
contains [P addresses of all network interfaces in a
router and the ipRouteTable contains an IP routing
table that has a next hop host and a network
interface for a set of destination [P addresses. The

routing  topology and  each
TM  session bean accomplishes

topology and router information  discovered  from
the network are stared in the TD, and are
represented as TN entity beans.

Policy  definition and  validation: The  system
defines HQPs as valid XML documents and
validates the XML documents. A Java Servlet on

the Web server receives QoS policy data from a

Web browser and creates valid XML documents
and then validates them. Once the HQPs are
validated, a Java Servlet requests a PM session

bean to create the instances of LQP entity beans,
PCP bean, TCP bean, and QSP bean.

Policy translation:  The QoS
policy from HQPs to 1QPs is dme by the PM
session bean on the E]JB-based policy server. The
PM  session bean translates HQPs to LQPs by
properly  setting  the attributes of the three LQP
entity beans. The attributes of the LQP entity
mapped into  the configuration
parameters  to

translation of a

device
DiffServ

beans are
configure  the routers  for

provisioning QoS requirements.
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Policy deployment: The deployment of LQPs is
done by the three LQP entity beans. These three
LQP entity beans perfoom SNMP  operations for
deploying each LQP. The PCP bean and the TCP
bean are deployed to edge routers to control the

functions of the edge routers, whereas the QSP
bean is deployed to core routers to control the
functions of the core routers. The PCP  bean

TCP bean performs
the traffic conditioning such as metering, marking,
dropping, shaping packets. The QSP bean
performs  queuing, scheduling, dropping
packets. A set of these actions is accomplished by
DiffServ.  MIB. The DiffServ MIB

and management aspect

classifies packet flows and the

and/or
and/or

using  the
describes a  configuration
of DiftServ routers.

QoS  monitoring: A deployed QoS policy might
defined in the policy. The QoS

in the system uses the same DiffServ

not behave as
monitoring
MIB as in the policy deployment. The QM session
in the three
LQP beans and compares the observed behavior of

bean accesses the policy definition
a network to the one defined in the policy. If any
QoS degradation is observed, the QM session bean
notifies an  administrator by
updates the performance database.

alerting messages and

IV. Implementation and experiment

1. Linux-based DiffServ routers

Limx-based routers our DiffServ
network  testbed.  Supporting  differentiated
are already
source code version 24 and later[8].

are used for
services
in the manstream Linux
Fig. 4
of a Linux

incorporated
kernel
shows the implementation architecture
DiffServ  router. An SNMP agent with a MIB-II
DiffServ.  MIB  receives

and a management

operations from the FEJB-based policy server and
performs  appropriate parameter  changes in  the
Linux traffic control (TC) kemel. Communication

between the SNMP agent and the Linux TC kemel
is achieved through Netlink socket[9l. An SNMP
agent containing a MIB-II and a DiffServ MIB has
UCD-SNMP
package 4.22(10] that provides an agent extension
capability.

been  implemented by  using  the

i User Space
i
UCD-SNMP 4.2.2
DiffServ
SNMP Stack
‘ SNMP Agent ‘
f i
| Netlink Socket |
— e
! Kernel Space l 1
| (ver.2.4.18) 1
! ‘ DiffServ Extension Code, iproute2 ‘ ;
s |
.
agkets i
1t Linux Network Traffic Controller >
! |
! |
e ST IOy,

Figure 4. Architecture of a Linux DifServ router

2. A QoS Management System

The system is implemented on a Windows 2000
server system. It consists of a Web server and an
EJB-based policy
responsible for the presentation logic of the system
and the EJB-based policy server
of the system In the

server. The Web server is

is responsible for

the business logic MVC

architecture, the view is implemented using the
JSP  template mechanism and the Composite View
pattern. The controller is implemented using the

Front Controller pattern (a  Action Servlet) and the
Session Facade pattern (EJB  Session Beans). The

model is implemented using EJB Entity Beans and
Service Locator patten. We use Apache Tomcat
401 for the Servlet and JSP container. An

EJB-based  policy the  business—tier
runs an EJB server to manage EJB components.
JBoss  241011lfor an FEJB-based policy
sarver and use EJB 11 to implement EJB beans.
AdventNet SNMP API[12] written in Java are used

for handling SNMP Oracle &

server  within

We use

operations.  The
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Enterprise  Edition 816 for Windows NT is wused Fig. 5 shows the main screen (indexjsp) of the
for storing the performance and topology  policy-based QoS management system.  Fig. 6 shows
information derived from MIB tables. the input fams for the  high-level  policy

information and Fig. 7 shows the result of the
request for the policy creation of Fig. 6.

(B BI® E?\Qﬂ EL SLH
-2 -0 4| 9z Gy @oco B[ ol E

&
| 740 [&) hp://locahost808)/pmaosds/index.jsp

PM QoS Ds Apolicy-based QoS management platform 3 EXDeI’ImeI’]t
To show the effectiveness of the system, we

Home

TopologyViener ’ apply Windows Media Streaming Services to our
Pc Ci

reaior

o v DiffServ  network. To do that, we configure a
» testbed shown in Fig. &

S1 DI1(Serverl)
Y

Premium seryice

w52 - - Q (3 AY| Qe s Gonn BB SEE

Z4(D) [€] http//localhost:8080/pmaosds/create_policy_region.jsp

P M QoS Ds Apolicy-based QoS management platform

Bronze sérvice

Creating a New Policy

Home

Topology Viewer This displays a new Policy Defintion page. Differentiated Services Network
Policy M i
B Gy Policy D B . .
Ellegenet | Conditions: Figure 8. Experiment. emvironment
QoS Monitor Source Node [192.168.1.2
Helps
Destination Node [172.16.1.1
Rowers oy Two streaming servers are attached to the
Application Type [CER (Constant Bit Rate) 7] _
s B network one server to DI and the other to D4
Actions:

Fig. 9 shows the snapshot of the streaming server
o applied to the testbed They have exactly the same
Figure 6. Snapshat of the system hardware and software system configurations. A
policy server is attached to D3. The systems in the

Service Level [Fremium Senice 7|

=
bas = s ey [ ; -
. ot U oD TR testbed are ruming on the following hardware
Z2(D) [) htp://localhost:3080/pmaosds/create _policy_action,do =] o . . N
T e St ol el 2 configurations. The care routers are rurming on
PMaosDS ..o mnsgenentpitom Pentium IV 18 GHz with 512 MB man memory,
o il 055w ol and VA the edge routers on Pentium IV 15 GHz with 512

iom:

N e ST ‘@ MB main memory, two VOD servers on Pentium IV

Policy Creaior Viowin L o QU G5 S 7 i .

BacyDci E 20 GHz with 512 MB main memory, and the other
Sl systems on  Pentium I 10 GHz with 256 MB

<source>192.168.1.2</source>
- sinaoncros> main memory. All the links in Fig. 8 are connected

- <routerGroup> .
ey via FastEthernet NICs.
</routerGroup>
- <applicationGroup>
<application>CBR</application>
Bl
<start>Any</start>
<end>Any</end>

Figure 7. Snapshat o the system
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Figure 9 Snapshat of the streaming server

In the configuration, there are three connections
two for multimedia comnections and the
traffic.
are the comection between S1

running -
other one for Two connections  for
multimedia  traffics
and Serverl, and the one between S4 and ServerZ.
Those connections link between (0 and
Cl. To differentiate the services between them, the

connection between S1 and  Serverl

CIross

share a

is applied by

Premium  service, while  the other  multimedia
connection between S4 and  Server? is  applied by
Bronze  servicee To make the sharing link

congested, MGEN toolset[13] is used to generate
cross traffics on that link, and CBR traffics are
used to that goal. traffics  are
generated at (0 and sinked at Cl router. By doing
this, levels and the resulted QoS can

achieve Cross

the service

be explicitly demonstrated.

|
EERE |
oicio
2A0h HIE D28
HEBHHIE DEE:

5084 Kbps
5084 Kbps.

0fps
28 fos

Figure 10. Srapshat of the dlient St

58,4 Kbps
5064 Kops | | A

Figure 11. Snapshot of the dlient S4

Fig.
experiment.

10 and Fig. 11 show the results of the
Fig. 10 is the the
comection with Premium Service between S1 and
Fig. 11 is that of the
Service between S4 and the
streaming ServerZ. As shown in Fig. 10 and Fig.
11, the the video quality of
connection is explicit. The client SI  with Premium
stream  with 5303  Kkbps,
while the client S4 with Bronze service receives a
video stream with 2456 kbps.
From the experiment, we
proposed  policy-based QoS
provides  differentiated QoS

connections

snapshot  of

the streaming Serverl.

connection with Bronze
difference in each
service receives a  video
can verify that the

system
levels to the contending

management
using the management platform.
Obviously, this work can be extended to a network
with more complicated connections.

V. Conclusion

In this paper, we proposed and implemented a
policy-based QoS management platform for DiffServ
enabled [P netwarks. The system integrated the
functions of  policy management  and QoS
monitoring by extending the original IETF PBM
architecture to the policy-based QoS management.
We presented both a QoS management model for
policy-based QoS and a QoS
mechanism.  We  showed the QoS
the structures

provisioning
management
management procedures as  well as
and components of the system.

To show the effectiveness of

our system, we

experimented with video streaming systems in  our
Linux-based DiffServ  testbed In the experiment,
we demonstrated that owr system is able to

manage  differentiated QoS provisioning in  a
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DiffServ  network. Because this wok can  be
obviously extended to a network with more
complicated connections, we are currently
extending our system with the various QoS policies
on the testbed to study how the system can
provide differentiated QoS guarantees with  various

service requirements. We expect our system to be
integrated in the
systems used by the service providers

successfully service  management
in order to
meet various dynamic QoS requirements from their

customers.
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