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Security Policy Model for the Intrusion Detection and
Response on Enterprise Security Management System
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Abstract

Very various intrusion by development of systems that is based on network is spread.
To detect and respond this intrusion, security solutions such as firewall or IDS are
bringing and management of security system that load these becomes more harder.
Moreover, because environment of systems that require security is various, hard to manage
establishing suitable security policy. Therefore, need model about enterprise managemert
of varlous security system and intrusion detection of each systems and response. In  this
paper, improve PBNM structure that manage wide network resources and presented
suitable model in intrusion detection and response of security system.  Also, designed
policy-based enterprise  security management system for effective intrusion detection and
response by applying presented model to enterprise security management system
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Table. 1 Detection result for palicy of systems

policy A policy B policy C policy D
system 1 %0 0 0 50
RoM 37 0 214 37
system 2 20 2 0 2
RoM 182 182 213 182
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Table. 2 Result of detection per policy

policy A policy B policy C policy D

system 1 50 0 0 50
system 2 2 2 0 2
system 3 0 10 0 0
system 4 10 0 20 10
system 5 0 ] 50 0
system 6 50 50 50 50
system 7 40 20 10 40
SumiP) 20 20 190 20

FoP 208 208 198 208
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Fig. 8 Ratio comparison graph for pdlicy
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