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Abstract

As the development of information telecommunication technology and thus the information
sharing and opening is accelerated, IT system is exposed to various threatener and the
avrious security incident is rasing its head with social problem As countermeasure, to
protect safely and prepare in the attack for a system from a be latent security threat,
various security systems are been using such as IDS, Firewall VPN etc. But, expertise or
expert 1s required to handle security system. The module, implemented in this paper, is
based on Windows XP, like Linux and Unix, and has effect integrity and non-repudiation

for a file.
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Table 2. General Access Right
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OMNER_SECURTY_INFORMATION |
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&rDac!, NULL, (LPVOID #8pSD) = ERROR_SUCCESS)
relumn —1;

CloseHandlethFile);
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coName = 0;

coDomein = 0;
LookupAccourtSid(NULL,
NULL, &coDomein, &pelise);

pOwner, NULL, &chName,

Name = (char *mallocicoName);
Domain = (char ¥malloc(coDomain);

LookupAcoourntSidNULL,
Domein, &coDomain, &pelse);

pOwner, Narme, &chName,

strepy(Entry->Name, Name);
strepy(Entry->Dormein, Domain);

free(Name);
free{Domain;

nAce =

/DACL M2

GelExplicitErtriesFromAd(oDad), 8nAce, &cEntry)
Entry—=>Count = (innAocs;

forli = G i < (intinfces i) {
coName =
coDomain = G
LookupAcoountSid(NULL,
pErtri] Trustee ptstrName,
NULL, &ctName, NULL, 8ckDomein, &pelse);

Name = (char 9malloclcoName);
Domein = (char ¥malloclcoDomain);

LookupAcoountSid(NULL,
pErtril Trustee ptstrName, Name,
&cbNarme, Domain, &coDomain, &pelse);

stropy(Ertry->AceNamell], Name);

Ertry—>AcoessModgli] =
AcoessModeToDword(pEntryli]. grfAcoessMode);

Entry->Permissionli] = pEntrviil grfAccessPermissions;
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GetNamedSecuritylnfo(FileName,
SE FALE_CBUECT,
DACL_SECURTY_INFORMATICON,

DACL_SECURITY_INFORMATION,

NULL,

NULL,

&ExistingDad,

NULL,

8psd);

BuildExplicitAcoesswithName(8explicitacoess,

Trusteg,
AcoessMask,
option,
InheritFlag);

/! add specified acoess to the objedt
SetEntriesinAd(l,
Bexplictaccess,
ExistingDacl,
&NewAch;

/1 apply new security to file
SetNamedSecurityinfolFileName,
SE_ALE_ OBJECT, // ovject type
DACL_SECURITY_INFORMATION,
NULL,
NULL,
NewAcl,
NULL);
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