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Abstract

The purpose of this study is for designing a illegal query detection system using
Winpcap library for unauthorized access by internal person. The illegal query detection can
be possible detecting the data in out of access control or searching illegal data by
plagiarizing other user ID.

The system used in this paper collects packets and analyzes the data related to SQL
phrase among them, and selects the user's basic information by conparing the dispatch of
MAC address and wuser's hardware information constructed previously. If the extracted
information and user’s one are different, 1t is considered as an illegal query.

It is expected that the results of this study can be applied to reducing the snaking off
unprotected data, and also contributed to leaving the audit records using user's access log
which can be applied to the pattern analysis.
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