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Design of Modified MDS Block for Performance
Improvement of Twofish Cryptographic Algorithm
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Abstract

Twofish caryptographic  algorithm  is  concise algorithm  itself than Rijndael cryptographic
algorithm as AES, and easy of implementation is good, but the processing speed has slow
shortcoming. Therefore this paper designed improved MDS block to inprove Twofish
cryptographic  algorithm’s  speed. Problem of speed decline by a bottleneck phenomenon of
the processing speed existed as block that existing MDS block occupies Twofish
cyptosystem’s  critical path. To reduce multiplication that is used by operator in MDS
block this paper removed a hbottleneck phenomenon and low-speed about MDS itself using
IUT operation and modulo-2 operation. Twofish cryptosystem including modified MDS
block designed by these result confirmed that bring elevation of the processing speed about
1096 than existing Twofish cryptosystem.

» Keyword : Twofish cryptographic algorithm, MDS{Maximum Distance Separable),
Multiplication and LUT operation
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Fig. 1 Block diagram of Twofish cryptographic algorithm
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