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Abstract

The service use management for keeping up stable and effective environment is hard little by little
by according to increase of intemet user and being complicated network environment of the Internet
little by little, being various of the requirements of the service which is provided and the user
demand. And the begimming flag security was limited in IDS, But recently the integrated civil
management is coming to be considered seriously according to adventting IDS, Firewall, Security of
system. The development of integrated security civil management system to analyze widely through
observation and detection at Network or host base, the judgment of attack, and integrated analysis of
infiltration information is necessary because of detecting the various type attack.
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// FWSLF-Message Z&j~~ DID

<IENTITY % attlistfwslf "version CDATA #FIXED ‘11>
<IELEMENT FWSLF-Message ((Connect| Heartbeat)*)>
<IATTLIST FWSLF-Message %attlist.fwslf;>

// Conrect e~ DID

<IENTITY % attvals.criticaltype "(unknown|normal |
suspicious | warning | critical )">

<IENTITY % attvals.actiontype "(unknown |

pass | block | protect) ">

<!ELEMENT Connect (Sensor, CreateTime,

Source, Target, Classification, AdditionalData*)>
<IATTLIST Connect ident CDATA ‘0

criticality ~ %attvals.criticaltype “vmknown’

action Yattvals.actiontype “unknown’>

// Heartbeats Fej2~ DID
<IELEMENT Heartbeat (Sensor, CreateTime, AdditionalData*)>
<IATTLIST Heartbeat ident CDATA "0/>
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// IDSLF-Message &~ DID

<IENTITY % attlist.idslf "version CDATA #FIXED “1.1">
<IELEMENT IDSLF-Message ((Alert | Heartbeat)*)>
<IATTLIST IDSLF-Message %attlist.idslf;>

// Alter Ze§2 DD

</ELEMENT Alert(Analyzer, CreateTime, DetectTime?,
AnalyzerTime?, Source*, Target*, Classificationt,
Assessment?, (ToolAlert | OverflowAlert | CorrelationAlert)?,
AdditionalData* )>

<IATTLIST Alert ident CDATA ‘0 >

/] Awalyzer ZF&j2 DID

<!IELEMENT Analyzer (Node?, Process? )>
<IATTLIST Analyzer analyzerid CDATA ‘0f
manufacturer CDATA  #IMPLIED

model CDATA  #IMPLIED
version CDATA  #IMPLIED
class CDATA  #IMPLIED
ostype CDATA  #IMPLIED
osversion ~ CDATA  #IMPLIED>
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2 IDMEF Message Format - Microsoft Internet Explorer

MeHE) BEE) =0 SHATW E2D =sUH) ar
D= - e [ € DO au slesxaso £
IDMEF Messagse Format
ITAME sensor.bigcompany.com
ANALYZER 2000-03-
SRR 09T18:47:25+02:00
ADDRESS 222.121.111.112
—— USER MAME badguy
SERVICE
o 31532
ITATE myhost
ADDRESS 123.234.231.121
TARGET SERVICE finger
MAME
PORT 79
ITAME finger
CLASSIFICATION|
URL ity ffwrwrw vendor. comffinger
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Fig. 12 Firewall Log Interface of Web base
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SENSOR
MAME sensor0 1 bigcompany. com
CREATE | op g TETIME| 2000-03-09T10:01:25 93484 0500
TIME
MAME badguy hacker aet
SOURCE| ADDRESS 123.234.231.121
METMASE 355.255.255.255
TARGET | ADDRESS Oxde796£70
MAME hitp
SERVICE TRL http-ffwrwree. bigcompany. comiindex htm|
IETHOD GET
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TIE 13 P Rle] FRIEX| 27 ClHuof~
Fig. 13 IDS Log Interface of Web base
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