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A Study on New Treatment Way of a Malicious Code to
Use a DLL Injection Technique

Hee-Hwan Park *,  Dea-Woo Park *
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Abstract

A Malicious code is used to SMiShing disguised as finance mobile Vishing, using Phishing,
Pharming mail, VoIP service etc. to capture of personal information. A Malicious code deletes in
Anti-Virus  Spyware removal programs, or to cure use. By the way, the Malicious cord which is
parasitic as use a DLL Injection technique, and operate are lIsassexe, winlogonexe, csrssexe of the
window operating system. Be comnected to the process that you shall be certainly performed of an exe
back, and a treatment does not work. A user forces voluntarily a process, and rebooting occurs, or a
blue screen occurs, and Compulsory end, operating system everyone does. Propose a treatment way
like a bird curing a bad voice code to use a DLL Injection technique to occur in these fatal results.
Click KILL DLL since insert voluntarily an end function to Thread for a new treatment, and Injection
did again the Thread which finish an action of DLL, and an end function has as control Thread, and
delete. The comerstone that the treatment way that experimented on at these papers and a plan to
solve will become a researcher of the revolutionary dimension that faced of a computer virus, and
strengthen economic financial company meeting Ubiquitous Security will become,
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$ Process Explorer - Sysinternals: www.sysinternals.com [HWANTES... [=|[E1][X]

File Options Wiew Process Find DLL Users Help

HD=rEs o oo HEps S 1
Process FID| CPU| Description Campany Nam
= ] System Idie Process 0 E3.70
lintenupts n'a Hardware Intermupts
—1DPCs nfa 152 Defered Procedure Calls
T Spstem 4 182
= P smss.exe 872 ‘windows NT Session Mana... Microsoft Carpor

i catss.ene 724 Client Server Runtine Process Microsoft Corpor

= Y services.exe 732 S

[ svchost. ke 1048 Generic Host Process for Wi, Microsoft Corpor

<

[F svehast.eve 1182 fenetic Hnst Prneess forudi - Mirrsait Crmer
= svchost exe < £
Name © Description Company Name Wersion ~
odizz.di GDI Client DLL Microsaft Corporation 5.01.2600.0000
fastpron.di ikl Miciosaft Carporation 5.01.2600.0000
dresapi.di DNS Client 4P DLL Microsaft Corporation 5.01.2600.0000
dhepesye.di DHCP Client Service Microsaft Corporation 5.01.2600.0000
ddcany. dll
ctypenls
escuidl Client Side Caching Ul Microzoft Corporation 5.01.2600.0000
cacdldi Offiine: Network Agent Microsaft Corporation 5.01.2600.0000

>

CPU Usage: 30.30%

Commit Charge: 13.58%  Processes: 29
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Fig. 1

The Malicious Code that was Performed to DLL
Injection Technigues.
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- %System%\ddcyw.dll (F2dLS Random3 o2&
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&5 Process Explorer Search @

Handle or DLL substring:

=
o
HJEQ

ddcawsy

Handle or DLL
CHIND 0w S System 32 ddcavey, dl
CtwIND OS5 pstem 328 ddcawy. di

Process 4 Type
wilogonexe 748 DLL
swploerexe 1568 DLL

221 2. DLL Injection Tl 27|
Fig 2. Find a DLL Injection File.
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HA2ED 42 : HEKY_LOCAL MACHINE\
SOFTWARE Microsoft\Windows
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Fle Options Yiew FProcess

HO=rESER M m;-
Fracess PID CPU  Description Company Name
[ ovchost exe 348 Generic Host Proosss for Wi... Miciosoft Corporation
Flkassere 604 L5A Shell [Expant Version]  Microsoit Corporatian

DIL Users Help

1568 149
1676

Windows Explorer
Fluna DLL 55 andipp

Miciosolt Corporation
Miciosoit Corpotation

= 1) enplorer.exe
| Juundi32.exe

SOUNDMAN.EXE 1636 Reakek Sound Manager Realtek Semiconductor C.
climon.exe 1736 CTF Loader Miciosolt Corporation
Sheilf ez 1840 Sherif (eSS
[ Letter exe 572
2 piocenp exe 1808 299 Sysinteinals Process Explorer  Sysintermals
Flemon.exe 1784 37,31 File system manitar Spsintemnals
regedit exe B4 Registry Editor Miciosolt Corporation.
Fegmon exe < >
Name + Description Company Name Versian ~
cptazdl Cryplo API32 Miciosolt Corporation 5.131.2600.0000
ceodldl Dffine Network &gznt Microsoft Corporation 5.01.2600.0000
coouidl Cliert Side Caching LI Microsoh Corporation 5.01.2600.0000
clype.nls
daveintdl \ish DAY Clisrt DLL Miciosolt Corporation 5,01.2600.0000

dhcpesve, DHCP Cliznt Service Microsoft Corporation 5.01.2600.0000
dnizapi.dl DNS Client 4P1 DLL Microzoft Corporation 5.01.2600.0000
diprose.dl Microzoft Terminal Gerver Network. . Miciosoft Corparation 5.01.2600.0000

Microsoft Corporation £.01. 26000000

duser.dil Windows Directlser Engine
. c

£ a0 2ennooon

(CPU Usage: 47.76%  Commit Charge: 21,00%  Processes: 30

T8 3. S ZRAA0| 7|4l A3
Fig 3. Parasitic to a Specific Process, and Perform.
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iexplorer.exe

explorer.exe

Fle Edt Wew Favorkes Help
B 00 Type I stallr A || ame Tipe
1] serintaltle, drivers | @(Defau\t) REG 52
: (20 vindoes [syrcbrorons REG_DWORD
E DEW:‘I“‘WD” ohiane A6 52
i et Impersonate REG_DWORD
% (] GEdtensions Bloga "G 7
= (] Moty it .
(] rypazchain []Startun Ko
(] ryptnet
(3 csedl
=i |
C| SeCertProp
(] schedule
(] scnfy
(] sencLogn
CI termsty
{21 whaloon
207 Grarialdermints
£ L
My Camputer WHKEY _LOCAL_MACHINEWSOF TWARE fMicrosoft Hvindows NTHCurentersion tflogon ity Wlimk

Data

(value ot set)

D000t (1)

CRINDOWS WSystema2ifmlmk, ol
0x00000000 (1)

SysLogaff

SysLogon

sloh 2

o] injectionFo] B8k IrhH

5 o = dlg}

I8 4. HRAER| B

BE| Eol

Fig 4. Registry Editor Corfirmation.
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ohg-shz

27N

- Sysinternals: www.sysinternals.com [HWAN\TEST,

H B =

Fle Options Yew Process Find DIL Users Help

R I X m—m

Process
= T System Idee Pracess
Tintemupts
~IDPCs
= ] Spstem
= Fsmss.oxe
Flosissere

= g winlogon.e:

FID  CPU Description

e

0 3846
n/a Hardware Intermupts
na Deferred Frocedure Calls

4
672 “windovs NT Session Mana... Microsoft Corporation
724 Client Server Rurtime Frocess Microsoft Corporation

Generic Host Process for Wi

Compary Name

["Jsvchost exe 1044 Miciosoft Corporation
[Fsvchostese 1148 Generic Host Process for Wi.. Miciosoft Corporation
[Fsuchost exe 1356 Generic Host Process for Wi.. Micmsoft Coporation
" suchost.exe <
Name + Desciiption Cornpany Nare Yersion ~

advapi32d Advanced Windows 32 Base APl Miciosaft Corparation 5.01.2600,0000

ppE vent Evt

authz.di Authorization Framework Mictasoh Corparation 5.01.2600.0000

clypenls

eventiog di Event Logging Service Miciosoft Corparation 5.01.2600.0000

adia2.di GDI Client DLL Micrasoh Corparation 5.01.2600.0000

imm32.dl Windows XF IMM32 AFI Client DL Miciosaft Corporation 5.01.2600.0000

kemel32.dl Windows NT BASE API Client DLL~ Miciosaft Corporation 5.01.2600.0000

locale.nls

Ipk.dil Language Pack Miciosoft Corparation 5.01.2600.0000

meverdi Windaws NT CRT DLL Mictasoh Corparation 7.00.2600.0000

neobiapi di Miciosoft Corparation 5.01.2600.0000 v

CPU Usage: 1.54%

Commit Charge: 5.01%  Processes: 26
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Fig 5. Process Explorer Information Example.
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Fle Edt Options Vohmes Hep

HE  RBE O v7 | &4

v T Fioces ot Feh Feul  Ober A

27 981023 ¥ peeepel®  OPEN CAMNDIWS ystend) SUCCESS  Dpons: Dpendi

0 Q8 10298 O mecepeel®  DRECTORY CAMNDDWS ytend) SUCCESS  FieBotDiectay

R 1023 ¥ pueepsel® LS CUMNDDWS ystend) SUCCESS

W T 1023 X peepel®  OPEN COMNDDWS \ystendco) SUCCESS  Dptons: Dpenli

i 98 10238 mecepeed®  DRECTORY CAMNDDWS systendco SUCCESS  Fedohbiectoy

W 2R 1023 & peeepsel®  CLOSE CAMNDDWS ystendco) SUECESS

009 OF 1029 O procesmenc2  QUERY IFORMATION  COMINDOWS\oteniconihSventEt SUCCESS  Filendhfomal

M4 QT 102 pocopesclit  DUERYNFORMATION CAWNDDWS\peniioonfGyven Bt SUCCESS  Aviutes A

S5 QT 10223 O pocepeeh  OFEN ) SUCCESS  Opton: DpenDi

M OF 1029 3 pcepese2i  DIRECTORY ) SUCCESS  FieBohDiecty

G7 9T 102238 OF pocepee®h  CLOSE ) SUCCESS

08 QT 10223 O pocepeie®h  OFEN CAMNDDWS SUCCESS  Opton: DpenDi |- -

0009 27 10223 OF procepese2®  DIRECTORY CAWINDOWS SUCCESS | ¥ ST T U S S AT

G010 QT 10223 O pocepeie®h  CLOSE CAMNDIWE SUCCESS

G011 QT 102238 O pocepee® OFEN CAMNDDWS ytend2 SUCCESS  Optons: DpenDi ;
012 971023 OF poepe  DRECTORY CAWNDOWS\sytend2 SUCCESS  FieBotDiectay O2 8. EF AT SiAF 2A
G013 QT 10223 O pocepee®h  CLOSE CAMNDDWS ytend2 SUCCESS

G014 QT 10223 O pocepeie®h  OFEN CAMNDDWS ytencora SUCCESS  Optons: DpenDi

5 9F 1023 3 pocepeselit  DIRECTORY CAMNDDWS ytencofg SUCCESS  FieBohDiecty Fig 8. The Blue Screen Phenomenon Qocurrence.
s QR 10223 O pocepee®  CLOSE CAMNDDWS ytencofg SUCCESS v
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LI e T e ' HEKY_LOCAL_MACHINE\SOFTWARE\Microsoft\
SIS AL WindowsNT\CurrentVersion\Winlogon\Notify\ % 2|

# Time Process. Request Path Resut  Other fad

47509 75.09336853 £ sewicesere 72 CloseKey HKLM\Spstem'\CurrentControlSet\Services\Toslde SUCCE. —] O]

47510 75 15347150 evicsses782 Dperkey  HKLHSysten\CurenContoet\Sevices SUETE s D diisf o]

47511 75.09343719 services.exe 792 Openkey HKLM\System'\CurrentControlSet\Services\Udfs SUCCE... Access: Ox.

47512 75.09345245 ervices.exe:792  CloseKep HKLM\Spstem'CurentConbiolSet\Services SUCCE. - = -

47513 7503346008 enviozs o7 Quenhiabi HKLM\System\CunentContolet Sences\UdfDbiecthama NOTF 2) 3 %% xﬂ o] 6]—3:] 6]—15 o]-ﬂ] 94- 7]:1—01 %_E,_/\ = o] Titl-xg

47514 75.09347534 ervices.exe 792 CloseKey HKLM\System'\CurrentControlSet\Services\Udfs SUCCE. -
ervices.exe:792  Openkey HKLM\Spstem'CurentConbiolSet\Services SUCCE... Access: Ox.

47515 7503351149

47616 7509363638 envices eve 792 Openkey  HKLM\System! CunentControlSet\Servicestulra SUCCE . Access: O > X HE] q-
47517 7509354401 ervicesene 792 ClossKey  HKLMASystem'\CuneniConlrolSet!Services SUCCE. O]—% :| EIT 5] 1?1—‘ -
47518 750335927 envicesexe732  OueghValue  HKLMASystem CurertContifSetServicestulrahObjecthlame: NOTF.

47619 7509367452 envices eve 792 Closekey  HKLM\System! CurentControlSetiServicestulra SUCCE.

47520 75.09373474 ervicesene 792 Operkey  HKLMASystem'\CuneniConlrolSet!Services SUCCE... Access: O,

47521 7503375763 sewvicesene792  OperKey  HKLM\SystemCureniContiolSet ServicestWialde SUCLE... Access: 0.

47622 7509376526 arviossen?®  Closekey  HELM\System\CunentContolsetiSenices SUCCE L . —|=
47523 7509378052 seviczoenei?2 QuepVabie  HKLM\SpstemCurentConlolSet Senvices\ViadeDbiecame NOTF. 3 2 D|_|_ mJeCUOn OFA |HE 9_| Z2tod _LL| EH HAM
47524 7503379570 senicosere®2  CloseKey  HKLM\System’DurentControlSet\Senvices\Vialds SUCCE. (=] 1o =Aa =
47506 7509368733 ] senicesene 72 Dpenkey  HKLMASystem\CurentConirofen Sevices SUCCE... Ascess O
47525 7509391022 ervesere7®  Operkey  HKLM\SystemCurenlContolSet Senicest DI CA SUCCE... Acoess 0 w = o
47527 7509391765 enicescre 72 Dloseey  HKLM\System\CurertContofSet\Seices SUCCE DLL II]]E)Cthn 7 ] -/] Q—]’*ﬁ,i};—__t X]'}‘\_]_O] /‘g *é?l’ %}E
47528 7509393311 sevioss o792 QueVakie  HKLW\System\CurertContoet Senvices WDICADbieetName  NOTF.
4729 0NN ] senicesene?  Chosekey  HKLMASystemCureniConloSet Senvices WDICA SUCCE . = -
A anpos AsA wite ok wad A= LA
it = flo Z7135] = = 3 (s}
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FID | ProcessName | B2 ~
[0 [5ystem Process] Kill Proc
4 System
672 stss.exe: HoystemRaot WSystem3zHsmss.exe
724 csrss exe 2
752 winlogan.exe Kill Dl
7% services exe
808 lsass exe
RESET
CANCEL
INJECT
=CT TEST

A AINDOWS sy stem 32 Wwinlogon.exe
CWINDOWSsystem3z services.exe

CAWIND OWS #system 32 Wsass. exe
CwWINDOWSHsystemaz svchost exe

CHHWIND OWS Sy stem32 Wevchost exe

1040 svchost.exe
1144 svchost.exs
1360 svchost.exs
1464 explorer.exe
1472 svchost.exs
1616 nndizese

CHAWIND O/ SWEplorer, EXE

CiHWINDOWSHSy stem 32 WRUNDLLIZ EXE v
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Fig. 10 Treatment Program of a Maidous Code DIl
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