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DAD-NA Attack detection;

if [ IPv6save->nh==58 && IPv6save->data[0]==135 ]

   Increase DAD_NS_Count

if [ IPv6save->nh==58 && IPv6save->data[0]==136 ]

   Increase DAD_NA_Count

TCP SYN Attack detection;

  if [IPv6save->nh==6 && (IPv6save->data[6])&0x02==2]

     Increase TCP_SYN_Count

  TCP_SYN_rate=TCP_SYN_Count/Total_Packet_Count-

  (number of different attack)+1

  if[TCP_SYN_rate>threshold B]

        if[tcp_SYN-rate>threshold A]

              Detect Attack level 2

  else

        Detect Attack level 1

DAD_NA_rate==DAD_NA_Count/Total_Packet_Count-

(number of different attack)+1

if [DAD_NA_rate > threshold A && DAD_NA_Count>DAD_NS_count]

{

   if [DAD_NA_Count > threshold B=30]

         Detect Attack level 2

   else

         Detect Attack level 1

}  

UDP Flooding Attack detection;

   if [ IPv6save->nh==17 &&

   IPv6save->data[2]*256+IPv6save->data[3]==attack port]

      increase UDP_Flooding_Count

       UDP_Flooding_rate=UDP_Flooding_Count/Total_Packet_Count

                         -(number of different attack)+1

   if [UDP_Flooding_rate > threshold] 

        Detect Attack level 2

ICMP Flooding Attack detection;

  if [ IPv6save->nh==58 && IPv6save->data[0]==128 

   && IPv6save->da[0]=0xff ]

      increase ICMP_Ping_Count

 ICMP_Ping_rate=ICMP_Ping_Count/Total_Packet_Count -

 (number of different attack)+1

 if [ICMP_Ping_rate > threshold] 

      Detect Attack level 2
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네트워크모니터링

SNMP Agent SNMP Manager (관리대상시스템)

ipv6IfStatsInReceives  수신한 데이터그램의 총수

ipv6TcpConnLocalPort TCP로 connection 수신된 로컬 Port 번호

ipv6UdpLocalPort
UDP로  수신된 로컬 Port 번호

: 목적지 포트에 응용 프로그램이 없는 
경우(Null)

ipv6IfIcmpOutEchoReplies
송신된 ICMP 요청 메시지의 총 개수
: EchoReply 송신 메세지수

tcpInSegs 수신된 세그먼트의 총 개수

udpInDatagrams UDP 데이터그램의 총 개수

ipv6IfIcmpInNeighborSolicits NeighborSolicit 수신 메세지수

ipv6IfIcmpInNeighborAdvertisements Neighbor Advertisement 수신 메세지수

ipv6IfIcmpInRouterSolicits RouterSolicit 수신 메세지수

ipv6IfIcmpInRouterAdvertisements RouterAdvertisement 수신 메세지수

ipv6IfStatsInMcastPkts 송신 한 멀티 캐스트 Packet 수
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예측치 오차(Et) = 0
예측치(Yt)=실제치(Xt)

정상범위 계산 :
예측치와 MAD를 이용

예측치 존재

이상상태파악 :
트래픽 실제치>

정상범위

예

아니요

예

아니요

실제치 입력

초기화

다음 시점 예측
표준편차, MAD 업데이트

실제치=<정상상태                        
트래픽 최대치

예아니요

실제치 입력

t=t+1

이상상태처리모듈



트래픽 발생

NET-SNMP를 이용한
 트래픽 수집

정상 트래픽

Yes

No

Yes

Yes

공격 트래픽(Alram)

tcpInSegs > T 

* T: 정상트래픽한계(지수평활법) =임계치

( ipv6IfStatsInReceives_curr > ipv6IfStatsInReceives_T)

Yes
No

No

Tin(curr)>Tin(T)
(IP데이타그램에 지수평활법)

이상 트래픽
경고 메시지 발생

udpInDatagrams > T 
 ipv6IfIcmpOutEchoReplies > T

      ipv6IfIcmpInNeighborSolicits > T
      ipv6IfIcmpInRouterAdvertisements > T

ipv6IfStatsOutMcastPkts> T

(ipv6TcpConnLocalPort  NOR ipv6UdpLocalPort) 

= Known Attack Port

Traffic analysis procedure 

  let Log() be a reading a log's value　

  let attack() be a attack traffic alarm

     if ipv6IfStatsInReceives(curr) > ipv6IfStatsInReceives(T)

         return attack_IP_Datagram_Flooding : current log value

     if tcpInSegs(curr) > tcpInSegs(T)

         return attack_TCP_Flooding

      if udpInDatagrams(curr) > udpInDatagrams(T)

        return attack_UDP_Flooding

     if ipv6IfIcmpOutEchoReplies(curr) > ipv6IfIcmpOutEchoReplies(T)

        return attack_ICMP_Flooding

     if Ipv6IfIcmpInNeighborSolicits(curr)>Ipv6IfIcmpInNeighborSolicits(T)

        return attack_ICMP_Flooding

     if ipv6IfIcmpInRouterAdvertisements(curr)> 

       ipv6IfIcmpInRouterAdvertisements(T)

        return attack_ICMP_Flooding

     if ipv6IfStatsOutMcastPkts(curr) > ipv6IfStatsOutMcastPkts(T)

        return attack_Multicast _Flooding

     if ipv6UdpLocalPort = Known attack port 

        return attack_Udp_Port_attack    

    
     if ipv6TcpConnLocalPort = Known 

       return attack_Tcp_Port_attack

     pass traffic analysis function

   return Log()      
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