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Abstract

By mistaking normal packets for harmful trafficc it may not offer service according to
the intention of attacker with hammful trafficc because it is not easy to classify network
traffic for normal service and it for DDoSDistributed DoS) attack like the Internet worm
And in the IPv6 environment these rtesearches on harmful traffic are weak. In  this
dissertation, hosts in the IPv6 environment are attacked by NETWIB and their attack
traffic is monitored, then the statistical information of the traffic is obtained from
MB(Management  Information Base) objects used in  the IPvw6. DBy adapting the
ESM(Exponential  Smoothing  Method) to this information, a normal traffic boundary, ie, a
threshold is determined. Input traffic over the threshold is thought of as attack traffic.
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DAD-NA Attack detection:
if [ IPvBsave>nh—=58 8& |Pv6save—>data[0]==135 ]
Increase DAD_NS_Count
if [ IPvBsave>nh—=58 8& IPv6save—>data[0]==136 |
Increase DAD_NA_Count

TCP SYN Attack detection;
it [IPvBsave->nh—=6 8& (IPvbsave->datal6])80x02==2]
Increase TCP_SYN_Count
TCP_SYN_rate=TCP_SYN_Count /Total _Packet_Count-
(number of different attack)+1
if[TCP_SYN_rate>threshold B]
if[tcp_SYN-rate>threshold Al
Detect Attack level 2
else
Detect Attack level 1
DAD_NA_rate=DAD_NA_Count/Total _Packet_Count-
(number of different attack)+1
if [DAD_NA rate > threshold A & DAD_NA_Count>DAD_NS_count]
{
if [DAD_NA_Count > threshold B=30]
Detect Attack level 2
else
Detect Attack level 1
}
UDP Flooding Attack detection:
if [ IPvBsave>nh=17 8&
|Pv6save->data[2] x256+| PvBsave—>data[3]=attack port]
increase UDP_Flooding Count
UDP_Flooding_rate=UDP_Flooding Count/Total_Packet_Count
—(number of different attack)H
if [UDP_Flooding rate > threshold]
Detect Attack level 2
IOWP Flooding Attack detection;
it [ IPvBsave->nh=58 && |Pvbsave->data[0]=128
8& |PvBsave->dal0]=0xff ]
increase |CMP_Ping Count
ICMP_Ping_rate=ICMP_Ping_Count/Total_Packet_Count —
(number of different attack)+1
if [IOMP_Ping_rate > threshold]
Detect Attack level 2

T2 5 Lipeap 0|83 E2iE ZHE IS
Fig. 5. Detection Algorithm Using Libpcap
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Traffic analysis proceaure
let Log() be a reading a log's value
let attack() be a attack traffic alam

if jovélfStatsinReceives(cur) > jovélfStatsinReceives(T)
retum attack_IP_Datagram_Flooding - current log value

if tepinSegs(cur) > tcoinSegs(T)

retumn attack_TCP_Flooding
if udplnDatagrams(curr) > udplnDatagrams(T)
return attack_ UDP_Flooding
if ipvélflcmpQutEchoReplies(curr) > jovélflempQuitchoReplies(T)
return attack_ICMP_Flooding
if lpvélflcmplnNeighborSolicits(curr)>lovélficmpinNeighborSolicits(T)
return attack_ICMP_Flooding
if ipvélflcmplnRouterAdvertisements(curr)>

ipvélficmplnRouterAdvertisements(T)

return attack_ICMP_Flooding

if iov6lfStatsQutMcastPkts(cur) > ipvélfStatsOutMcastPkts(T)
return attack Multicast _Flooding
If ipveUdpLocalPort = Known attack port
return attack_Udb_Port_attack

If jpv6TcpConnLocalPort = Known
retum attack_Tco_Port attack
pass traffic analysis function
retum Log()

3 9 EpfE 29 2neiE
Fig. 8. Algorithm of Traffic Analysis
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