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A Fuzzy-based Network Intrusion Detection System
Through sessionization

Ju-Gi Park*, Eun-Bok Choi **

Q] PHAT B vt DT o83 BUAL WA} Fekn Y, ol WAT W] A% Fuw
Ek

1%AA7E Si7ke] Aol el Fhn gtk £ ReE A =28 WEND ATt 483 1
A 3 Ep18) IS AT, Z2ES| A9

37
O} %
to dgsia el 3

AR FA AE B 4

; %
O

Abstract

As the Internet is used widely, criminal offense that use computer is increasing, and an

information security technology to remove this crime is becoming competitive power of the country. In
this paper, we suggest network-based intrusion detection system that use fuzzy expert system. This
system can decide quick intrusion decision from attack pattern applying fuzzy rule through the packet
classification method that is done similarity of protocol and fixed time interval. Proposed system uses
fuzzy logic to detect attack from network traffic, and gets analysis result that is automated through
fuzzy reasoning. In present network environment that must handle mass traffic, this system can

reduce time and expense of security
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.M E I, HHAAF

AYFAA 252 TAETNEe] ZQJEAA 287 vE v 3R Al gl digh ZaoldS
AaArnre] AUGAA "o 2 ek, vEArINte] 2 st FeS] T2 REe] Al s 4R
YA A 2E e FHgleta B3 vEA] Eo4A 9 EE F JeAE A asyg A Y-S el
© B2 HolHE sl 240 dadt delHwE % 99 g@xulge] Am, A Ads fAHE e 2] 4
T |9 Bge] aqEEd, o B B A g ¥ ohiel sloleMolxe] Halwd ukel g
ona|=rt BT Wak olg}, HTh FE At BHA & Yo ERHdhe L8R (False Positive Detection)
Q FAE AEWP] SleiMe Bt EaFolu AEdlE B 2R/E Wz s 4747 BAE 4o & e Aol
A AlzElo] @ PEolRITH1,2]. ATH4,5).

a8y EdES B8 3AY9E TEE & e oY QGRS Hejog dElA e A9, v
gk e EASA] 7] wfiel] VIESI/INEY AYgeA] P9, T Azl HoRdd digk HelE Folstu 7
Alzdl e oy 7] ZAEE 7R e ol 28] H ARl niE] Aod d|n dXshe Al olE
(false positive detection) #AIE 7P ol A& ¥ AN(Ees e8)od Wyt Q88x o= dEzl
Fiolth, o1& IvIE tad &% AR, vxm 7 FFd oig sige] AREW dAHsld o] FEES &
o ARge] @2 AT A, #EA B F 5o st §40F v £ dvks RS /Rt asv A=
£ 4oy wiel MEZ 719 AYeA|AlzEo] wie o] 1ok FAL PAHA] k& & oA 8918 F fle
Al sl Asfokst Abgtoltt, nER] Y& 2y S ok

e @ A-se i nEA (miss detection) At AeAT 7IHELS o889 v FYPEA] Z5Fo
golch, HEZ 79t AdEAA28E A (32 Ay AeF e, AL AgolA A3 HHE 2= dlofen}
Aol glow B4 @ Byt ARG offy] g o] & o] 71T AN AEs} AlzwElo] diAe]th(6)

AE Wdszl s o8 7 HEd BA (anomaly
detection) 71 (EAAJA WY, £4
HE A, AAY )& AF
H2&S =itk ©o] HAREE Itk A nEx|
AL AR gerhd vEA 7k AYERA 2]
99 e HA4E FHel gle Alolth mREte g A
E3Hautomatic) 2 7P We] A= Holoh, thi&-
Zeo] U ESZ Eggs Aol ke dAle] U EHA &
Zdelld BebdEre] EMAINE B8-S EY F e AE
skl Alzglo] Folunt AAsitia o AXITH3).
ol YIES A7 YA A|2Hlo] 2=
A 27|98 dhon E =R AXsae
HA =2E VESD FAAPAA =" A88le] Bl A

(Intrusion Detection Expert System)2] 7]3o] w1
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SRIS] AAHAYFAA 27 27 €] 7= 4721 G el
R, W, ol AP o] Helw #dd
AAR 4k 7w, 715 (ordinal) S8k o=

oo

CPUAREAIZEZE A 713 (connection duration)< € 4
glom MEHF(linear Categorical) 233te] dz& =
d Ax FAECA Al TCP/UDPY 5 £ 4= Atk
olglgh 7|et AT SHE FA| WFsr} 7Fest &

, TS R EAE ofg] Az TG 9

Hesd f7 =38k 2o 7hssid.

A, Tl FAA SR daiA F3EA wdE
FEABE7] 98l 2 (interval) & ARgshet], 1HHel @i%

S @ RE ke AN o o] WAl £
e Aoz UFEH, 2 el Edee a
A Aol A oz DAL,
¥ FPake FASEE HANE A
S BT lgae) e MPIN BRoR WHE B

=EA g gt B m=ReAe AR BE og

dn oo

A 5@ WA werldel WEDS AARAAET) Az
9 AT A Az A AR Alsde] &

A& ol A=

. Mdzt WAlg S A7) 8

HESZ AURK AXH

Ak Al2=gle Eefsl £47](Traffic Analyzer), 7]
3} 2 (Fuzzification), A F& A% (Fuzzy Inference
Engine), AAHlo]~(Knowledge Base), H|HA3} RE
(Defuzzification), JQAEAEA79] 6711 AFUEZ T
AEH, A=) by e vt A

@A 1 EgY BA7le vESE 2asder v

& Z2EZ Py d3f e FYAE FF3k °
REZRE 8 HFE Ay AE Zh(crisp value) S

A 2 HAg BEe 47 oY Wgo] Iz
< (a¥ DO 9 &% 5 A8l HAg gt
oluf dE A &o] F(linguistic value) The ©
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& X ¢ YE 3R SoisEe|n, A 9 7 = HXF
(linguistic term)o|t}. A (IF part) = AAE 2
(THEN part)= 22 9Ju]3i},
B Azdle] vEYS Effg ZAd AHE FAdle
TCPEE 270, TCP SYN Z&d, ICMP smurf ,
Land, Ping Of Death ¢ 57kX] &Zo] AMg=n o
AZA ] 484 9] w0 ¥FES v 2k
[823.11 Y = Si(Time « Protocol p) =
{P1,.... P E ARt aB0F ZRESZ ZFH71p
ol 7152 Hstolal, Protocol = { TCP,
UDP, ICMP, IP}e|c}.
X; = N(Si(a,TCP), S, D, SYN)& Si
(a,TCP)eIM LA Sola 544]= DY
TCPHAA SR, Al (control) Zd =
SYNE z= H719] & FA g
PN(Si(a, TCP),S,D)& Si(a, TCP)
oA %‘?—}X]h Selal B22)= DI TCPHH
FE A
,TCP),D,S, SYN/ACK)+
2= So] 1 BAA|=
Aol (control) Z2E
SYN/AC K& 2t #7195 3R
82351 X4 = N( Si (¢, ICMP), ANY, D,
ICMP(8,0))% Si(a, ICMP)oIA Z2]7}
DS ICMPIZl 22 ICMP echo
request MAF
Xs =IP(length) +1P(frag offset) = 71
IP Aol9} TefaME QA (offset) ] &
[8213.71 Xs = N(Si(a ,IP),S,S)& Si(a,IP)elA
829} 52271 Sl B

SRS

[g213.2]

[8213.3]
[¢13.4] X3 = N(Si(
)

TCPJH AR,

=
2=

[g<13.6]

(E D& ¥ =, (& e A HEEs Bog ¥
As mEe 27 WA o) Wgdl U A 24
B2 ALLsl] 7+ ¥R H3le] mE|AZgre] Adter}

A RS Xq9 ghol 302= F
T mr(x)9 ofel HAE S &

o] Bl X9 ﬂ%?& Agd=E 0.57F. (£ Dol 39
H RE &o] Mg g FAgazise] Ag B
ol ofal] #HAgldth

HA] F2 dFe RE FAYAZ Y FHEC] &9
E2 A=W, HA] FE IFL 9] 73S At
o £ & W £ & WSS A A%
T RFEY £ FE FEIT

HR] F2 o F2 e 28 FHoloh. AF
HA] 2 vkl tigk Aldteln e FukE o
ARl gk Algtoltt, HA] e AL X s

A; and Xz is Ag and ... and X, is A, 9 A%
ANk Agrs 713 75}1_ ZEHMIN) S 3 b
T min { par(x), maz(x), ..., man(x) } 7} A}
B2 F2o| FEAE 7 ﬁXWW TR A #k
oA 7 & F(MAX) = #H 3t

FEAYZA Fe|AZgo] o3 A9 H|HAE 2E

= B Y o] ¥ YES AT HmA|
slel djF2e] A FASAHE (Center of gravitiy)
o] @ol AME-¥r},
£ AFodAe HAS Altshs o9 uf ol ARk
o] Zhekek WPHE AREIT) <ke ofoA, EH WP Y
o] | AZghe thaat o] ALk

min{max {0.5, 0.0, 0.0, 0.0, 0.0}} = 0.5

(& (28 DA 1,1(0.6) = 0.5).
AP Lee FHAsd i Fe|azghs Aol
g AdEel 24 AlauAs 2gskeA 24s @l

1. mXlet Ay
Table 1. Linguistic term and explanation

Input Linguistic term Empirical value Qutput Linguistic term
A > 40 Z TCP port SCAN Attack
As > 40 Zo TCP SYN Flooding Attack
B, > 1500 Zs ICMP smurf Attack
B >12 Z4 Ping Of Death Attack
C > 1000 Zs Land Attack
Dy >1
Do > 40000
£ >1
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Table 2. Fuzzy Rule Representation

Rule Name

Rule Representation

Membership functions

R; - TCP port SCAN

if (X; = A1) and (X2 = Ag) then (Y = Z;)

141 (x), 1az(x), wz1(x)

R2 © TCP SYN Flooding

if (X;=B;) and (X5 = Be) then (Y = Z3)

1p1(x), tp2(x), tze(x),

R3 © ICMP smurf

if (X; = Cy)then (Y = Z3)

Hei (x), Hz3 (x)

Ry ¢ Ping Of Death

if (X4=D;)and (X5 = Do) then (Y =7,)

1ip1(x), lp2(x), tza(x)

R5 : Land if (Xs = Ej)t hen (Y = Z5) g1 (x), 1ys(x)
H 3. 1998 DARPAH[0[E{e| AEZD} (S:snort, F:H[QESH AIAR)
Table 3. Experiment result of DARPA data(1998) (S:snort, F: Proposed system)
Top ILEARH Tcep Syn Hooding IOVP Srurf Ping of Death Land Attack
S F S F S F S F S F
ANIEA 5 5 A4 A 5 5 5 5 9 9
X 5 5 e | 0 5 0 4 4 6
Ees=I="\ 0 0 0 0 0 0 0 1 3 0
ISPl 0 0 9 0 5 0 5 1 5 3
H 4. ERJAEITZ(120%) TiZIEAMFE(TCP SYN Flooding)
Table 4. Packet analysis table of timestamp(120 second) (TCP SYN Flooding)
et | B | aiprn| FHPFL ppme | mewe |zmzoe wase| omermeeaner i‘;%:ié“ pz2 | i
200.117.157]172.16.114.4 Sn T2l 5373 | 99-03-1201:04:12| 99-03-1201:05:59 1
W | & pt - 1 1
AN IRI%| 161 | 99-03-1201:04:16 | 99-08-1201:05:55 1
204.97.153.4172.16.114.4 Sn IRl 5402 | 99-03-1301:20:111 | 99-03-1301:21:59 1
99/3/13 40 1 1
3 Y AN IR 141 | 99-083-1301:20:15| 99-08-1301:21:54 1
H 5. EIRJAEIT(90Zx) miZIEAMFE(TCP SYN Flooding)
Table 5. Packet analysis table of timestamp(90 second) (TCP SYN Flooding)
ax | o e FEP| mpes | mes | zzmerwaer | omememane | FTEEE iz | omxe
E— o o
12 © 200.117.1571172.16.114f  Syn LLH:E\f 872 99-03-12 01:04:12 | 99-08-12 01:04:29 | 0.465066667 o046507| 0,15
183 207 Ack/Syn TBI4= 80 99-03-1201:04:16 | 99-03-1201:04:28 09
209.117.157[ 172.16.114 __Syn mR== 4501 | 99-08-1201:04:30 | 99-0B-12 01:05:59 1
99313 | 43 — 1 1
183 207 Ack/Syn TBI4= 81 99-03-1201:04:32 | 99-08-12 01:05:565 1
1 =S b . : X
oy | s [20497183 (17216114 _Sm uH?Af 2401 | 99-08-1301:20:11 | 99-08-13 01:20:50 0.9802 o0p 1
43 50 A/ RIS [ 111 99-03-1301:20:115 | 99-08-13 01:20:40 1
1 =S b N : o
Y13 " 204.97.153.| 172.16.114. Syn LLH:E\f 4501 99-03-1301:21:00 | 99-03-13 01:22:29 1 04 o
43 50 A/ IR | 30 99-08-1301:21:54 | 99-08-1301:21:54 04
GARAEREEH FBHEPEE AEstd WhPoR FHsle] B =RiMe &8 FgAZho] 0.9~1.0 Aleld 3
AR AAE A3t gz FAdwZlelgta waE @ Aol 34 AlaYAE xRt ddeh,
24 44€ 598 997 glonz Eds $47) | Blgne AssE Pom Sudel

1o (2

e AN,
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e My (D jraes) 15O
1 1 1 1
os os os os
15} 15} 05 15}
04 04 o4 04
0z 0z 02 0z
o o o o
o 10 =) 0 4 0 o 10 20 0 40 50 o oz 04 06 o8 1 o 500 1000 1500 2000 2500
Hp, (D Hz, (O Jretes) Hp
1 1 1 1
os o8 o8 os
15} o8 06 o8
04 04 o4 f 04
0z oz 0z 0z
o o o o
o 0 & €0 120 150 o oz 04 08 o8 1 o 500 100 1500 2000 250 o 1 2 3 a 5
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o] os 15} 06
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o4
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O3 1. E 29| IX| Eof| mE A% BE
Fig 1. Membership functions of table 2 by fuzzy rules

V. AE 2 2y

B =RdXe 199837 19991 DARPAIYEA] 3
7HlelE(11,12) 5 ARE3ke] Akt Alxsle] 537}
2 AAsigith. 19989 DARPAUICIHS] 233}, 4%
2}, 2 553 HiolHE Ak AlxElR YEDA AY
x| 2Ho g de] d#R snortE ARESl] AE3t
A2 vlwEAsta, 19999 DARPAUIolEe] 233}
HlolE & o] g3l A9k AYBAIA 28l AsH7E
A3l 57K el F4el el 60%, 90%, 120%
2 E2EEE Uro] s Bt
(& 3)& 19989 DARPAHICIE|e] 2534}, 4531, € 5
T2 dlolEE AR AlzEl HED AYEAA 2~
o Jda] dej7 snortE AHRale] A3g Ajo|t},
A8ZAT dsle] B4 FF=E SHsIelE] o
o] 2] 3,15 ARl =g sk

O:

HET = Sul=X 2RE 32 & /AABH £ - (3.1)

2} 3.1 ofal Akt Alzgle] FEmE= 93.8% (S
% = 61/65)°|x, snorte] FE=E 63.07% (=
=41/65)°lt}. #loket A|l~®Ele Ping ¥Z(Ping of
Death) ¢} ICMP 22 FZdl| Al snortEth 9%
g Adess B

19999 DARPATe|Ee] 233} HoJE|E o] &3}
bk AURA A 25 0] A5 S8l 4714 £33
220 AN 602, 90%, 12022 ElSl~ElZE i
S B4 Ay ve 2o

41 TCP SYN Flooding

12025 ElJ2siz 2 o]83F - TCP SYN Flooding
o7 ehe 29E 270(209.117.157.183904 172.
16.114.207, 204.97.153.43¢14 172.16.114.50) ]t}
90z9} 6022 ENYZEIZE ro] A% Axjel H]
WA FLE ARt oW, 1203 EFY 2wz
Ha] g AR oz Qe szl Holx|n, #7]
oA dow g Holr), 120% Efglagize] ¥
Mol sl T2 19994 3¢9 12% 01A04% 12%
o AlZe® FA] EAT 90% EYAEIZE o] g3l
73Sl 19999 3¢ 12Y 01A04% 30%9] A2
AoZ FAGE 1 olfE 90% EfYA®ZE o] g3}
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H 6. EIJARIZ(60%) THRI2ME(TCP SYN Flooding)
Table 6. packet analysis table of timestamp(60 second) (TCP SYN Flooding)
ot | el cmim| angpzea | SEAIP nese | mees| zzoesapr | oxemesane] S5 E’;é"(“& wze | Bimme
/312 o4 200.117.1571 172.16.114] Syn IEI== 2372 | 99-083—12 01:04:12 | 99-03—-12 01:04:59 0.9744 0.9744 1
183 207 Ack/Syn TRk= | 131 | 99-08-12 01:04:16 | 99-03-12 01:04:41 1 ’
/312 &5 200.117.1571 172.16.114] Syn IEI=%= 3001 | 99-083—12 01:05:00 | 99-03—12 01:05:59 1 04 o
-183 -207 Ack/SYn TRI%= | 30 | 99-08-12 01:05:54 | 99-03-12 01:06:55 0.4 ]
/313 . 204.97.153.| 172.16.114]  9n mRi%= | 2401 | 99-08-13 01:20:11 | 99-08-13 01:20:50 0.9802 o )
43 50 Ack/Sn TR | 111 | 99-08-13 01:20:15 | 99-08-13 01:20:40 1 )
/313 a1 204.97.153.| 172.16.114] Syn WE!== 3001 | 99-08—13 01:21:00 | 99-03—-13 01:21:59 1 04 o
43 50 Ack/SynTk=| 30 | 99-08-1301:21:54 | 99-03-13 01:21:54 0.4
H 7. ERJAEIT(120%) TfZEME(ICMP smurf)
Table 7. packet analysis table of timestamp(120 second) (ICMP smurf)

N EIJABHTT | SHX| P | IOVP@B.0) HiRl=| Z=ME! 2aiARE | ORISR 2A8ARH A58 UCT) HIHX =
99/3/13 216 172.16.112.50 403 P-03-1307:13:02| 99-03-1307:1359 0.4836 0.209
99/3/13 217 172.16.112.50 80 P-063-1307:14:00| 99-03-1307:15:59 0.88 1
99/3/13 221 172.16.112.50 810 PB-03-1307:22:00 | 99-03-13 07:23:59 0.848 1
99/3/13 222 172.16.112.50 43 PB-03-1307:24:00 | 99-03-13 07:25:06 0.5316 0.329

8. EIJARHE(90X) TZIEME(CMP smurf )
Table 8. packet analysis table of timestamp(90 second) (ICMP smurf)

I=2yN3 EfALHTT SEK| P IOVP(8.0) IH2!== ESESTISAR= - Nl OERISHIE! 2HA8A IR | A5 S8 (uCl) | HIHXI==
99/3/13 289 172.16.112.50 637 99-08-1307:13:30 | 99-08-13 07:14:59 0.70%6 0.774
99/3/13 290 172.16.112.50 637 99-03-1307:15:00 | 99-08-13 07:16:29 0.7096 0.774
99/3/13 295 172.16.112.50 606 99-08-1307:22:30 | 99-083-13 07:23:59 0.6848 0.712
99/3/13 296 172.16.112.50 443 99-08-1307:24:00 | 99-08-13 07:25:06 0.5316 0.329

E A% 014 04 122004 FE 014 04% 28% & At} ueby ERIARZE A F+= 75 EE9 &
Sk g HA S| deliM= uZ2 gkl 0.4651°] = & &5 gk AYstodof b, 120% vlwdls o o
BHow B Ak oA 92 U9 vl AL sAglgel el IOMP smurfE BEE 5 YES
HEE Zolt A9t HAAFLE W] $ACE B sjofof ATt
Ams & vk 1Y o] Afele FHo] ofd
BAYE FHo® Wshe Ao 27t 4.3 Land Attack

12025 ERIARIZR o] 83t 4% Land AttackeZ
42 ICMP Smurf e AEHeH, IPFAE 172.16.112.50°]
12025 E}Obﬂ@i o]ggt A% ICMP smwrfZ # o} A%9 eA2eZ7) ofl2& 2709 Land Attack
Pk A%E Ulolm, BAAFAE 172.16.112.5000 o #gebl "k 9028} 6022 ElloElTE
Tk 90%8 6022 ERI2BIZE vbro] A Aol po] BAg Aot vla AdE Sde At vt
Hlw AldlE 90%9 60%% ER~®ZE 7] Fd
ICMP smurfidZ W8S kAl etk B2’z rt 2 44 TCP ZE A7
olel WA HAGTL AT a4 B ol Aol 2 wBa Ak HAALES ol Safe], 12022
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H 9. ERJIAEIT(60Z) THZIREME(ICMP smurf)
Table 9. packet analysis table of timestamp(60 second) (ICMP smurf)

UX} EfIAEHTT SEX| P IOVP(8.0) IH2!4 =B 2HauA IR | OEKISHIE! SHaiA IR H A5 SE=8HUCT) HIHX =
99/3/13 433 172.16.112.50 408 99-03-13 07:13:02| 99-03-13 07:13:59 0.4836 0.209
99/3/13 434 172.16.112.50 425 99-03-13 07:14:00| 99-03-13 07:14:59 0.51 0.275
99/3/13 443 172.16.112.50 404 99-03-13 07:23:00| 99-03-13 07:23:59 0.4848 0.212
99/3/13 444 172.16.112.50 402 99-03-13 07:24:00| 99-03-13 07:24:59 0.4804 0.206

H 10. ERJAEIT(120%) oiZlEME(Land Attack)
Table 10. packet analysis table of time stamp(120 second) (Land Attack)

X} EIJAEHT | AN P | SEKX P FITUHR! AR | ODERISH DB 2HAHARE] A=5 S8 UET) | BIXIS=
9/3/9 178 172.16.112.50] 172.16.112.50 | 99-03—09 05:57:07 | 99-03-09 05:57:07 1 1
9/3/12 173 172.16.112.50] 172.16.112.50 | 99-03—120547:07 | 99-03-12 05:47:07 1 1

drEZR o] 19999 DARPAHICIE Q] e sk A sl dig wEn &g gl

TCPiE_Z:ZHi e A
25 gglrdzE= 17l TCPEE

wgett. o A R BAln
Ao FEANO R T%i;} ? o}, 90%S
Ol EIZR o] &3 A$- TCPEEAT ot
+E=307001m, 120% E}%‘iui ER=l
NE 9 TCP LEXoZ HY3A|T o] 5
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