ﬁrr. 'I:"I:’H ]}:#&TE uHH)LwL oo
1246 H2%, 2007. 5. 2007-12-2-2-2

Phishing, Vishing, SMiShing 3Z0i|A
2 E5 MHEE G| LX| AT

A Study of Information Leakage Prevention through Certified
Authentication in Phishing, Vishing, SMiShing Attacks

Dea-Woo Park *, Jeong-Man Seo™*

O ot
0 =
2] Alelw] WA 2 AP1Y I, B, Y, 2R 53 o8% FEHA7E Soka ek ¥ i

14, 2rlgom guel §39 Aalrk Quht £47 B4 5

AE AHEE 718 VolPE ol 8she 34, H
m Hﬂ%a T *6}0% Ao !

e 4R Bl AAACR ATdTh ATk Y WY AelES A
5 vlolelzs, opgEE, MY, znly B4, 7)2A WA §/We] 7
Gac 49 Aol 34 vy, e o <ld Hut
249k White List % 29950k, Sej2 @ =29 4

[SJREREANG)

o) 393t u B2 U 19 4Y % PAUAe Jugeel el Folw, fulRlE s Huuel

=594 =%
A R -7l EAd| 71qE Floltt,

i

Abstract

The financial crime that used morale anger Phishing, Pharming, Vishing, SMiSing etc. will gain
during recent cyber crimes. We are study systematically whether or not leakage of information and
infringement can how easily occur to Phishing, Vishing, SMiSing using a social engineering technique
and VoIP at these papers through experiment. A hacker makes Phishing, Vishing site, and test an
information infringement process of a user through PiSing mail and a virus, a nasty code, Vishing, a
SMiSing character, disarmament of Keylogger prevention S/W etc. as establish server. Information by
Phishing, Vishing, SMiSing is infringed with leakage in the experiment results, and confirm, and test

certified certificate and White List and a certified authentication mark, plug-in program installation

etc. to prevention, and security becomes, and demonstrate. Technical experiment and prevention
regarding Phishing of this paper and Vishing attack reduce the damage of information infringement,

and be education for Ubiquitous information security will contribute in technical development.

» Keyword : Certificate, Phishing, SMiShing, Ubiquitous Security, Vishing
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