Egﬂ 7””51 ]}:#&TE uH-H)LwL ~19-2-9_
F12% B34, 2007, 7. 200712757275

A Study on Personal Information Hacking using Domestic
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Abstract

ARecent advances of network technologies and internet infrastructures construct a fast and
useful information-oriented society. However, these may infringe on privacy and expose sensitive
information such as user id, secret number and credit card number. Therefore, we need
countermeasures for solving these problems. In this paper, we try to hack personal information
using Google and domestic search engines, Naver and Empas. After analyze the result, we

suggest solutions to prevent personal information hacking based on these search engines.

» Keyword : ZA4oIZI(search engine), 7H21EE (personal information), a2 (hacking)
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Table. 1 Personal information search rate in Google,
Naver, and Empas
ZiAKoIx|
T = Lol AmpA
=
Al2%} ojo|g] 42% 4% 2%
H|ZHS 12% 8% 6%
o CEEe 100% 100% 89%
AEFIEHE 12% 6% 2%
10% 2% 6%
Tslgiz 64% 30% 4%
> HUY HY s
/ - [ ¥
2 A HyFL maw
- o3
=z net 05
e com 018

-‘mrma\"\az o)

EEIEIEEE] I
LE
M| =

ol

O .72 EEM T
Fig. 1 Web-Page 1 of Google

-



197

J2 72 U EM 2
Fig. 2 Web-Page 2 of Google
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Fig. 7 Searching document in Google

# $FreeBSD: src/etc/master.passwd,v 1.25.2.1 2001/11/24 17:22:24 gshapiro Exp §
#

root:+:0:0:Charlie &:/root:/bin/csh

toor:+:0:0:Bourne-again Superuser:/root:
daemon - 1:Owner of many system processes:/root:/sbin/nologin
operator :+:2:5:System &:/:/sbin/nologin

bin:+:3:7:Binaries Comnands and Source,,,:/:/sbin/nologin

5533:Tty Sandbox:/:/shin/nologin

65533:KMen Sandbox:/:/sbin/nologin

:13:Games pseudo-user : /usr/ganes:/shin/nologin

News Subsystem:/:/shin/nologin

:Mister Man Pages:/usr/share/man:/shin/nologin
smmsp:#:25:25:Sendnail Submission User:/var/spool/clientmqueue:/shin/nologin
wailnull:+:26:26:Sendmail Default User:/var/spool/mqueue:/shin/nologin
bind:+:53:53:Bind Sandbox:/:/shin/nologin

uucp -+ :66:66-UUCP pseudo-user:/var/spool/uucppublic:/usr/|ibexec/uuce/uucico
xten:+:67-67-X-10 daemon:-/usr/local /xten-/sbin/nologin

pop:+:68:6:Post Office Owner:/nonexistent:/sbin/nologin

nobody -+ :65534:65534Unpr ivi leged user:/nonexistent:/sbin/nologin
ialnan:+:1001 :0:User & hms:/home/jalnan:/bin/tcsh

zerobase +:1002:0:User & wjg-/home/zerobase:/bin/tcsh

www:+:B0:80:Wor |d Wide Yeb Owner:/nonexistent:/sbin/nologin
alias:+:B1:81:User &:/var/qmail/alias:/nonexistent

qmali |1 :+:B83:81 :User &:/var/gmall:/nonexistent

amai Id:+:82:81:User &:/var/amail:/nonexistent

amai Ip:+:84:81:User &:/var/amail:/nonexistent
qmai lq:+:85:82:User &:/var/gmall:/nonexistent
qmai | r:+:86:82:User &:/var/qmail:/nonexistent
qmai |s:+:87:82:User &:/var/qmail:/nonexistent

B:68:MySOL Daemon:/usr/local /db/nysal :/sbin/nologin
vpopmall:+:89:689:User &:/usr/local /vpopmall:/nonexistent
sshd:+:22:22:sshd privilege separation:/usr/local/empty:/nonexistent
whizkid:+:1000:1000: lee: /home/whizkid:/bin/sh
zeroftp:+:1003:1003:zeroftp:/hone/zeroftp:/bin/csh

T2 8. dlof 2 A= ml
Fig. 8 Password file in Naver
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# Pobots.txt file from http://ww.searchenginewor|d.con

#

# Built from text file http://info.vebcravier.con/mak/projects/robots/act ive/all.txt
#

# This restricts access to only known and registered robots.

W

User-agent: Mozilla/3.0 (compatible:miner:nailto‘niner@miner.con.br)
Disallow:

User-agent: ia.archiver

Disallow: /

User-agent : ¥ebFerret

Disallow:

User-agent: Due to a deficiency in Java it's not currently possible to set the User-agent.
Disallow:

User-agent: no
Disallow:

User-agent :
Disallow:

Ahoy! The Homepage Finder
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Fig. 12 Example of real site on robots.txt file
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<HTML>

<HEAD><TITLE>ROBOT META TAB SAMPLE </TITLE>
<META NAME="ROBOTS* CONTENT="NOINDEX NOFLLOW~>
</HEAD>

<BODY>

</BODV>
</HTML>
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Fig. 13 Example of Mata—tag protecting access in search robot
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