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Abstract

Spyware 1s any software which employs a user’'s Intermet connection in the background
without their knowledge or explicit permission. The installation of spywares 1is generally
done in a sneaky, misleading or unannounced manner. It does not only compromise the
security and privacy of affected users but also be an obstruction to the digital convergence
and ubiquitous computing environments. This paper provides a summary of the definition,
status, risk analysis, and security controls of the spywares. Furthermore, this paper
suggests additional controls which should be considered at an individual, organizational
and national perspective.
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