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Abstract

In this paper, proposes Multi Kerberos certification mechanism that improve  certification
service of based on PKINIT that made public in IETF CAT Working Group. This paper proposed to
a certificate other realm because search position of outside realm through DNS and apply X509
directory certification system, to get public key from DNS server by chain (CertPath) between
realms by certification and key exchange way that provide service between realms applying X509,
DS/DNS  of based on PKINIT, in order to provide regional services. This paper proposed
mechanism  that support  efficient  certification  service about cross realm including key management,
the path generation and construction of Certificate using Validation Server, and recovery of
Session Key. A Design of Multi Kerberos system that have effects simplify of certification formality
that reduce procedures on communication.
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