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Abstract

Current security reinforcement systems are passive defense system that only blocks
filter to all traffic from the attacker. So, Those are weak re-attack and Stepping Stones
attack because active response about attacker is lacking. Also, present techniques of
traceback need much time and manpower by log information collection and trace through
the personal inspection and active response is lacking. In this paper, We propose technique
for TCP connection traceback that can apply in present internet and trace to inserted
marking on IP header to correspond re-attack and Stepping Stones attack. Therefore,
Proposed technique is unnecessary correction of existing network component and can

reduce size of marked information and overhead of resources.
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Table. 1 Technique classification of TCP chain Traceback
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Fig. 1 Sleepy Watermark Tracing
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Fig. 2 Active Traceback conception

(" 2)9F Zo] 34 3134 st Faf A~
Hlo] HobdsiA|l ~’loA FAg Adsh Y 34 7
o] that SHulZ-S Capturedtt}. ©]% Capture® $H3l
Z19] 1P dtiell ZA3t= Source IPSF Option ZEZS &
Z3lo] XOR AAHe: S3slar, 1 A% & Option 2=
o AEA At o HH LS ARdhe ST2EA F3
ato FHIAIE HET AR S2ER AFsle] FAANE
gohdit}, &, XOR d4HE Ball RE AR EAlske
A L._-/] FA4F XOR 94kl 1P 3dele] Option
LEd wgit}, o]%, npdd SHAZlAN FAEEE Al
A%eh7] 918 XOR dite] (A®B)$B = Adke 54
o]&-3it}

HF FAAL] AR A wE FHAZES FE81a, ©f
el FAZEE wek XOR 94k 8‘?“; BHE 3AE
I AA ] I8 sAERFEH BUHSS 1T
Ak, webA FAR e FAZAR HA| ¥
Atk XOR A4kl 4% <&g sz wA
A& B28k8h (1d 3)3 2o

.
®
do
ﬁ,
Ko A



oAt tiee AT 584 454 Jgd #F A7 31
s 225
V. | 2g7t
2 BAE
& ARE 7 H7EE SlEi 71 TCP 9 454

@: XOR &14HXt  -=-=> XOR & 21t
@®: APB @: ADBEC ®@: ABBDCED

T2 3. XOR ¢ittg 0|26t o2t Ry
Fig. 3 XOR Marking and disjunction

Ak w2 v 71HL 1P &lvl9] TL(Total Length)
s Al 1492(1500Bytecl A SR =0 vl s 3
71e 8Byted b olslel ZAfollnt v AelS et
%, HEY]IZAAM AF2 F de H29 g A% F
MTU(Maximum Transmission Unit: 1500Byte) %<
123le] 4Byted] vkl FE F=9} 2Byted Sequence
Number =, 712]1 Padding®Z 743t 8ByteE &%
gt} Sequence Number ZEx FYU3F Source P9
Destination IP7} EAlst22 o5 Fd3l7] s Aled
o (28 4= IP dd9 vk 94X 3 F2E e

IHL |Service Type Total Length

Identification F Fraoment Offset

lime to Live Protocol Header Checksum 20 Byte

Source IP Address

Destination IP Address

Source |P Address Marking

IP Options 8 Byte

Sequence Number Padding

ICP DATA

Wer: Version
IHL: IP Header Length
F: Flags

O 4. IP 3lcie] oid fI%]
Fig. 4 Marking position of IP Header

2~ =

A% 7 AA v 298 A7l AAEa glew, Alg
PgelA AERE A B F1ds fA AEek 7Y
& 489 SWT 934 e
TCP 92 934 7% ¥ YE A 54 95
Nz BRE & slowl DY AT
Ao} BB HAL A
PPN At v 7S] Rl
AR 9 o7 e ok ¢
o WA & A8
917, vl W, st
% 7Pgel M 2 Aeld
712 JEda B ohd Active HIEAIE
A 7o JlE BN A Brhseeh A
o A%E 71E MEND W9 A8 Shseld FF 4
A Aos Fgel 283 & 9ok ¥ 7PEe) A% DS

=

—

N mlo

ol 4o ©.
N
[N}
vk
=
=
oY
o
L
°

i

B g o9, wlel gle] 2 Aol o] Ark

H 2. SWTet HMioktale| MsEyt
Table. 2 Performance valuation of SWT and Proposal

method
wle= SWT A et 7| &
Mg 2 | Active HER3 M8 J1E HEHT XS
IDS =0l 2fst 32| EoRUSIAAR oiFof ofst

o4 Tl

SE aZlofl fiEn SH aizlel o

oj Hg CIE ZAED Fdsl=| dfsle Ze ZAES9
A 2t FAE XOR odpkst 24
o 9xl | me| ColE GHS A | IP SlEe] SMEE AL
Ho[g| CkS 7 Akl _
IoIF4 l_g,” - e Source P2} BMEE=EE
O 2 | null AEZ 2RI ARS XORGl0] ot Zi2 nf2l
5iof ojz Rsto{ 22} ZkS oi
Hlole] Hodofl JEfOl=| SSL(Secure Sockets Layer)
AZSlE | & MUSIEE 4st El| 0| SSH(Secure SHell)
QIZFX | ofZol AR UFEo| 2| & 0I8dhs dZoMT o

Iks FH s




32 B 2 e SioCEE (2005, 3.)

SWTe] A5 Heln & 98 o2 A5 EEE
HeHuEE WY %S o] 83sle] AITh a1t o] A
AWelek gho] TEHR] ¥rs AL BAdor ske A7t
e}, WhE | AIQE 7M€ A fdhe BE SAEEY
F4E5 XOR Qe Fotd wdo s e oigh 24
£ 12fskA] ot vk AME Hud g ni 9129
A% SWTE #7le] diole 49& AMgshzt] o] 49&
AMgE] A= ElolEle] 2718 L Slojof ke #A
7h dARt A9k 7ol ASE 1P dtle §HEEE A}
gah=t 9ol A9 TL ghel 1492Byte ©l3kl 5ol

W AEE S e 590l U,

f

alg e lelME SWTE dlole] thael 71l
null 2E7 A5 AHste] rpshed] olm HojE e

719} v 7Fsd ANE & & glolok ske EAIZF 9Tt
At 71H-E Source P9 FHEEE XORsle] 1 A¥
U WHIEORE 8Byted] AW HT AMEFoEHA A
A7} obf] Bol FAo= 4 nAE 7Rk A
o} Eg, SWTe HeinaE Ashr] s dold 49&
AMgsteg AL 4EdlE AFS ARSH Hu 9%
Aol EBrFssA, Al 7HE SRIHZAA 1P S
SAYEE AMgslng gdEdlE dAdME A8 skssit

= e 7RI

V. E4E

£ VEHZ A 849 40 o glon,
Walo] vl deEe RE 7S AASA ¥n F4dd
gk SHuzl FEAHS Captureste] AREER 7155 =
FEO g Ae] oW EE &Y F Ut =3 ¥AA

Hangs

rek

(1) HIA, AT, &5, 7
Connection Traceback %41, ITFIND FV1&%
gk 1079%, pp.13-25, 2003.

,ARE, dAE, 458, ARIEE S8

F 9FA AlzEl’ Gy BIeks] FAse R

2, A2TA 28, 2000.

WA, Hed, AR TUNAE Adshe
=]

@ &
Rk oo 2
S of f o rR

SN

N

], A19¥ 15, 2004.

7, AF2], "HeFA Ik AYEA] Alz" md
A", =FFE R =14, A8 45, 2003.

(5) Stefan Savage, David Wetherall, Anna Karlin
and Tom Anderson, “Practical Network Support
for IP Traceback’, Proceedings of the 2000 ACM
SIGCOMM Conference, pp.295-306, 2000.

(6) Buchholz, Thomas E. Daniels, Benjamin Kuperman,
Clay Shields, “Packet Tracker Final Report’,
CERIAS Technical Report 2000-23, Purdue
University, 2000.

(7) X. Wang, D. Reeves, S. F. Wu, "Tracing Based
Active Intrusion Response’, Journal of Information
Warfare, Vol. 1, No. 1, pp.50-61, 2001.

(8] K. Yoda and H. Etoh, ‘Finding a Connection
Chain for Tracing Intruders’, Computer Security
- ESORICS 2000, No. 1895, pp.191-205, 2000.

(9) A9E, AY, A7, A71%, v LaEE

&
oy



)
12
a
)
N
i)
3
r o
e
re
-

33

IP dFA0Ne) 34 297 WA S, Jrusst
3] =8x], 41348 1%, 2003

(10) 959, d5¢, A5L, 299, 234, 92 0
2 o83 AWM 934 LuelF, BRTHz
3] =84, #A13d 1%, pp.21-30, 2003.

(11) Dawn X. Song, Adrian Perrig, “Advanced and
Authenticated Marking Schemes for IP Traceback’,
Proceedings IEEE INFOCOM, 2001.

(12) Chun He, “Formal Specifications of Traceback
Marking Protocol”, Honors Thesis, 2002.

(13) X. Wang, D. Reeves, S. F. Wu and J. Yuill,
“Sleepy Watermark Tracing: An Active Network-Based
Intrusion Response Framework’, Proceedings of
16th International Conference on Information
Security (IFIP/Sec '01), 2001.

(14) o158, Us3t, &34, "JEE YEA 7bk vE
92 BF 71$%Y, ITFIND #7158, 1076
<, pp.1-14, 2002.

(15) A=, A&, Al AT Al g2
OJHE(AIAA) B HUA 954 Ad=r 347, g
TR BA s =74, A6 112, 1999.

(16) AFE, 8, &34, "deHI= J|vke] AXZE
A3 Al2El S BEts] FAISEEE =R,
A|2948 23, 2002.

(17) D. Schnackenberg, K. Djahandari, and D. Strere,
Harley Holiday, Randall Smith, “Cooperative Intrusion
Traceback and Response Architecture (CITRA),
Proceedings of the 2nd DARPA Information
Survivability Conference and Exposition (DISCEXII),
2001.

(18) Denning, D.E., “An intrusion detection model’,
IEEE Trans. S.E. Vol. SE-13, No.2, pp.222-232,
1987.

:

5w &

2001 oidvfeln AFE gl
(@D

A st AFE B}
(BR5R)

(FHEop) A5, AFE TR~

gF of A|

1 O =

20044t 7P 23
(G

A ohadis e Be)
CARE)

(Boh S5, e TN~

% 82

1989 FJuieta A
(e]5paph

1982'd 3¢¥~1986\d 1€
AAUATY Y
74

i o) ARE T ma

(@iEch AREIgRe AFE

Z&EA2 DRM



