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Improved Hierarchical Prefix Delegation Protocol for
route optimization in nested NEMO
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Abstract

Hierarchical Prefix Delegation (HPD) protocol refers to a type of solution to problems
inherent in non-optimal routing which occurs with Network Mobility NEMO) basic
solution. However, because HPD cannot improve the micro-mobility problems, problem
surfaces each time Mobile Network Node (IVINN) changes the attachment point; as
happens also in a Mobile IPv6 (MIPv6) protocol in sending Binding Update (BU) messages
to Home Agent (HA) / Correspondent Nodes(CNs). By applying Hierarchical Mohile IPv6
protocol concept to HPD, this study proposes an algorithm for effectively handling
micro-mobility problems which occur with HPD in a nested NEMO environment. By
sending BU only to nearby WMohility Anchor Point(MAP) during MNN location change
within a MAP’s domain, the proposed protocol wil alleviate service disruption delays and
signaling loads during the handover process, overcoming the limitations of HPD.

» Keyword : Z=2Z[A3} (route optimization), DIAIZO[SA (micro-mobility), network mability,
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| . Introduction

MIPv6[1, 12] home
(CoA)

current

encompasses not only the
address (HoA) but also careof address
which indicate the Mohile Node's MN)
location, and by sending BU to HA/CNs at each
change, it

them. However,

location maintains  the connection  to

when real-time communication or
a sensitive application to potential packet loss s

required, MIPv6 is severely limited. Each time MN

switches its position, it must register with the
HA/CNs which may be located at longdistances.
During the interval between registration from one
subnet to another, the comnection with a CN is
temporarily  suspended  and  thus, may lead to
packet loss and disruption of real-time applications
such as VolP.

HMIPv6 [211], an extension of MIPv6, uses a

agent called MAP; MAP
acts as a regional HA. HMIPv6 comprises of Home
Address (HoA) of home network, Care-of Address

new  protocol conceptually,

(CoA) of access metwork and Regional —care—of
Address (RCoA) based on MAP. Regardless of
MNN's true location, HA and CN  accept its
location as represented by RCoA and  transmit

packets to the RCoA. By  utilizing the binding
information between RCoA and CoA, MAP forwards
the data packet to the ultimate MN. HMIPvE's
advantage is  that, by dividng the mobility
management into macro— and micro- category, it

can lower the signal load and improve the
handover speed during mobile connections.

On the other hand NEMO bhasic solution [3]
changes in the attached points with the
internet while the nodes within the mobile networks
established Suboptimal

overhead and Thandover latency

allows

maintain sessions. routing,

packet resulting

from  bi-directional  tunnelling between MR  and
MR's HA occur in NEMO hasic solution. Packets to
MNN are first intercepted by MR's HA and
tunnelled to that MR which then transmits to the

MNN.  Furthermore, to avoid ingress filtering,
extra [Pv6 header is attached to every outgoing
packet and becomes further encapsulated in the
process.  This  results in MTU’'s  reduction and

overhead increase as MR's nesting level deepens.
NEMO's namely the non-optimal
routing and IPv6 encapsulation, can be solved by
delegating Mobhile Network Prefixes (MNPs) from
Prefix Delegation (PD) protocol that enables MNNs
to perform route optimization within the scope of
the mobile network [9]. MR
based on PD protocol from an Access Router (AR),
then, transmits the delegated prefix to its subnet.
Using this prefix, the MN creates a CoA and
subsequently sends the BU. This allows the MN to
bypass ingress  filtering and allows a  direct
communication with CN. Granted, PD allows for
route optimization and repeated [P
header  attachments CN  and DMNN
however, despite the fact that 69% of user mobility
is local [10], as with MIPv6, requisite transmission
of BU to HA/CNs each time MN moves to a new
AR domain signaling

latency problems as  well as

shartcomings,

receives a  prefix,

avoidance  of
between

location  within ~ the increases
load and handover
packet losses.

This study proposes applying the HMIPYG principles

to HPD protocol to not only achieve packet rout

optimization and avoid ingress filtering as  with
HPD but also to enable a fast handover and a
decrease  of  signaling load by improving the

micro-mobility  problems. The remainder of this
paper is organized as follows: Related works—to—date
will be cited in sections 2 Section 3 will describe
mechanism  using

illustrate

optimization
Section 4 will

the proposed route
HPD  with  HMIPv6.

simulation  results  attained from MATLAB and
close  with conclusion and suggestions for future
works.
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Il. Related Work

When MR detects its own movement, it receives
Using
the prefix, MR attains a topologically correct CoA.

listed below for

a prefix block by rumning the PD protocol.

There are various protocols as

address autoconfiguration.

As one of the address autoconfiguration methods,
Automatically  Prefix  Delegation  (APD)  protocol
makes delegation, refreshing and retum of IPv6

prefixes possible [6]. APD allows routers to request
any prefix from the upstream router on the same
link. When authorizing the
router then retums a prefix and its
ICMP  prefix request used by the
requesting router to requests to the
delegating router. The ICMP prefix delegation message
is used by the
prefix with the requesting router.

IPv6 Router Advertisement Prefix Delegation (RAPD)
option in Router Advertisement (RA) messages is used
for the delegation of IPv6 prefixes to simple IPv6
sites [7. The RAPD option extends the functionality
of RA messages to enable configuration of a site
router can

request, the delegating
lifetime. The
message i

commumnicate

delegating router to communicate

router. RA messages sent by a provider
be used to assign one or more address prefixes of
an arhitrary size to a site, allowing the site router
to configure its netwark. ThisRAPD option has no
functionality  to  support  dynamic leasing,
refreshing and retun. This means that the providing

Touter

prefix
has no way of knowing whether the
delegated prefix will be used or not.

[Pv6 Prefix Options for DHCPv6 proposes to use
a PrefixDelegation option and Prefix Request option
in the stateful DHCPv6  for
PD [8l. The prefix requestor and delegator don't
have to be on the same link, because DHCPv6

configuration  protocol

supports relay agents. Prefix Delegation option and

Prefix Request option are used by delegating router
respectively.  The  delegating

and requesting router

requesting  routers

appropriate  for

router can delegate prefixes to
through  these  options. It is
in which the delegating router
have knowledge about the topology of the networks
to which the requesting router is attached.

Among the protocols APD  protocol  is
appropriate far  IPv6  address aggregation  architecture.
Because prefixes are of variable length and multiple
hierarchical layers allowed, it is
appropriate  for supporting nested NEMO. Although
DHCP and RAPD are easier to implement, because

situations does not

above,

of prefixes are

prefix block is allocated even when MR sends no

prefix request message, they are inappropriate.

lll. Proposed Route Optimization
Scheme for supporting Micro—-mobility in
NEMO Network

[9 is based on IPw6's stateless address configuration
and APD oprotocol. In this scheme, I[Pv6 header
encapsulation is avoided and route  optimization
achieved. Moreover, such scheme was observed to
support dynamic global addressing related to the
MNs of a mobile network, and makes possible the
network  mobility.  However,  despite  most
mobility being local in nature [10], because a BU
must be sent to HA/CNs whether macro mohility
occurs — or
within  the
change can
thereby
latency.

To address the above limitations, the study proposes

HMIPv6

user

whether the micro-related movement is
AR domain,

cause

frequent internet  location

unnecessary  traffic  increase,

resulting in  packet losses and handover

the utilization of a scheme supported by
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[4 in conjunction with HPD protocol [5], itself an
extension of APD. The proposed algorithm provides
and  optimal
routing paths between the MNNs inside the NEMO
and the CNs outside the nested NEMO.

MNNs  except LFNs
Also, to
HMIPv6,
the access router ARMAP), as shown comected to
the internet in (figure 1), is assumed to have MAP
functions.
a foreign link, because the MR must be detected to
be at
downstream MR must be provided a part of an
address the MR's netwak, MR's
subnet link prefix will be the same as that of the

far improving micro-mobility  problems

To support this set-up, all
are assumed to wuse HMIPvV6 protocol.

improve  micro-mobility problems as in

Before mobile network’s MR is moved to

a home link and also because visiting

space  within

example, infigure 1,
home link, MR2 will
link  the
containing MAP  prefix ¢@ and subnet prefixes
qli  which it from ARMAP) and

delegated network prefix.  For
MR2

broadcast to its  local

when exists

RA  message

received

delegated prefix ¢l which it received from HPD
protocol.  Furthermore, MR2  will  allocate  to
requesting MR a longer delegating network prefix
such as qll: MNNs  behind the MR are
composed of RCoA which use the MAP prefix from
AR(MAP) through itermediate MRs and CoA
based on the delegated vprefix that MR, as the
requesting  router, received from an  upstream
router.
MRsHA |
Internet MR,Z,’SHA
| AR(MAP)
»  AR(MAP) &S :
P==‘1 oo &= MR3
5 MRT  AR(MAP) &S MR2 & K
415 a CH .
P:1::| pPion at= =10
”‘EII ‘ 7]
A\ 8z O MM
@ -2
VMN  LFN

Figure 1. Mobile Router at home link

3.1 Protocol Overview

ARMMAP) broadcasts RAMAPprefix, on-link  prefix)
which
on-link prefix and MAP option having

MAP oprefix. Within the nested mohile network,
al MRs (including roct-MR (MR1)) except AR will
be allocated delegated MNP  from  theupstream
router, and with MAP oprefix and on-link prefix,

include prefix information  option having

MRs will broadcast to their subnet links. The
proposed protocol  will be operated as shown on
(figure 2.)

1. MR wil broadcast RAMAP  prefix, MNP,
on-link prefix) which contains its own
on-link prefix, MAP prefix received from
MR-1, and delegated MNP  resulting  from

ICMP prafix delegation operation with MRi—1.

2. MR+l will form RCoA by ulizng the MAP
prefix  contained in
MR (AR in
is  ARMAP)
delegated MNP.

the RA message from the
MR1's case, the upsiream router

and CoA being created from a

3456.
router

Ushg HPD prolocol [0 the  requesting
MRi+1  wil  be allocated the same
number of prefixes as the
the delegating router MR, At
MR wil  update its
the  MNPs it delegated 1fo the
other  words, the nedt hop for
MNPs is indicated by CoA of
al  traffic related o
10 go to MRi+1.

subnet  links by
the same time,
based on
MRi+1.  In
delegated
MRi+1,  Thus,
MNPs is

rouing  table

the allocation  of

7. Before sendng an umsolicted BA o MNN bumust

send BU based on  nobity management  to
MAP or HACNs. MR+ first  sends  BURCOA
CoA) to MAP. after receiving new  MNPs
from MRi, MRi+1

8. The MAP receives BU, perfoms DAD check,
and must store  this information in its
Bindng Cache 1o be able to foward packets

o their final  deslination when received  from
the different CNs or HAs. MAP then
BACK to MRi+.

sends
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9,10.

1. RA(MAP Option,
MNP, on—link Prefix)

Mri+1

(Requestor) MN

3. ICMP Prefix request
Code=Delegator query

i 2. RCOAMri+1.
CoATMIi+]

4. ICMP Prefix delegation

Code=Prefix delegator »
5. ICMP Prefix request

Code=Initial request

6. ICMP Prefix delegation
Code=Prefix delegated

12. RA(MAP Option,

*  new MNP, old MNP

AR Mri
CN/HA (MAP) (Delegator)
—DAD check
— RCoAMri+1 : CoAMri+1
& n+_0{ 7. BU(RCoAMri+1, CoAMri+1)
8. BACK
9. BU(RCoAMri+1, HoAMri+1|on—link prefix)
i 10. BACK

11. :/0->MRi

i7 on-link Prefix)

‘ HoAMri+1 : RCoAMri+1 ‘ |

Figure 2. Proposed Protocol Overview

In macro-mobility situation, BU(on-link
prefix,  HoA, RCoA) is sent 1o s HA
CNsBased on BU which it received from
MRi+1, HA/CNs  wil Update its  binding
cache then send BACK 1o MRi+1.

MRi+1  wil update its routing table per the
new MNP, meaning MRi becomes the
designated default router for MRi+1
G0->MR). 12 Wih regards 1fo its  affached
MNNs, MR+ will update its routing table
per the new MNP, meaning MR  becomes
the designated default router for MRi+1
(/0->MRi).

With  regards  to  itls  attached MNNs, MR+
will  broadcast on its local link the unsolicited
RAld MNP, new MNP, ondink prefix, MAP
oplion) which contains old MNP wih a valid
lifetime of 0 in order 1o expire the addresses
derived from the od MNP and the new MNP

that has a new lifetime.

32 Mobile Router Operation

(Figure 3) in case refaring to (Figure 1),
illustrates  the following topology: The three MRs
move from home link to the foreign link then, VNN
moves from MR2's mohile network to MR3's mobile
network. Each MRs performs its prefix delegation.

First,  after

and

includes MAP
from AR(MAP),

receiving RA  that
on-link  prefix(a:)
the change. MAP
prefix(a:) on-link  prefix(ai) are  same in
ARMAP)'s RCoA and CoA  which
identical are created based on each’'s prefix. Using
the HPD protocol, MR1 is allocated by ARMAP) a

prefix(a::)
MRI1  detects
and

location Because

case, are

number of delegated MNPs (al:, a2:) equal to
its number of subnet links, then, broadcasts RA
that includes MNPs, the MAP prefix and the

on-link prefix. MR1 sends BU message containing
RCoA and CoA to MAP and BU message containing
RCoA, HoA, and onlink to  HA/CNs.
ARMAP)  and HA/CNs their

caches each BU information received from MR1.

prefix

saves  to binding
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CN & i MR3'HA -
= Internet — o
T MRI’s HA MR2*HA
doaide o S
AR(MAP) Gs# MAP Binding Cache
a:l->a:l
a: aiz->a:il2
ai3-r>ai2::3
11 | a::g->a:l:1::8 {(old)
Lj ai8->a2:1::8 (new)
LMN MR1 4=_u€:1!1107>a!2111210

HoA p::1, RCoA a::1, CoA a::l
Delegated Prefix (DP) = a:1::, a:2::
On-link Prefix (OP) = p:1::, p:2::

HOA r::3, RCOA a::3 MRZ  HoAa::2, RCoA a2,
CoA a:2::3 W CoA a2
DP = a:2:1:: A L DP =a:1:1::
oP =r::: a2 a1l OP = qil::
BEL Ls herid s |‘ 9
LMN VMN VIMN LFN
RCoA a0 a8 RCoA a8
CoA a:2:1::10 a2:1::8 CoA al:1::8

Figure 3. Network Mobility using proposed protocol

Second, MR2 relocates to MRI1's network then

creates RCoA(ai2) wusing MAP prefix and CoA
(@1:2)  using  MNP(@l:) from the MRL
Afterwards, BU containing RCoA and CoA is sent

to MAP and also BU message containing RCoA,
HoA, and on-link prefix is sent to HA/CNs. MR2

receives from  MRI  MNP(al:1:) derived from
prefix delegation and broadeasts to its local link.

Third, MR3, in same sequence as MR2,
relocates to  MRI's network, then, sends BU

containing RCoA and CoA to MAP and also BU
message containing  RCoA, HoA, and on-link
prefix is sent to HA/CNs. MR3 receives from MRI1

MNP(a:2:1:)  derived from prefix delegation and
broadcasts to its local link.

Finally, when VMN, which is visiting MR2's
mobile network, detects location change in MR3's
mobile  network, because  micro-mobility  within
ARMAP) is evident, it sends BU containing
RCoA(a::8) and CoA(a:2:1::8) to MAP.

After receiving BUmew RCoA, HoA)  from

MMN, CNs outside of the nested NEMO changes
their binding caches from old RCoA to new RCoA,

then, sends the packets with the
destination address to MNN.

ARMAP) receives the packets with the RCoA
as a destination address, changes the RCoA to a
local CoA, then transmits the packets to MNN via
intermediate MRs.  When MNN  within  NEMO
sends the packet to CN outside NEMO, it sends a
packet with home address option that has source
address as its CoA.  ARMAP), using binding
cache, changes CoA to RCoA, then transmits to CN.

In case where LFN cannot perform MIPv6, MR
designates the source address on the outer
header of the packets it received from LEN
own CoA, then, tumnels through the encapsulated
packets designated for MR's HA

MR's HA
forwards them to CN destination.

MR, which serves the proxy function to LEFN,
sends to CN BU that contains LFN hame address
and care—of address RCoAMR. Using the received
binding information, CN sends to ARMAP) packets
containing type 2 routing header. Subsequently,
AR(MAP) changes RCoAMR to CoAMR and sends

RCoA as a

as
its

decapsulates  the  packets  and



FHE NEMOd XS A= HA35 A3 Add AZ

)
[&l
)
e
[>
ek
ol
[&l
]
frl
|

to MR. MR, then, transfers the packets to the
LEN destination.

The proposed protocol will  solve  micro—mobility
encountered  during  packet  transmission
by MNN to CN as well as problems in regard to

ingress filtering or route suboptimization.

problems

IV. Evaluation through Numerical
Calculation

Because the proposed protocol  enables  the
sendng of BU to MAP istead of HA/CNs
outside  the nested NEMO  during  location
changes in the MAP domain, it can lessen the
handover latency markedly over existing protocol
[9]. Thus packets losses and signaling loads, too,
will be reduced.

Referring to (figure 3), wireless delay between
upstream MR and downstreem MR in the MAP
domain is assumed to be ¢ ms and wired delay
between ARMAP) and HA/CNs is assumed to be
b ms. Time required to receive delegated network
prefix between MRs using ICMP prefix delegation
operation and processing time required of MRs,
ARMAP) and HA/CNs will be ignored. Assuming
MNN’'s current position is at level i, the handover
latency period, HOold, referred to [9], defined as
the sum of time, indicated by c#%i ms required to
send BU between MNN and ARMAP), b ms
required to send BU between ARMAP) and
HA/CNs, b ms required for the first packet to
travel between HA/CNs and ARMAP), and c#i ms
required for the same packet to travel hetween
ARMAP) and MNN, is similar to the time
requirement of MIPv6.  The
period, HOnew, in the proposed protocol, on the

handover  latency

other hand, is the sum of time, indicated by cx

ms required for BU to travel in the wireless
medium between MNN and ARMAP) plus ¢ ms
requited from ARMAP) to MNN. The efficiency of
the new protocol, HOeff, explains the relationship
between HOold and HOnew. They are defined as

follows:
HOOId = 2¢+i + 2b
HOnew = 2xcxi
HOeff = HOold / HOnew = 1 +b/(cx)

HOsave = HOold - HOnew = 2b

Using MATLAB, performance evaluation was
illustrates

micro-mohility ~ which  is

done.  (Figure 4) handover  latency
efficiency, HOeff, in
effected by level i and 1=b/c value fluctuations.
Even if level 1 increases, if the wired delay time
caused by the route length between ARMMAP) and
HA/CNs is longer than the wireless delay time
between MRs and ARMAP), then there will be a
noticeable increase in handover latency efficiency.

The packet loss rate, during the registration
period, is directly proportional to the accumulated
link ftransmission time over the wired and
wireless portions because the MNN is unreachable
during this period. If any CN sends packets to
MNN, the packet will be lost.

Within the micro-mobility, the latency period of
HPD is indicated by HOold and the latency period
of the proposed protocol is indicated by HOnew.
The measured time latency
period in the micro-mobility between the HOold

and HOnew is HOsave.

difference  in  the
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Thus compared to HPD, the number of packet
loss is lessened by the same number of packets in
the HOsave period. Because 69% of user mobility
is contaned within a local site, an attiibute of
micro-mobility [10], packet losses can be lessened
by the packets that occur during the period of at
least 0.69+HOsave.

V. Conclusion

The rote optimizaion method based on  hierarchical

prefix delegation  provides route optimization

between  correspondent  nodes  and a  mobile
network node. However, it requires sending BU
messages to the home agents and correspondent
nodes which may be located at long distance from
itself  when the micro-mobility of the mobile
network node within the domain under access
router. Its problems are lots of packet losses and
is much more deteriorated in fast moving.

This study, by applying HMIPv6 to Hierarchical
Prefix  Delegation  (HPD) solved  the
problems inherent in NEMO hasic solution such

protocol,

as non-optimal routing, multiple [Pv6 encapsulation
and micro-mobility.

The proposed protocol allows far the MR to
create RCoA based on MAP prefix sent from
ARMMAP) and CoA based on the delegated MNP.
When the MR moves within the MAP  domain,
because MR sends its signal only to AR(MAP)
instead of to HA/CNs, handover latency, packet
losses  and  signalling load are  significantly
reduced. Also, as mobile networks move frequently
within ~ AR(MMAP), the above advantages  will
further be redlized For further study, we are
gang to consider the smooth handover support of
MNN  in mobile network which is situated below

the MR during the changing the location of MR.
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