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Abstract

Nowadays, it is possible to access shaing data from unauthorized people. Access cortrol
prevents  unauthorized access to computing resource, information resources, and  commumication
resources. It is  very important to defend the critical system resources from the
unauthorized. The importance of this study is to develop protection profile for Mandatory
Access Control (MAC) that satisfies TCSEC assurance level B2, protection profile for MAC
will help developers to use reference for the development of requirements and formulating
security specification.
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Table. 2 Status of protection profile evaluation product

HE 25 +7
Application Level Firewall Protection Profile for Basic EAL 7
Robustness Environments {41.0)
Traffic Filter Firewall Protection Profile for Medium EAL 7
Robustness Environments {v1.4)
Rale-Based Access Control Pratection Profile Wersion 1.0 EAL 2
Application Level Firewall Protection Profile for kedium
: EAL 2

Robustness Environments (v1.1)
Traffic Filter Firewall Protection Profile for Low Risk

q EaL 2
Environments {v1.4)
Controlled Access Protection Profile E&L3
Labelled Security Protection Profile EaL3
Peripheral Sharing Switch (P3S) for Human Interface EaLd
Devices Protection Profile (v1.0)

£ sk FAsA dudos el “Smat Card

Security Users Group Protection Profile v2.0"S 49
Hr vhes Ak $dskll Al 2R Smart Cad Protection
Profile  (SCPP) version 2.0 Smart Card Security
Users Group (SCSUG 3l 2Hd=Idc}. %7] vercion
102 ST 37014 AR ol o] WEES

], SCPP= F83F 289l= 2§ A& 42" (American
Express, Europay, JCB, Master Card, Mondex, 7]

i Visa) 4AEY NIAPe] 2jsix =¢d=giet. SCPP=
2REIIEE AESle 74 AR Aladle .72 wds
3 glow vlE wE HI #E ARAR] 23S 9ol
AR e, segoloRE T 5§ xaTslo] 4
e FAAA A o1277A A Mol 2 kg 2wt
E7lE ZYES ooz st vk SCPPoA FoA B
ofof 3 Z& AnlE & FiEo} e WS 3§ o ﬂ
Aeldnct ZAHCR o 52 AL HAE 7K1 9l
Aotk ®EH TOES] WiFelA 9183 Hel o7 }‘]"GoLEE
Axsdo =y, FustA we wgek ofEA el
Agd 4 sle= ata stk o E EojA SCPP= GSAS
“Smart Access Common ID Card” RFPE 93F Heb @
T ARES wdshed AFSE S sich



Hol FYAAE HF %

dAA A Aol AE Tzey 1%

B ZRude gk wal A 2 FAAYN AR
CC partl amex Boll #AA|3] 7]&5e] vt Ha x=y
Yo Aoz AT £ AT CCTooBoxdtle =75
olgste] Z[EAQ UlE-S et 4 AYeR HuF st
ot ®@rd CCToolBoxt NIAP(National —Information
Assurance Partnership)olld 7i#d HE =2yl =
Het =x uﬂHVH A gz?—fi Ho =gpgl 5 Hel &
BAAS 7

'\__ E
7RAY W8-S %f\ 18T 783 Bolth B =

N Ed
mﬁﬂk

7]‘50}93‘—4'. A4 %j—} Aol2 93l HE Teule
MAPP(Mandatory  Access Control  Protection  Profile)
£ thea 2ok

o o o @ ¢
H

4.1 contents and presentation
o] BEMME BT Zaylelo] AMSER=E CCo WA 2
23} 78]1 MACH disiA AMgEle o2 7)asith

4.2 introduction
HE zZaglelo] A=y AR, MACA thdh 74k A

< V=3

offl

4.3. TOE description
o] FRME TOEZF #A = EAd disl A&t
Hy Zayldoe] e A= TOEE MACe 73
= E‘Hﬂ THAAE GAG FRAE] Aot
Col erdslA 2857 %’%611 gogh 2 g 9l
Haudlt) So] 7= gt F9AAE e
q_ T3 FEAe Aade dwAQ] POt H L%
ol T Yo} aglold Ee E4t el Eo}
% ofy o] AHE didor & 4

\__

1.

¥o, ox o 2 s
QL
4 rlr

= rlr
é

1
30,
o

44 TOE security environment

o] HiEMe TOEZF 92 74 oisl 7ledoh
CCoAM Aud= 7178 2 -, 2ok A gisiA 7
7te] 847} MACe] 733 &40 o%9A 443 734
o s geJslor gt ofwf TCSEC division BSl mandatary
protection F4t2 FEEA A7l 94EL A o
itk TCSEC division Belle W2 oWl EAMEHT
MACel gk o] & MACe| 48 27 gk A=
< AAE] Aolsl w9k wEelrh #A TEAL e
DAC & MACH th3k Hz Zaudel fitioe] TCSEC
°] MAC % DAC digt gofellxie Edata IrHal

RBE /M2 Azl HolBR AlAskA "l nRlrAR
A} Heol AL T} paie dlo]Bz AR

oS!
CCellxl Auglz 7ML =A vrolEm physical
assumption, personnel assumption, connectivity

assumption o] 9z o] EFo| @A MACH #4=
717re] 78S AZElEY el 2ok MACe] #elA]
physical assumption2 F2 959 FZA tiEiA &4
Aoz AT 4 Si= 2 TOEZ} EAelof 3-8 714
ok &wl  personnel assumptions 5% AEAL
EAEF 3 galor shedl MACS] 4% Akl ¢
3 25 3 A Kot FF0] AANDE o] 7[go]
£ 293 947} Hrh comectivity assumptionole &
o] Al2ElE Zhe Hob 4 sl 9le-S mAlslol sk

P Prys Acs_to Qut
TOE® A 37l @2 &4 Fag st
= A AA el 9130 9t
P Competent_Admin
Alz~gl #AYals TOESE Helel #dd JEE kst
A BT 4 e THE FEFool g
@ 9
Age 748 A0lE MACOAM #BErte] 9do] Fo3)
Dz #yAe] g 3 gk Jdgo] Heob A Foigh
FEFE A ¢ vk 23 MAC A2l gk $47e]

P Adrin Err_Omit
AlzE BYAs 2ot AdEE &



146 BE AFEHERES ROGEQ006. 3)

MACS 7|z= 3 A#HL 4 Fslu MACo| <9
7 98 Herozm Hed AHASL
Pclassificationel e MACS] 71229l

tho] AlxElo] HzEd £ gde A
P.accountahility X <=
P Authorized Users
Ak W2 AMEAe] Al2Eo] HEF 4 gl
P Accountability
Z4zre] 7)9lo] T2E2 3Fo tisl YL Aol 3}
718 2 ¥ Bet FAe &Sk /EES 3 2
Aojnz He Zzal At o a8 e Fed

EA rationaledl] 71&8)|FEolok Sith

pl
Y
3

45 security objectives
7178 2 99, Eet Ao HelE sx=E Heb
s Bk Hol BAe nE 99] @AES BT
4 glolekdtt. dlE E9] Pauthorized_user#he
Aglom oo = Qauthorized userzks =k
AoJal] Folof gt o]FA 1 B AY, EHF A B
oF ZA7te] migE e HE T2 rationale -
A 71Es) Folok 3tk Hot AL Eald] wla)l B
o 718 2 9¥, Hel HAR AEE 4= slvh MACH
A" Hol 228 uFFHW  authorizationo] #HHHA
BB accomtability, audit Z8]m MACH #3 EF
Z 1ol 7158 4 sirh
P Authorization
TSFT AgHe B AREATlo] TOES: Aol Hod
T RS FAA Ak dt
P Enforcerment
TSF& Hel AFo] 2pas] dasw® A=y TdH
ofo} gt
P Info_Fow_Control
AR 582 AL AMSALe] ool @A) A
o=z Fgslo} gt
P User Auth Management
Kot Al wieg} AMSA} Agk} Bt do|EE #As)
2 o] E sfefsic,

2Yoof

ool o

J
22

tle mlo w mle

56 IT security requirement

Hel 97 ARF F e 87 ARl A Hel EAd
A Aost ARES 78 £ 4 slv ZIvER AR
of gt} Hob 5Ag Aog o sy 2 ¥, Het A
T Hel HALS MEdd AAY 75 a7AEe M9E
e A Fodk Hel BAe] FAld ggo] S~ B A
FUESS MAs)Folof dk

QoA A Hob 5A9
accountability, audit, MAC So] $iom o7l A3
SYPAES AAHEY  FAU(security  audit), FDP(user
cita  protection),  FlAGdentification  and  authentication),
FMT(security —management), FPT{protection of the
TSF), FTP(trusted path/channels) S°] itk

il

W&ol authorization,

ol <3 33 o] EALSE TCSEC

BE QA7) fAsE Ze olER <F 3o FEsin

& gick Tt obelle] <& 3>o] AWHAR] slol=w
dlo]m] MACS 7% o] TCSECel Ael=e] gler=z
TCSECE] B2 532 #x3¥ 2% AYHdEESS A%sE

A Aok £ gl

¥ 3 OC HEESE2t TCSECHS| 2
Table. 3 Reation of CC security assurance levd and TCSEC

EAL A TCSEC

EAL1 functionally tested

EAL2 structurally tested Ci

EAL3 methodically tested & checked o2
methodically designed, tested &

EAL4 B1

reviewed

EALS semiformally designed & tested 5%
semiformally verified, designed &

EALB tested B3

EAL7 formelly verified, designed & tested Al

P FOPIFC2 2485t HESK]

FDP IFC21 TSFe [2%: FA9 AR Z2=2] 2 =
A7) Qs AEE AW FAL FAR=RE
ARTZ0] i3l ¢lo] HE oulglo|Ale] 24 thale]



ol

[T JREETA R 53 E H8aler
FDP IFC22 TSFe EAEY el FALY
FARHE 520 dsiA TOE SAHEY Jo] AH &5

.

i L=
= RE

9 folo] He RE ¥fuoldBe] shte] HHIETA
HeblsgAo s Arjds BAgsiorsitt
_HLOJ&%} ol EALS si71419] u-6-& Hgsh #rt
*ATEFUN.IID JHEAK= TSFE  AlEsiol oz
EABfs10{0F Bitt.
« ATE FUN.1.2D 7HLAR= A[EAME H[Zstofob Sit.
*ATEFUN.LIC AlgiME AlgAE, AlgExe &
o OllAF AjEZT 2 AR AIFZTIZ 2A=|ofof FiCk
« ATE FUN.1.2C A|EAE0IME AlES o4o|: 5 ol
7SS AMdatn U Algdel XS ME510{0} Sitt.
 ATE FUN.13C AIZEAlS] MTHojMe T%L' ofiEol
UE AlES Adgetn 2 Hob|sE AIgsh| #fat
A&lE M=slo{ofF sttt of2{et HE2 CE AP
O thet =M B54S =El5Ho{of sith.
«ATEFUN.TAC ot ARZTOIME Aol o&H
OF UE A2 OldE ZTE Hojor Bt
*ATE FUN.ISC ZHZADZE £33t AjgZoke 2249
AlgE EOUIiOI TAE L= SRS £0{of st
« ATE_FUN1. u*ﬂIF JHI S =27t 34 274

o]u].;q ©Z AL ‘::!—o]

Az A= AEdthn WFQ T AT g2l Al
He AR o Sorle 1 t] EolAlA Hrh Bz
Z2us AT o FH B 1*%9] 43 AH 1
T AlzdEe] 714 S mEslol XJ%P FAL 5H% A93hy
€ =] Hesirh
5.7 rationale

o] Kol Hel 54L& Het #7ol m¥g o]
Hob BAS 7l &7 ARl wlEAzl Hol &S st
Lol feell tisiAl Ame ok drk

Y
r

B o=mdds AR AxEdA Uy A= 9= 7
AZ 2 Aojel digk Bl o ARRS =AITSRIPIE
o) mabd sselgen, o Az HT Zzuls

L ruz
e

et £ AT Aol 7lewo] Slv HE Xy
& TCSEC 71& S+ B2ad s394, i =Z=sds
olgate] AE AlzEl izl AR}, Bkl
Hel #55 viEAleA Hrteke AE= AMSE

|

] 3]

/\

rr

B oz, & Q7 A5l At 1 g o
4 SIS AU A e A N 8 A
&5 BT Zoude A4sked Fu2 A8E 4

2oEd
(1] Arrangement on  the Mutual Recognition of
Common  Criteria  Certificates  in  the field of

Information Technology Security, 1998.10

[2] CCIB, Common Giteria for  Information  Techrology
Security Evaluation - Part 1 Introduction
and general model, 19985

[3] &CIB, Common  Criteria  for  Infomation  Technology
Security  Evaluation - Part 2 Annexes,
19985

[4 CIB, Common  Criteria  for  Information  Technology
Security  Evaluation - Part 3 Security
assurance requirements, 19985

[5] ISO/IEC JTC 12722, Guide for Production of
PPs and ST, Version 0.6, 19937

[6] NIST, NSA, Evaluation and Validation Scheme
for Information Technology Security, 1998.10

[7] NIST, Information Security Testing - Common



143 BE AFEHERES ROGEQ006. 3)

Criteria, 19989

[8] ASD, Department of Defense Trusted Computer
System Evaluation Criteria, 1935. 12

[9] CEMEB, Common Evaluation Methodology —for
Information ~ Technology — Security - Partl
Introduction and general model, 1997.1

[11] CEMEB, Common Evaluation Methodology for
Information ~ Technology — Security -  Part2
Evaluation Methodology, 19979

[12] William MDaley, Cary RBachula, Raymond
GKammer, NIST Handbook-xx ; Information
Technology ~ Security  Common  Criteria V1.0,
19989

[13] Igrid M Olson, Marshall D. Abrams, “Computer
Access Control Policy Choices”, Computer &
Security, Vol. 9, pp.699-714, 1990.

[14] Harrison MA., Ruzzo WL, Ulman JD,
“Protection in operating  systems”, Comm.  ACM,
19(8), ppd61-471, 1976.

[15] Simon  Garfinkel, Gene Spafford,  “Practical UNIX
Security”, O'Reilly and Associates, 1994.

[16] Harrison M. A, Ruzzo W. L, Ulman JD,
“Protection in  operating
ACM. 1976.

[17] =58, 42, TN Alz"dAy AYw
A 2 s H3 Hel A mde] A3 477 A
FEHARSE=EA, 2004 6.

[10] <, wg4l, A8, “AFHIAALE Adshe
Hel /34 mE A", FAFEARRSEEEA,
2004. 3.

systems”,  Comm.

i

20034

&} (clgpiap

2037 Fehalw AgHEA

B AR 2t

<HARoP> HErHol/ HARE &4

AR, BF A



