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Security Analysis of MAC Algorithm using Block Cipher
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Abstract

This paper proposes and analyzes the MAC(Message Authentication Code) algorithm that is
used for the transition integrity and the entity authentication of message. The MAC
algorithm uses the DES algorithm which has 64-hit block and 565-hit key and we compare the
security according to 64-hit and 32-bit length of MAC vaue. Moreover, we use the SEED
algorithm which has 128-hit block and 128-hit key and compare the security according to
128-hit and 64-bit length of MAC vaue. We analyze the security the forgery attack according
to length of message and length of MAC valuethis paper, a coarse-to—fine optical flow
detection method is proposed Provided that optical flow gives reliable approximation to
two—dimensional image motion, it can be used to recover the three-dimensional notion, but
usually to get the reliable optical flows are difficut. The proposed algorithm wuses Hom's
dlgorithm for detecting iritial optical flow, then Thin Plate Spline is introduced to warp a
image frame of the intial optical flow to the next image frame. The optical flow for the
warped image frame is again used iteratively untl the mean square emror between two image
sequence frames is lowered. The proposed method is experimented for the real moving picture
image sequence. The proposed algorithm gives dense optical flow vectors.

» Keyword @ A|X]  QIZTE(MAC),  SHAIEMHash  Function), &= Zi(Forgery  Attack), 71315
22(Key Recovery Attack)

* HIEA : MES

« H$ 20050325 AARREES ¢ 2005.05.20

*% fen S&rSHHRRIAT) Fag, = Fdldte AFEnssd 2ug, =FFlsta el gty
¥ 2 o7= MEHEME J|E27|SHTR A ITA-B1220-0401-0087-0001 917 Zot2 £#Hs5i9e



40 ®E AFHERES w005 5)

a4 & 9]9] 7e1°]
A2 u'—‘TOHf b
71e] {7l wek Uﬂ"] A <
Code MAC)®  MDCManipulation  Detection  Code)
2 uHH oA MDCe 99k 4] ¥¥One-way Hash
Faction¢t % 29 8] ¥5(Cdlision Resistant  Hash
Function)© 2 WrolRIch[1]  wWAA] 95 F=(Message
Authentication Code MAC)= HEEw wAxe] £2
A 22X 95L A3 e ARg-Erk

MACE #4048t 4440} e Wia7)l K2 7w 3
= AxE @70 AgE WAA xS HEEs] sl
s K9 x9) 359 MAC ((x) 5 Axsl] o)
AR xoll H1ske] Btk HAA] xE e £AAE F
el Qe wEy] K olgdlel MAC(x)5 A
& & A4E MAC 3 nlugdezd mAax x) Hzs
A g R AARRE & AYS PEI.

9T LIDEE /MeR S MAC FuFEC) §
o] A, tFAel MAC dui2ore B2 %
A1E]ES o]4ste] wAA UF :’E(MAC)E AA Bl
olg] 71xle] Wil Az|=le] fth ¢] % Cipher Block
Chaning(CBC) R== o83 CBC-MACo] 714 ¥

AgEo] Am ok A ®FE ISU/AEC 9797-14AM=
CBC-MACH 7 HEHd g2 6 7[xe] daelso] AA
Hol IeH2] olg2 Al JHA HAA AY W F F
AE AMgstaL, 7 7R fE R A 7pA 28 Egke

2 ek
MAC Zaelse] ool Hrh deze 44 54
(forgery attack)® 7] B4+ FZAkey recovery attack)
o di# ehddez e 4 vk SgFAd kst
7 Kz 24 38= 34470 499 A= v
MAC ((x) & AxelE= Zo) Axt

AR xoh Tl
FHo e Wihsshs Jols, 71 B §29] qrisehe

-

Bl

rlo

AL vARIg MAC AER5H T4 Algy] K5 U
Flo] Erbsslths Blolth o5 CBC-MAC dazlge] ok
A BN ISOEC 9971 EA19 Preneek(brSChOtB]
Knudsen[4], Brincat-Mitchell[5] 5ol 23] o]Zoiz ) &3k
ANST X9196] retail MACOZ tgtg% CBC-MAC FHi=
Preneel-Oarschorl7), Knudsen—Preneel[8]ell 2|3 #4135 24
=Sl

B E=RAE Aotd MAC gz sl 94
Tl w1 A|e] 710]54 MAC Fre] Zoje] wisld]
T4 3 BEeE bl ehdAdS BAErh Alet
MAC 2zdZ 71—“& £ 3= -HE B=3 565
E 715 7}%l DES ¥385S o183ld, MAC gl 2
£ -HES} 32- H]E% AHEBIRS 9] Al ]
gF

2,

i, rlm N
of

hud)

o =

AL
et F8 18-HE BE3 198-H|E J]= s}7 SEED
Yu|ES olgsle], MAC #el 4olg 128H|Es}t 6¢4-H]
EE AMEIES 399 oS Wlmdich AlokE MAC
Sug|Ee] wAR Y MACHS deole] Higld ma ke
< BA3ich

B =R 74 thedt 2ok 23dAe gkl MAC
duPEs il 3AqAE 93 34 dzdse J)
dL Adsly, 3GPP-MAC €uelse] 3 Bxws At
ate] wARle] Zolet MAC gkl Zole] wslel] whz okl
AL vlm Bagith rixmte g 4gelbe RS dE

II. F=H] oA

21 MAC ZI2I%

CBC-MAC ZazElge shte] 715 o838t Cipher
Block Chaining R=olAe] vheh Eelel ghg Aol
YR AF mEE ASH oM shAm EHel g
59 = RERe dehiel ASSIE B w4
B dol7h Oleka AR (W] BE 9EE 0|83
T Ao MAC & 2 2 Utk & =R v

F= MAC €ag]E2 ISO-TEC 9797-1¢4 Aelgt 6714
Feje) CBC-MACTH: the ¥eje] Wae CBCMACE

e

ol&3T} 7|2 CBC-MACTHS] 714 2 spolde A= =
wge] 98 grom ozle] = g &9 o e B
£ a4 W5 XOR shds 3lojth



1A
p
o2
fot
ue
=l
o,
o[
tlo
e
oo

3 MAC B8 4

Xt
K
=]

|

MAC(8% m-¥H E)

22! 1. MAC 2RIE
Fig 1. MAC Algorithm

gl MAC Fuelze ofdet 7o) AR i 22

g pHE BEE

AN k-HlEL] H]AFE o]

e

Atk ARaAL meF Xob nodlE BEg g
w7 Kz Agsel X gsae E(Xz 579

o HAA Xz ®mA ng g HES EARe] Ed
ahte] 13k UmA 02 o183t digata Ul n-HE
2225 x I xyll -l x,2 8235} o704 7|z

K's Agsle, K'e Kax

a7 C= 0101--01(8u1=)3l o7 Akolet.
29 Delx] BEo], MAC 7ol Al4ke thgat g

H,=E;(x,),
H.=E(x,®H, ),
MAC = E (H, BH,®®H,).

(2<i<t),

A Hie a4 wss 220 MAC @& 99 1)

At Aoja] FoF MACY &9 m-HE (m=n)7

& ol&sith sl EE oFd wt dAxe Zo] nx}
MAC gke) Zo] m, Tz njEz)e) Zo] k7l AL}
EF MAC @l 24 e F /M AR vE 4 3

m<n 7% m= n9 3

ENES

22 7l= d&

dgkrow BE hsd 7wk CBC-MACY 4% 85
et W wdolehs 7ol Bkt ¥ =RAAE

22 ots SEEDY dgA4e s1gsta, o] Bz Azl
A SEED7} g ds Helch

b nxAe 1

718 EE gdoe edoltt

U=

) 718 5w duegd ER #EE vest 2]

K(LR) = (R LBI(R))
olnt, K ¢ g&
K 'LR)=(R®f(L), L)t
L, Re 9ele) 64-nl= o @uEolct. 2ejd
K '(K(L R) = K '(R L®fR)

o714

= (LBf(R)Df(R), R)

K(K (L, R)

K(R®f(L), L)

(L, ROL)BAL))

(L, R)

19,

otk witA 7B BE e duglEe ool

thy T RE Aele Y A9 2 g7l vtk

| B )

194 n7AAe] Wart 49 nole] 3& 7H & 7)e]
SR7E gk sk @ w AlEel @ A 29 2EL 5
gl 9AelA 7o) 32 Ade] o AEE r=sita 8
A nol 88 2w, r=0(V n)d u, ol g 4
o] FEo| AT E2 ik

1 — exp (_ 1‘(1‘2;1)
0|t

1o (£



42 ®E AFHERES w005 5)

P nxAE 3

1o n7iAe] Wazl A9l nrlel 8 F& 7%l 9Ae |
okl n7iAe) WEzh A9l nrle] Wzt 38 AR WAL )
thal e g W Al 9 B FES B EAelA
Az st ry7iel 35 Aol 2 wWigE vt §
2 ne| F83) =, r=0(V n)o]
H, Aol 3 4] FEo] AT 82 v

ri=r,=r

2
1—exp(—in)

olct.

| R

Preneel-Oorshot[3]ell 28l dif-ie] 32 F o
A7} & MAC 75 7HAe 5 A 71v 3o gt

Al el

A B ERAAE F AR} 2 MAC 3 28 A
a3l WeE M 9 iR FE (intemal collision)
olgt F2u, Ui FE 4] ofd FE AL IR FE
(external collision)?}o]2} H2t}.

ISOIEC 9797-1[20ell A wd wWhel] w2l 347
oA HBad ALs wEEA s 98 [ a, b,c,d]
E71E ARERITE o7A ae ezElkl B2 g gwd)
A5, De 27l HAAMAC Bel 4, ¢
/NAC #9] &, d= 2219 MAC 7% 3

my

:

Ade HlA A

Liekch

rlr

P

. ®ekd MAC 2a|E o 24

3.1 Knudsen-Mitchell $I& ZZ{g{e| 24

B AHdlME MACY 2=id 349 5 7K 384
Knudsen® Michelll[9]2] 9% 24 WS |

o2
ol ®N we X o

of th3t ohdAS EA%} Knudsen-Mitchell] 917
n+m

e vhewt gk 344 2 7 sl gudd WA

_n+m
AMAC B8 AT ok s 2 2 Ao @
27 MAC ZH2 MAC gl weh 27709 Aoz &

e Aolm & Ao e =T MAC gl 2

e

rlo

2 (nmmn oe) HNAS Y Aolw 1 P

= I=1

>

Adsitt, oS HAA] 2o e wald  (n—m)-
|EAE FET Aoz 7gqdct AEs Hite] mE o
A x=x, 1 xy 1l x 0 i, 277702 aga
A Aag WDz ge xlly(D) S ggels
MAC #EL deth Add vAA/MAC B2 & e

X(n—m)/2.2n/2:2n—1m2 olE A9 oA

Jus)

do

dlo] 2 FEE P2 MAC  #E  /HHEA
H & y=H,® y» He WA A E
xp b hx Py x" I x" I y'7h &3

277 ) A WAAMAC 2] HTeIA -
o] EAFTE 277 Wohe) HlAA e EZo]

m N

g fAAE 270 P Hopg o wAA %
A YR FE AL 7] YaAE 277 ") wAA
o o] w4® npuE B2 od Az HAA
MAC ol Beasith olzie 277 ") vmdle] A
2 gl 2ol
X} x'9] Aaugse] ujal

H,OH,®®H,= H ,®H ,®®H' o
Agstn xllys i FE Aed
H®y=H @yolw A=y dy'=HDH,

X'l y'o)
o 22w ele]

n-HE B8z tis}o

H,®H,®-OH®E (H, ®z)

= H ®H ,®OH BE(H,®H SH 2

= H ,®H ,®OH BE (H',DzHA)

orz xllzet x'lIl (zBA)= e MAC g 7R
t oeeE 3EA x| 29 MAC ke #si) axst
ozw X'l (zBA)g) MAC g =8 &= gk o] 3



g
h
o2
fols
ne
=
)
by
tlo

o] 43 MAC ¥4 8

Zo] % Hagme [0’ 2(n+171)/2 211—17/2’ 0]0]

)

n==64, m= 322 A&3sk= 3GPP-MACY 7

2%7)e) el oAAMAC Bk 27909 Sejl WA
/MAC 8 742 ARl 8l 9% ﬁo] F¥sait. s
SolM FAHCE AY gAd At 4
3 34 53 s 9 3 Azas] 93 24
Aol 34 Bges Fska & 4= gl

Aut 359

32 $7 =4 8 dug|E
B AdAe Knudsen-Mitchell &) 94 FZAH 7|9t
slo] AAAoz AL AFer] Y8 Hed 947 34
=

T8 duEs Al 1 4% #3E B 49 ERe

ATt

i

> 1
n+m

2 7 e 2ER HAAMAC AS 3T
b 2

n+m
s49 2 7

ue} 2R

78] FAA/MAC 52 MAC gl
Age® 3% d 2& MAC #hs 711

2 (n—m)/27H9/] HAA Age Aedi) (9 270
o Beom BeE uAA AH

O gk wl
Bl

7 2014 MEF H3te] BE HAIA
27719 Aga)

A% thg3h

x=x llx, Fxgll-o o,

A xas W(Da weE xlly(Q) wA
= MAC ZEE o] 7o)zl #A]

x (n=—m)/2 211/2 — 211—171/27H9/] Uﬂ/‘]X]/NIAC ﬂ

ol Sl AEd 27 o] wAA/MAC BE 7

o MAC 8 7HA= miAA] A3z A=A}
b oAl 5
FoE w4 AREL (X2 2 W, agd 0

HE B2 yE eled AR oA 1gs Xy}

£ et digete { MACCX; Iy)} 33=e =

Asto] FEol glom tigahs tAA X 5g ztzte)
AolA Hach

» 6

@ 55 a3 = 49 A4 13 { XA W
#2 fARES AYstn Folgls diA JgE F

AL A @ b9l Fge
A ARES T

p A7

Hela Folgle A

o 59 A 6 |

7 8ol 73 HAA AL x= x| -
q_ X’l H 5o
g o ¢dolo] p-HE BE zq disle  xl 29

MAC #t& #aaAd ad3tozs x|l (zBA)9
MAC g2 et

Il x, Il y

I x' Iy 28 A=yS@yean

o) 37 4 Iwelel 47 483 37 BuE o
OfR AL
D el 1.9 %A HAA/MAC Bl A
n+m
2 7 ans

wA A 2 eA e T WH Tsy =3j0] w7 8
A YR FE AL AT FE5S wElEAl WA 9

2 o4 WF@d  (n—m)-HEdHL FE58E fAx
Eo] At g5 HzAe 201 2]
n=2""m"  r=2 ? o=z



4 EH AFHIEREE HGQ005. 5)

2 7))

Shew (_T

gz 1— e Y2=0.394]c}

WA 3 ol HEE 277 "R wAA Fold
H®y=H Sy's wnxss Ui 35 4
x=x; I

Ix ygk x' -lx' Il y's

WA 52 vhes Fol ALtdrt A

H,®®HSDE,(H,Dy) =

H ,®s-OH SE (H ,®y"

AuAA x=x, 11 x, 1l yst
x' I x" I y7 248 g8e HxAg 39
_m _2n—m
3 n=2 N r=2 & olE =

2
1-eo( )

_2n-m\ 2
:1_%(_%]

=l—exp(—1)
gz 1—e '=0.63 ok

a8, B4

H $®H,®®H,=H SH ,B-BH',
o] Agd gge 0.63x0.39~0.250¢]t}.
b @A 8 dA Uiy FE AL 288] dsiAe
DA 2 G ZA 7 A He 4 9 SEle] Hga)

th oAl o] A LuelEe EREE Al BA. (¢
Pt

A 5 6 7% £33 dol Hag A8 bAxe
e e
” N -, 2117171/2
gn-m2 4 on=3m2 4 on=5bm2y o~ £
1-2-"
~ 2117171/2
oIk,
webd o] ¥7 dmelng FPsb) 9 Aed M

AR A9}
4.2H-JW+1=2"‘"’2+301D}. He & 3

E]:
‘|

Vel 51_7&.1:; [0 X(H+171)/2 2n—171/2+3 0]
ott, n=64, m= 329 7

D oA 1 9 Zeld mAA/MAC Bl AGTE

n+m_'_1

2 7 azs
W 8 oA YR FE AS BAGE 4F BEL B0l
7 el el 1) el olAA/MAC %

n+m+1

< ey 241 2]3]
B n 171+1
n=2"""1 r=2 o)l
2
_ _L)
1-exp ( 2n

(270

=1—€@(‘W

9 n-m+2
=1- eXp(—W)
=l-exp(—2)

g 1—e “=0.860}

TM2Ne) WA oA
nEse U 25 4

e 3 o ez 27
H®y=H ©y's
x=x; I

Ix, ygk x' -l x' Il y'e

DA% B8 thewt ol Al B



1A
p
o2
tol
ne
=
)
by
tlo

o] &3 MAC +4 5

H\ @ H SE ((H,®y) = ' ®s S BE (I By Q] HA] E 1. 43 S50 228 HARIMAC, M2 HARIMAC 49|
ZA(MAR] Zol: 7t Z0[: ol ze
A x=x, [ - | X, Il yst 2EA|(H |. | Zol: n, NAClulA 2ol m 2l 49
Tablel. Relation Sucess Progability, Known Plaintex MAC,
Xrl [ e |l X H y 7} =43 sz HZEF 39 and Choosen Plaintext MAC(N case of message length
mMAC length: 173)
oafl g 1 — e '=0.630]1 FAl] 224zl e
AR MA = 3478 ST
H ®H,®®H,= H ®H ,®OH, | oAy ]
o] AYT FE2 063><086z0540]ﬂ' kA 00 —atm_y n-—L+p —ntm_, n-—L+p
) ) e g 2 16<2 % |2 * ,16x2 g
WA 8 A UR FE S FF8] YeiMe B 2
oA wA T7RA it 29 WRE S=lo] W st 012 |9 72 Nygmg "2 g2 T e "2y
OW] o] 34 ZagEe %& % AL BAL oA
ntm P nt+m gy
7% Ak del Wag He A s a2 0| 20 o2 *.2" ' g
— —tmy o=l g S a2+
211717#2 +91- 3m/2 +90- 517#2+ e~ 2" w2 054 2 - 2 3 02 - , 2 0
1 _2 —m
< gn-m 08 |57 Mliee 2 g2 2 e g
o ntm, . i ntm, . -
s 08 |57 e 2 2 2 e 2y
b o] 34 daEs Sdsky] 8 deg M9

wAA 2] A= ek
2.211—171/2-*-1:211—171/24—2]‘_4_ waly 7
B

[0’ 9 (11+m)/2+1’ 2n—171/2+2’ 0]0]

n=064, m= 329 A%

[0, 2% 2% 0]9 374 23wz a3
99 32 432 % 9o
b T 8 dlx

0.54= Z718ln A

50 _ } e e s
270z gtk AN A 4 e AF 3E

(o3

] 0.6302 AFHER Felxl AANMAC 42l )
e AR Ao,
o) pmzel AnAQ 43 AW 34 74 4y

2o A= <E >3 2rh

Ao
1

A Aolgk MACES] #olE Hlwdh Holrt.

e < 2>E 7 EE dsE DESE AMEsln
n
g I

=064, m= 32 ¢l A9 A5 8BS A

X 2 43 S0 27 HARINVAC, M= HIAXINVAC 49
BPIDES, n= 64, m=32Z9)
Table?, Relation Suoess Probability, Known Plaimext MAC,
and Choosen Plairext MACIn case of DES,

n="64, m=32)
Q
43 = Diia;ﬁli;wl = Tzis) SRt
as oy | RIACH STES
002 2% 1.6%2 % o, 2% 1.6%2 %
012 2¥ 172 ! 0 27 17x2 T
025 o8 95l o, 21‘%7 25170]
054 2% 2% o, 2% 2%¢)
063 2® 16x2 0, 2%, 1.6x2
063 27 16x2 ¥ o 27 16x2 ¥




46 ®E AFHERES w005 5)

E 3 43 &S0 27 HAXINMAC, ME HAKIMAC A9
ZHIDES, n=64, m=64%8D
Table3. Relation Sucess Protability, Known Plaintext MAC,
and Choosen Plaintext MAQIN case of DES,

5 43 E=0 Z2iEl HIMXIMAC, ME HAIRI/VAC 4]
BUISZED, n=128, m=128%49)
Tebleb. Relation Sucess Probability, Known Plaintext MAC,
and Choosen Plaintext MAC(n case of SEED,

kH

n==64, m=64) n=128 m=128)
= o 2xc | R
NG B 2oy =ae A o | 2 Foice =5e
e o | ARIWCH STES e o | AR
002 ZUZ 16><2 38 [O )(v_), 16><') 38 O] 002 212(; 16><2 70 [O, le[v 16><,) 70 O]
012 2(?3 17><2 36 [O, ZUS 17><) 36 O] 012 2137 17><2 68 [07 21_),7' 17><2 68 O]
025 Zhl 2 3H [O, )(vly 2 &J'O] 025 213(" 2 67 [O, 213“" 2 [;/,O]
054 96 9 3 o, 2['5, 2 3170] 054 9120 9 ® o, 21297 9 1;70]
O& 2(?(? 16><2 33 [O 5 16><2 33 O] O& 2130 16><2 65 [O 2130 16><2 65 O]
063 2" 1.6x2 0 27 1.6x2 ¥ 063 2 1.6x2 0 2" 16x2 ©
e <E LHE /R BE odFa SEEDE AN, Az 29 wige) 9 gos mE @4 W4E XORS
n=128 m= 64 9 R%e 2ALF EQzs A o] AMggte M HWadk FATS AL S gled, 1
A8k Foltk AlAe] o)zt Frrshd g vﬂA]Xl/MAC*%F A o
AA/MACHe] BT Frtetnz o kg daelgel H
£ 4 A3 HE7) Qeq HARING, A1 BARINAC 2 o 2 s SEDE AF&W MAC izl
BASTED, n=128, m=(AZD Skdsl Zvh ejan, MACS 7o) Zelrt F7ksha geixl
Tabled. Relation Sucess Probability, Known Plaintext A A/MACHE-S 2718l Ad HAA/MACES 7asde
MAC, and Chocsen Plairtext MACHN case of DES,
n=128 m=64) ZE & 4 Atk mEA m o] AE4E 4 FAY B
@%EQE mcialﬁm = Boay =xs s AT 25 34 wede) m= 0/2 &
ag | acw | HRWCH Ak glom, o B35 @A B Robssk
002 2% 16x2 '* o, 2%, 1.6x2 ()
012 2% L7x2 o, 2%, 1.7x2 g
025 29{? 299 [O 2% )Ll‘l O]
054 297 298 [O Zf 98 O]
063 2% 1.6x2 7 o, 2%, 1.6x2 g
063 2% 1.6x2 0, 2%, 16<2 Vg v. & 2

e <E 5E 7B B2 %R SEEDE A,
n=128, m= 128 9 7#Asel A+
Alxtet Folck

MAC elze) 4 8 okiy BAe 594 ool
ssolo} s BPATH A Hofoleh, Ea MAC &
EEETS 1‘44 O@row HolE T AFE AEH

‘ﬂﬁbﬂ /\]-gﬂﬂr whd MAC €&
2t #3tojol atar <t
AT AEslA e e %Q% 041%3}04‘# Eis=s

B =RdAe 7R 55 g dugEe s 64 HE
£ Qs LuEFDES)Y IBHE BE ¢z &
(SEED)E AMgsle MAC €uaZ&L Algkslz,
Zi iy FE AL o183 KtludSEﬂ*MTChEHQ]

& 4% Badel A4 34 53 FualE

Rl
hCy

>
° okl 5
1, N e
R ool o oz

O

]_



1A

2nEEE o EY MAC £4

i

o] daelHe 4T #E H Ikttt 2

73 BRzE

a, sl dolek MACREe] Zeldl EPE HgzAe
S EAssAnt HAAe] dolrt Frlehd LA W
AA/MACHET A8 A A/MACH] BF F7HIER T

&% SEEDE AL

]

=

[

[1] Bart Prened, Amalysis and Design of Cryptographic
Hash Functions, Katholiecke Universiteit Leuven,
PhD. Thesis, 1993.

21 ISOIEC 9071, Information techrology -  Security
techniques—Messate Authenti cation Codes(MACs)
~Part 1: Mechanism using a block cipher, 1999.

[3] BPreneedl and PV van Qorschot, “On the security
of iterated Message Authentication codes”, IEEE
Transactions on Information Theory, 45 pp.
1~82, 199.

[4 LR Kmudsen, “Chosentest attack on CBC-MACY
Electronics Letters, 33, pp. 48~49, 1997.

[5] K Brincat and CJ. Mitchell. “Mew CBC-MAC
forgery attacks, preprint.
[6] American Bankers Association, Washington, DC.

ANSI X919, “Financial institution —retail
authenticaion”, August 1986.

[71 BPreneel and PV. van Qorschot, “A key recovery
attack on the ANSI X919 retail MAC’, Hectronics
Letters. 32(17), pp.1563~1569, 199%.

[8] LR. Kmdsen and B. Preneel,
algorithm based on DES”,
34, pp. 871~873, 1998.

[91 LR Knudsen and CJ. Mitchell “An analysis
of the 3GPP-MAC scheme”, WCC 2001, pp.3l
9~328, January 2001.

[10] E. petrank and C. Rackoff, “CBC-MAC for Real

J.  Cryptoloty, pp.315~

message

“Mac-DES: MAC

Electronics  Letters

~Time Data Sources”,
338, 2000.

1963 ~1996d
da+d

1969 ~2000d SR EAld T
E)) /‘\jolcﬁ_—ru;_y Elxr

20009 ~3A FFiska
rwgm@%) l"%E:’F

01 ~FA] Zssln vl 94
Bel} fag

<THRoR> g dmElE PK,
E BE AR

199 ~2003 gairlEAlaTd
(ETRD A+ 2 &

20008~2003d gAmESofat
AR Aol 3

9919
024 ~2002d AN 7=
4 AEAL

2034 ~20048 I ARBAAT
QETRD =3 ‘E?Ld
20039 ~%A E-rysh
53w
<HRoE> AHAN FHxRT A

HIE), wlolelxE 5

]=J
f‘&
El

o 2 &

o o =

Mad PRI AR
(Zspatp,

1B0d~1994d FEEFABRIT
4 Aot

1973 ~1998 ml= 29x] oA
gl A

A4~ FFae~ T
5‘1— il OJoq_—rL?_

<PARoE> AFE Tl fulE
A 7E



