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Abstract

The existing access control models have the demerits that do not provide the limit
function of wusing resources by time constraint, the restricted inheritance function as a
superior role in role hierarchy, the delicate delegation policy and the limit function of
using resources by the location information about a wuser for the access control In
ublquitous environment. This paper proposes an  Extended-GTRBAC model is suited to the
access control in ubiquitous environment by applying to sub-role concept of GTRBAC model
that the application of resources can be restricted by the period and time and PBDM and
considering the location information about a wuser on temporal constraint. The proposal
model can restrict the inheritance of permission in rle hierarchy by using sub-role,
provide the delicate delegation policy such as user-to—user delegation, 1ole to 1o0le
delegation, nuilti-level delegation, multi-step delegation, and apply diverse and delicate
access control policy which 1is suited the characteristic of ubiquitous environment by
considering the location information about a user on temporal constraint.
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