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Abstract

This paper proposes a method to ensure security attacks caused by insertion of
malicious codes in a real-time control system that can be accessed through networks. The
proposed technique is for dynamically upgradable real-time software through networks and
based on a static program analysis technique to detect the malicious uses of memory
access statements. Validation results are shown wusing a remotely upgradable real-time
control system equipped with a modified compier where the proposed security technique is
applied.
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—I if [(M[3P-4] <= 13] |-17
M ,I,l

int data[l0] : | if [M[EE-4] » 9] |
‘I,_/-/"_//J— w
mainl]

0 | Rii = &0 | Bil = M[3P-4] |
_]=mii- 2 M[IF-%]=Ril
G M[IF-%]=Riz-M[3F-4] [ 1

for (i=0:itil:isd] { \t”/f

if (i < 10) { Ri2=M[3P-3]
LR Rid=Ri2
+ RiS=Ridr>i
else { Rif='data
R R RET=M[3IP-4]
+ MIRA+RASTI=R2T
datal[=] = i: M[3P-4] =M[3P-4]+1
]
; |
(i) [f4)]

I [5 P-4]: basic boop indweion vamabke

Ii:f (M[IF-4] <= 14) I..
M "l"*
[ i mrzp-41 » 91 |
./—/M—N-
Bif = i0 | Ril = M[3FP-4]
MISF-5]=20-M[3F-4] MI3F- 5]1=M[3P-4]

) '

Ri2=f0-M[3P-4] Ri2=M[3P-14]

Rid=f0-M{3P-14] Rid=M{3P-14]
RiS=(i0-M[3P-4])->E RiS=M[3P-4] =» &

Rif= data’ Rif= data

RiT=M[3P-4] RiV=M[3P-14]

ML dara ' (20-MSD- 47 Jr> 27 =MrSD-4] ML ‘dara ¥MESD- 475527 M{SE- &7
M[3P-4]=M[3P-4]+1 MI3P-4]=M[3P-4]+1

I

{c

T8 3 2uRel aE 50| o 9= 39

Fig. 5 A case that does not need loop iteration tracking
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MISP-41 MIS P- 12]: hasic hocg indection variaiie
[¢ (mrsp-a1 <= 19) |

int data[ll];
mainl)
i
int i, %; = | TEL = MIaY 4]
. o M[SP-3 ][ TP -42]
tezalny e b il e e A M[3P-12] = -M[SP-17]
if (i< 101 {
= i
= oy RZg4=z0-M[ZP-4] BEA[ 5P - 4]
¥ REZS{ZP-12] BESM{EP-12]
sty R23=20-M[ SP-4]+M[ EP-12] Bz P-4 HM[EP-12]
i R2E=(20-M[3P-4]4[ 5P-12]) 332 R2E=(M[SP-4]+M[SP-12]) > 2
i ’ Rz7= data P27=data
Aubararit e i R23=M[5P-4] RZEMU[F-4]
w = - ML dAta +(20-M -4 M {SP-22] )22 [SP-47 | | ML data + (M{SP-4 ]9 [(SP-12]) 502 J= (5047
[ FE-4] HM[SF-2]+1 M[5P-12]=-M[5P-12]
¥ M[SP-41=M[ TP -41+1
&
{a) )]

T2 5 22120 7|53 aglol| ofst H=e| M2 F9| oot
Fig. 6 Symbdic execution for a loop to identify memory acoess addresses
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