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Role based access control of healthcare information
system for Mobile environments
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Abstract

The health care system revolutionized by the wuse of infomation and communication
technologies. Computer information processing and  electronic  communication  technologies
play an increasingly important role in the area of health care. We propose a new 1ole
based access control model for pervasive hedlth care systems, which changed location,
time, environment information. Also our model can be solved the occurrence of an
reduction authority problem to pervasive health care system at emergency environmert.
We propose a new role based access control model for pervasive health care systems, which
combines role-to-role  delegations, negative  permission, context concept and  dynamic
context aware access control. With out approach we aim to preserver the advantages of
RBAC and offer great flexhility and fine-grained access control in pervasive healthcare

information systems.
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Fig 1. New Role based access control model for mobile
healthcare system



122 BE AFEHERES ROGEQ006. 7)

3.1 &g A

dgke dgte] QoA Hoj| A, Hdy @Az
dA#E onE 7hd mald @ Ao] AlxE o] AR 7
oLt wAS WEl Zb 9Fe] AFdls BAT AFo]
ZAg}. Fage 2E 99y At gubAQl 9%
(Regular roles :

roles : FDBR),

roles : TDBR) 2l ¢ 9F(Delegation role DTR)

B EFECO] d94Ql 9E2 H9le] Evbsd 9% 1

3 2 mH

TR 99 G QA4 A9 93

=
99 Sge A of

Patient Affair
Manager

Patient Affair
Director

BA F0f Hl AAEIS 93t o B of

Fig 2. Rde higrarchy for mohile healthcare system

157t g get

Table 1. Permission role assignment

role permission
CM(Clinical BPD_RWM, DD_RWM, PHD_ RWM, ID_RWM,
Menager) P_RWM
D(Docton) BPD_R, DD_RWM, PHD_RWV, ID_R, P_RWM
N(Nurse) BPD_R, DD_R, PHD_RWM, IDR, PR
P(Patient BFD.R DDR, PHD.R, IDR, PR

BPD: Basic Patient Dala(7|% &A} A=)
DD: Diagrosis Data(ZIEH &)

PHD: Patient Health Data(&AF 742+ AE)
ID: Insurance Data(2EHAE)

P: Prescription(x] ")

R read(8171) W write(2A7|)

M: modify(==&) D: deny(5-2)

¥ 2 57HAE g2iel of
Table 2. For example permissionrole assignment

PAR P
(Permission regular rde (el sz =Y
. < Jelegatable rde
assignment) )
assignment)
RR Permissions FDBR Permissions
M BFD_RWM v ID_RAM
DD_RWM, '
D PHD_RWM D P
N PHD_RWM N
P BPD_RDD_R, PHD_R P’ IDRPR
PATB PAD
(Permission temporal (Permission delegation rde
delegatable role assigement) assignment)
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N
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Table 8 For example permission-role assignment and

user—role assignment for mobile healthcare information

system
Permission
User Role
Coject Oreration
Userl | R | ZIZER P1 eIl RAM
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Table 11. For example permission rcle assignment
constraint of mobile healthcare system
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Table 12. For example context constraint
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