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1 .      클 라 이 언 트  인 증 서  요 구
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8 .      클 라 이 언 트  인 증 서  다 운 로 딩
9.      인 증 서  정 보  로 깅

범 례

Get BC

Verify Attributes

Authentication*1

Retrieve Roles & 
AC Info

RBACi Engine

Web Server n

Authentication

Role 
Server

Client
(Browser)

Get BC

Verify Attributes

Authentication*1 

Retrieve Roles & 
AC Info

RBACi Engine

Web Server 1

Login 
Request

 Secure RBAC model 

Legend

Appl. Server 1

Appl. Server n

Get BC

CRL

CRL

Response with 
Permissions

Present BC &       
Request  Access

Present BC &       
Request  Access

Response with 
Permissions

Assign User-Role 

Issue BC & CRL 

Assigning Roles and ACI Info. & Creating BC

Verifying BC & Applying RBACi

  *1          Authentication after checking
CRL in local cache



RBAC i Engine
(ADF)

Access Request 
from  WS

Response
 w ith YES/NO 

Object's ADI 
from WS DB

Reta ined ADI 
in WS local 
cache

Subject's 
ADI from 
WS local 
cache

WS  : Web Server
ADF : Access control Decision Function
ADI  : Access control Decision Info.  






