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Problems of certificate status validation methods using
hash chain and their countermeasure
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Abstract

As the authentication and the integrity methods based on the hash chain are popular, several certificate
status validation methods based on the same function are proposed at the moment. In NOVOMODO, a CA
generates and releases the hash value to each user. In Jianying Zhou's framework and Jong-Phil Yangs
framework, a user generates and releases the hash value to verifier. Therefore, the CA loads are distributed
to each user. However, these frameworks are based on the assumption that the CA's secret key is not lost
or compromised and the certificates issued by the CA are error-free. Therefore, these frameworks are not
suitable in real PKI environments. In this paper, as one hash value generated by CA is included in the user's
certificate in addition, the certificate revocation published by CA using that value can be managed. The hash
value included in user's certificate is the same for all users. The computation costs, the storage amounts and
the release costs are small in the CA. And we modify the procedure for the signature and its validation in
Jong-Phil Yang's framework. Our solution is more suitable than those frameworks in real PKI environments.
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PKI(Public Key Infrastructure) & 3717 7€ o4
alo] ARES AME|A(F2Y, %, 711 #A)E AT+
= ZAEstas FHA 7ot PKIS 7% Jid-e HE
HARA 52 7139 Al AR e Fel
CA(Certificate Authority)®] 7§<1712 Age <IEEe]
ASA1E Atk Aot} vk lEjE Q] A917]7} w&
At AN EIE AAEY AEEl= CAAl AHale] 1SA]
HAE eAsHA At & A3t AREHASAY oARE
el A EE CSI(Certificate Status Information)2}
3 3kar CRL(Certificate Revocation Lists)< 2 &&i3l
CSI WY Foll shtelrt (2,9,10].

HAE JAFA 555 @ 3le CRLE st A
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A7ke] BAlmgo] Erhe WAlo] Stk ISA AA] BES
g A, AR H1E 22a AFFLE Eol7] HEiA
o PHEe] AldER k. olFellE Delta-CRL,
CRL DP(Distributed Point), Over-issued CRL,
Indirect CRL, Dynamic CRL DP, Freshest CRL,
CRT(Certificate Revocation Tree), Authenticated
Directory, OCSP, SCVP %°| it} (1,2,5,6,7,8,9,15].
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