ﬁrr. 'I:"I:’H ]}:#&ﬂ— = uH-H)LwL
#$13% 7

255, 2008. 3.

A Secure Authentication Protocol of Nodes between
Cluster based on ECC

Jeong Yoon Su”*, Kim Yong Tae**, Lee Sang Ho ***
2 <

< A5FE ] RS B3l A A VER R Rop B D AR BE S8 Rololr] Heke] FaMo] F
= ok 53], 54 UES A FaEe wEe ¢hidt 54lS M E Bt vy Fol) Hel Z2ES
o] a3t} o] EEoME HESAY EAehs RE xE/t YEYA Ar]d 2gse 5969 7158 &F
A mEZ QS BAlS BAS ¢ QIS u]dy) Wy BCC YudEE 283 AR 7] Bl S Alek
gk, AIQkE 7HE = A disix g e Fsly] wi Helde §3 il e viES A
o ZAlehs BRE ==E59] BAE 93] UAE AlTUA 75 AEFo BN wu7t okl B4 dldsta
ek AlEE eI AIRE 7THelA AR SEnElEe] A AlRES Hr1sle] ECC 7] o)zt 718kl et
T A 7ol AeAYS Brheta k.

Abstract

The current pre-distribution of secret keys uses g-composite random key and it randomly allocates
keys. But there exists high probability not to be public-key among nodes and it is not efficient to find
public-key because of the problem for time and energy consumption. We presents key establishment
scheme designed to satisfy authentication and confidentiality, without the need of a key distribution
center. Proposed scheme is scalable since every node only needs to hold a small number of keys
independent of the network size, and it is resilient against node capture and replication due to the
fact that keys are localized. In simulation result, we estimate process time of parameter used in

proposed scheme and efficiency of proposed scheme even if increase ECC key length
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Table 1. Compare Key Length through Security

brzlar:?wﬁs RSAKey | ECCKey | RSA/ECC
Size (bits) Size(bits) Key Size
years)
10" 512 106 5:1
10® 768 132 6:1
10" 1024 160 71
10% 2048 210 10:1
10 21000 600 351
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Table 4. Energy numbers for AES and SHA-1

Algorithm Energy
SHA-1 5.9 uJ/byte
AES-128 Enc/Dec 1.62/2.49 uJ/byte
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Table 5. Energy consumed by the entire process based

on ECC
Algorithm Sensor Server
ECC 93.7 uJ 93.9 uJ
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