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Design of Effective Intrusion Detection System for
Wireless Local Area Network
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Abstract

Most threats of WLAN are easily caused by attackers who access to the radio link between STA
and AP, which involves some problems to intercept network communications or inject additional
messages into them. In comparison with wired LAN, severity of wireless LAN against threats is
bigger than the other networks. To make up for the vulnerability of wireless LAN, it needs to use
the Intrusion Detection System using a powerful intrusion detection method as SVM. However, due
to classification based on calculating values after having expressed input data in vector space by
SVM, continuous data type can not be used as any input data. In this paper, therefore, we design
the IDS system for WLAN by tuning with SVM and data-mining mechanism to defend the

vulnerability on certain WLAN and then we demonstrate the superiority of our method.
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