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Abstract

The conventional CA(Certificate Authority) has problems in dealing with certificates whose
valid time is expired and in managing CRI(Certificate Revocation Information) produced by clients.
Many researches are conducted to solve them, but they have limitations in providing real-time
verifications of certificates status for clients.

In this paper, we propose a new CRI management model to address these limitations in
distributed OCSP(On-line Certificate Status Protocol) environments. CRL(Certificate Revocation
List) is divided into two parts: one part that is recent is replicated over several OCSP servers, the
other part is replicated and distributed over servers. Our methods can help to break the bottleneck
of CA, and effectively reduce the size of CRL transferred. Therefore, with our methods, clients can

verify the state of certificates in real time.
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