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Web Application Attack Prevention by Traffic Analysis
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Abstract

Despite of information security installation, leakage of personal information in web services has
not decreased. This is because traffics to web applications are still vulnerable by permitting
external sources to access services in port HTTP 80 and HTTPS 443, even with firewall systems in
place. This thesis analyzes various attack patterns resulted from web service environment and
vulnerable traffic and categorizes the traffics into normal and abnormal traffics. Also this proposes
ways to analyze web application attack patterns from those abnormal traffics based on weak points
warned in OWASP(Open Web Application Security Project), design a system capable of detect and
isolate attacks in real time, and increase efficiency of preventing attacks.

» Keyword : OWASP(Open Web Application Security Project), SZ4&X|(Attack prevention),
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Table 1. Classification of the intrusion detection system
according to the detection model
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