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Abstract

The security of digital image has become increasingly important with the development of the
computing performance and internet. Therefore, the encryption algorithms exploiting chaos signal
have recently attracted considerable attentions as a new method of image-encryption techniques.

it is demonstrated that two different chaotic systems are synchronized by the

In this paper,
synchronization method, an

methods of noise-induced synchronization. Based on this
image-encryption system is implemented and an image of Seok-Ga-Tap is encrypted as a
verification of the performance of our system. The method suggested in this paper in which the
noise is used as the key of decryption is superior to the existing methods in the aspect of the

degree of encryption. In this paper, we propose that the method is a new effective encryption

algorithm as well as an easily applicable one.

» Keyword : CKBA(Chaotic key-based algorithm), CBFSC(Chaos-Based Feedback Stream
Cipher), &7|8H(Synchronization), &&(Chaos), &%3( Encryption), =3Zs}

(Decryption), &&(Noise)

c HIMAL - A
< F5 12008, 7. 22, At 200

8. 8. 21, AlAl2tE2Y : 2008. 9. 25.
A Gm AGAA T A g me



156 EJ';E %‘l’:’]—j ]:Eéli‘!—‘El uI'HI)LwL (2008 9)

.M &

2348 R ] e A Eﬂ 18 A%
sl sl 48 Be 1] 5o s e
Blel meh Eg 1 Fadel b5 gk x} B
A% A RO S A AZE B TN

ol LB Ui A7 £ B
ATAEERH "l ol FolA L et A7AEE A
S tdetA Aslr] fa) 7€l AHH R Sle fst
= Al A8eta 1 W8 BdE Aot

71 el 71| gt s gE uadg

ot el g W&t 1 84S AN
st e EEAhe vAABA
< AHA gl 53} v 2=
[EF e 4l o] 244
Al shz Wolrt. wief ot
135 A3l

Z 8ol A% S7staL 9k

il rlo

o
r®
i
|
}-J

i 3o
o &
2

o
L
o
o
l

o

2
.ﬂ fol

>,
fol
it
o,
o
r°"
mlm

=

o

i)

<

N,

o
r
e
i

et
N

N

(ks

Uu.,

)

folr ofo 2

o M o ofl
=)
N
X
ED
tor X

1

I
fol
e

N
—{I’r
iy
&‘2

o

ok
o

Mot 1

¢

£
fol

N

-
o

L

o

dlo
2

m
q [¢]
fol
i
>
Y
4
g
Y
bl
jos
fol

¥ rle
9, lrg
o

ne

tlo

¥

%0,

=X

s

&
e
giﬁ or
=
fol >

r 25

N MY

o rlo e,
. o
0 —
o
By v
=)

—
—r
£
N
=)
M
o

2 o g
> A%

_QJ
[N}
v
L
rlot
¢
r
" ol
¢
o
|
rz
l-O‘I
1o
& |y
it
oX

S Zopithd EEAEE A A &

Az 7] wiel] ot o R Algsly] Adek Aol
Al oA EEATE] 27] g 7] e s gt iy
2 CKBA(Chaotic key-based algorithm)a} 3}t o] Higel] T
ok o] 2 9 38 AFEo| Wol WE T gt} (1) & 7l
A CKBA W& 718 Rd2 dAsta 7] §oi AMEE
Z7] #= flolle Wl Uik AFE Fstn 1 AW B
7188 olgslo] 7] gk Feo & Ak Wi uigt 4
e o3 o] AAEHY,

I, AT
21 EEMTO 51
FEol 1 ATE A 3000 9 5k o] L 2 Aol
39 vsle] 822 don EA ARe A7 Pokz ¥
253 9ok, EEG) o] BL 7129l Hofo] AF 5 B
BTHY Q4 Hol} ol 2E B4 AYBHOR AT

=l
I
=
ol
By
EI\'
|
2
2
%0,
rir
ot ¢
o
oy
1o
>
=,
2
o
=1
o
oX
o
re

o stk e Age od A7
e B0, AEa, Bl 2 g 5ol el 4
QATAE £ o] BFAG WA

A9l Eopl] g8 1 3x
& 2R AlZteR Ha gt
2 A7olre old TS dustel 34 F ot
Rl on|A] etgsle] Agatea gt EEAlort sl
AR H3 e ol EEAIAN BAE A E7L Falmet
Fej7k FAk] wielt), (3) (4) (5)
J

7&7%]4 AT} ol A= FA
3 FA57L sl Fee o
AHEE R Sle Aol Ol‘jd dost HoR ARE A e

= Logistic Map, Henon Map ¥ Lorenz Eq-
uation, Rossler Equation 5°] 12 1 5 "ﬂ‘”‘qo =
A9l Logistic Mapg 2](1)e] ®elt}, [

T, ﬂxn(l z, ) ................................................... (1)

z, & HlZ o]d gA 9 =
o WAE & Al solt) Aol p g E=A9] mifd
2 pdl weh Al57F 18 oR YT st B &
=255 A= gtk (3) (4) (5)

T

EEATol z, & ARt o]

Return Value

0.0 L ! L 1

35 3.6 37 3.8 3.9 4.0

Parameter Mu
T8 1. ZRIAS| Yo Zefd B
Fig 1. Bifurcation Diagram of Logistic Map

ol @3S (¥ Dol Hola AXNE 23 e A
o] ZEd meolgta FEr) I o]d R Ase 1Y
olgke 54T 2ol It Fdll EENER Porke 2
5449 shelrt. (3] (5]



FLo g F713d EEANSE o] & ovA dust WY 157

(ad 1>°ﬂ"1 Bl A¥} 3t F 27t dastel| AHg-sle]
= =5 E WS po el 3.98 BEeRE &, 9 Al
s %k"l 0 #} 1x}olel] IH3HA| EE=H ] e Fho = vty
[ A 25 Vel ok 287 UH'EMH e
Aete] Srosle] ARgeb] Awet dlseta & 5
EENT7L st AHE F e sl ?“J% s

712 Wzgeltt. F 0] EEA A wiEE po] Fhol 4
2] slrjetE M2 o TE 27] 4k 2,3 o/ SR AN
Y3l Ak A} e AlRte] AdFE 2 AjolE =
=9 AAE a7 == Zlolnt. o3 ®gt ¢33k tlolH
£ 548 o e 7] hZ gskA] X3 Al o] A&
& & gle Wiod sy wid 7]&] dolHE 5
& & §A HE Aot o] EAER <8l EE4lsrt &
o3} WOl gk o2 Ehdstal o o] Aol gk 382 e
3 g FiEln ol Aolvk. (11 (12) (13) (14)

o O
\01 :Vém

(et

AN = EEAZ o] 83t & 2 s8] B A
ol &3 Fx gk, 2 5 7P iRl WL Yen Z Guo

o 2oJ&l] ¥EE CKBA(Chaotic key-based al- gorithm) ¥He]
th.(1) o] WY ©]%F CKBAES 7122 3lo] ~2EY Hlo|HE ¢+
Z3k= WSl CBFSC (Chaos-Based Feedback Stream
Cipher) o] M5l o] WS Bl ECBFSC (Efficient
Chaos-Based Feedback Stream Cipher) ®8o] 2007\dl 3%
H|9Ich.(6) ECBFSCE 27 #ho Ale E=41S R ofv]A]
25E gssltshe 3lo] ofdet 2 Fellx WAYE 256- Blt—/]
HE 7] ghs EEAsel] fEAIA 1 ghe g HolHE ¢
skeh= HPHoltt, dellA] A dEo) hosl Wi 35
e EEA3E delHE gislel] did dslele

i T

|

23} BEESHE PN BE FAF 2] ¢ AT A
AFE alo} Behs Rolch, o714 el FEAS AAY
HE S8 F old 27] e FEAEE $713 A1 o
Foll WA SHe RS FohiRD, o PHS o) g3u
oA} 1 9jo] JUE AFHD F Yk A2E Pl B

O

H& 2t 1 A vt 2ol AXF (9)

&
X

23 =2 7|3t

7119 Azl £713) ¥ L C.Huygens(1673)
7} AAAAE AT Foll Ao B3t el 28
J= 0431 O ZAAATE Agolls AR T 5712 240l
7t 44 Algte] AU Ho @ 2Fe] Agt HHA] BE X
2RAAIS] RAF 7171 ZolA| A =l dldolt)

C. Huygens?} &718}ol] &gt @35 #S3 o] Fof B2
e} 7leAEe sl F71skl tig o] 7B A7t
o|Fo] A oA 71l T/HE iﬂ] 27H] A ER 1ol
Aeje 29 o 2o (7)

O 2™ 718} (Identical Synchronization)
Fle| EEATL t—co KA 2|4 B1=E2| X0|7}
o2 0 o2 Hal 7= Hele| 57|54§ YsiCH

2[R r_'K_)
N
il

!

S
L

718} (Phase Synchronization)
=718H= 1996 RosenblumS0il 2lshA == o
ST SHAOICH(7) 047[A fIA0[2E T\é%ioﬂﬁ

Ofstd AZEl F 7Hel = 74\ |

2t 6,0t 6,210 HolHE @ g, —gl=C

®
%;’_n
mofﬂJ

> 0
N

Rl )

B
o]

LT

o —

>
=
=

0> mu ojo o

40
Fu mjo

>
i}
=

A=
HE dEsiehs Ao] oiix 2] goz dasishe WY
olmz 9ol A F71sk% 9 FIs e ARSItk

a5 02 A

T 0ol EEA7L 71;3 27] %Li Axtdoa 5 71H =
A Y A4S aEH F2olA E otk MR e F
Mo EEAZE AR T2 7] o A3E a8 o=
Lo ko] A5Ala R RelA AA S EEo] FH YA A
o]F T o EEAE 2L Ader §40)A ke A
gl et (7) (11)

21(2) 9 2(3)elld BQ ukek 2ol £, 3 f, T 79 EE
AS st 27 7t 21,7 22,2 M2 T2A Fu AL
P& ) N2 g2 AFE addE AL a7 29 (B), c)
oA Helth AAIE a™elA SRR MR TOE A8E
2l ole adelth a8 29 (D)= 213% 229 x}owk—%
JA AAE o R R 21570 o] ofd A F &
A AR T A8e 28 ivke g Bogrt

N

mlo [N

fl(:u‘7 a§71+I1 axln)
- fZ(:u‘7 a£71 +I2n *OZIQH)
ZEA N2ES flpz) =pr(l—2) 2 Btz F 719

zl n+1

I2n+1



158 EJ';E 74::}:1 ]:Eéﬁ‘!—‘El uI'HI)LwL (2008 9)

Zj; e
T ——
. WwWWWMwﬂﬂ@rﬂowgwmfwwwww@«(jwﬁw;
T .|

I8 2. A3S oSSt 2= %7I2}9I AAIE 33 J=A=
HAE, J8(B)(C) EEE, JR(O)& F =459 Rlo|
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LET noise_length = 200

LET n_rate = 0.4
LET s_rate = 0.6
LET mu = 3.98

FOR n =1 TO noise_length STEP 1 DO
CALL Noise_Generator RETURNING noise_value
SET noise(n) = noise_value

END DO

SET x0 = random value
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FOR n =1 TO noise_length STEP 1 DO
CALL Logistic_Map with mu, X0 RETURNING xn
CALL Mixed_Signal with noise, xn, n_rate,

s_rate RETURNING x0

END DO

READ Original image_file TO img(x, y)

SET ver = g(x y) vertical lines

SET hor = img(x, y) horizontal lines

FORy =1 TO ver STEP 1 DO
FOR x =1 TO hor STEP 1 DO

CALL Logistic_Map with mu, xn
RETURNING xn
SET seed = quantization xn value
SET img(x,y) = imgly, x) XOR seed
END DO

END DO

WRITE Encrypted_image_file FROM img(x, )

WRITE Noise_file FROM noise(n)

O3 3. op|x| &5t oA lm=
Fig 3. Pseudo code of Image Encryption
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LET noise_length = 200

LET n_rate = 0.4
LET s rate = 0.6
LET mu = 3.98

READ Noise_file TO noise(n)
FOR n = 1T0 noise_length STEP 1 DO
CALL Logistic_Map with mu, xO RETURNING xn
CALL Mixed_Signal with noise(n),
s_rate RETURNING xO

Xn, n_rate,

END DO
READ Encrypted_image_file TO img(x, y)
SET ver = img(x, y) vertical lines
SET hor = img(x, y) horizontal Iines
FORy = 1 T0 ver STEP 1 D0
FOR x =1 TO hor STEP 1 D0
CALL Logistic_Map with mu, xn
RETURNING xn
SET seed = quantization xn value
SET img(x,y) = img(y, x) XOR seed
END D0
END DO
WRITE Decrypted_image_file FROM img(x, y)

J2! 5. 0p|X| B3} SAlm=
Fig 5. Pseudo code of Image Decryption
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