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Separation of Concerns Security Model of Component
using Grey Box

Young Soo Kim*, Sun Goo Jo**
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Abstract

As the degree of dependency and application of component increases, the need to strengthen security of
component is also increased as well. The component gives an advantage to improve development productivity
through its reusable software. Even with this advantage, vulnerability of component security limits its reuse.
When the security level of a component is raised in order to improve this problem, the most problematic issue
will be that it may extend its limitation on reusability. Therefore, a component model concerning its
reusability and security at the same time should be supplied. We suggest a Separation of Concerns Security
Model for Extension of Component Reuse which is integrated with a wrapper model and an aspect model and
combined with a reuse model in order to extend its security and reusability by supplying information hiding
and easy modification, and an appropriate application system to verify the model’s compatibility is even
constructed. This application model gives the extension of component function and easy modification through
the separation of concerns, and it raise its security as well as extends its reusability.
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Fig 1. General Architecture of Component Model
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Fig 3. Separation of Concern Security Model
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