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A Robust Pair-wise Key Agreement Scheme without
Trusted Third Party and Pre-distributing Keys for MANET
Environments

Han Seungjin®, Choi Junhyeog **

O ot
4 9

2 EReE FUIES 29 A 3 A2l 89 AR 7] Buh7k o114 e ool Al 11t 718 <
APl mBE 5 e Piel el AATh, 712 WAES FUEL FE MANET 2294 A 3 2207
SITP)E /PP 02 EAFTD /e, o] wugt ¢hast 7174 7] MEShe 7Fgeld Qs
T AR PASE 1% ) Qs TS QAR A 22 POl oI EARE Ak
#5983 1} Diffie-Hellman W4 & o 3 e A1) e S04 AT A3
Ak walth dheb, £ Rt WTBSLA B¢ ol goiel il AZEAIE Atk oz
& o183 U8E AL 715 Frhelel FHIHE 2 BHINE sk S wER 7] nE S A

>¥U

Abstract

In this paper, we proposed scheme that it safely exchange encrypted keys without Trust Third Party (TTP)
and Pre-distributing keys in ubiquitous environments. Existing paper assume that exist a TTP or already
pre—distributed encrypted keys between nodes. However, there methods are not sufficient for wireless
environments without infrastructure. Some existing paper try to use the Diffie-Hellman algorithm for the problem,
but it is vulnerable to Replay and Man-in-the-middle attack from the malicious nodes. Therefore, Authentication
problem between nodes is solved by modified the Diffie-Hellman algorithm using pTESLA. We propose safe,
lightweight, and robust pair-wise agreement algorithm adding One Time Password (OTP) using timestamp to
nodified the Diffie-Hellman in ubiquitous environments, and verify a safety about proposed algorithm.

» Keyword : MANET(Mobile Adhoc Networks), Diffie-Hellman, &ZHFsZ(Man-in-the-middle
Attack), AAEZZ(Replay Attack), sl ilA=(One Time Password), 7|u=
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