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Abstract

The proposed system can achieve more safety of RFID system with the 2-step authentication
procedures for the enhancement about the security of general RFID systems.

After it has authenticated RFID tag, additionally, the proposed system extract the characteristic
information in the user image for acquisition of the additional authentication information of the user with the
camera. In this paper, the system which was proposed more enforce the security of the automatic entrance
and exit authentication system with the cognitive characters of RFID tag and the extracted characteristic
information of the user image through the camera. The RFID system which use the active tag and reader with
2.4GHz bandwidth can recognize the tag of RFID in the various output manner. Additionally, when the RFID
system have errors, the characteristic information of the user image is designed to replace the RFID system
as it compare with the similarity of the color, outline and input image information which was recorded to the
database previously. In the experimental result, the system can acquire more exact results as compared with
the single authentication system when it using RFID tag and the information of color characteristics.
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Fig. 7. Performance graph of face recognition
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