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Extending VNC for Effective Collaboration
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Abstract

VINC'is one of popular thin client computing systems, which supports cross—platform renmote control using the
RFB protocol. Unfortunately, since VNC does not provide functions specially designed for collaboration, it is
difficult to collaborate effectively through the remote control function of VNC. In this paper, we present the
extension of the UltraVINC server and the JavaViewer client which are one of open—source VNC systems. For
effective real-time collaboration, the extended VNC provides three kinds of access authorities to control the
collaboration server: administrator, worker, and spectator. The administrator can control the access authorities
of the users through the access control tool, newly provided in the extended JavaViewer. The workers can access
the resources of the remote server, whereas the spectator cannot handle those remote resources, only monitoring
the remote server. In addition, the extended VNC provides the one—click connection facility for easy connection

to the collaboration server from many collaboration participants.
» Keyword : VNC, Thin dlient Computing, RFB protocol, 224 M (Renote Contral,), UitraVNC, JavaViewer,

2WRHERA (Real-time Collaboration), ZEK} (Administrator), ZI4KF (Worker), ZEIKRKSpectator),
&2 2| =7 (Access contral tool), 222 &5 715(Oneclick connection facility)
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if (Im_socket-)ReadExact(response, sizeof(response))) return
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vncEncryptBytes((BYTE *)&challenge, plain);
//AHEAES A Ao 4%

m_client-)m_authmode = rfbVncAuthOK:;
m_client-)EnableKeyboard (true) :
m_client-)EnablePointer(true) :

//ZEeIRE] Yo} Fela) A EE v
for (int i=0: i{sizeof(challenge): i+ +){
//AeA A el A e
if (challenge(i) != responsel(i)){
auth ok = FALSE:
[/AH S AL Ao A%
m_client-)m authmode = rfbVncAuthWorker:
}
}
//BR) A AR QT Asf Al AL A AT Y
if(lauth_ok) {
auth_ok = TRUE:
/A2 B3 k5 S one-time password o] &ste] 53} &
vncEncryptBytes((BYTE *) &challenge worker, plain worker):

[/2ERINEY] 5o A Ag s E vlw
for (int i=0; i{sizeof(challenge temp); i++){
//A9A B gsel dX3R s )
if (challenge worker(i) != response(i)){
auth ok = FALSE;
/A8 ARk A Ao Ay
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m_client-)EnableKeyboard (false) ;
m_client-)EnablePointer(false) :
break:
}
}
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m_client-)m_authmode = rfbVncAuthFailed:
break:

}
}
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Fig. 3. Implementation of Authentication Process
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Table 3. Structure of the ClientListMsg message

No.of o
bytes Type (Value) Description
1 unsigned char 101 AR &4
3 padding
4 unsigned char(4) XML Zo|
unsigned
length char(length) M

(7xml version="1.0" encoding="euc-kr"?)
(ClientList)
{Client Type="Admin” 1P="123.123.123.2"/>
(Client Type="Spectator” IP="123.123.123.3"/>
(Client Type="Worker” 1P="123.123.123.4"/>
{/ClientList)
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Fig. 5. An Example of ClientListMsg Message
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Table 6. Methods for client list transmission

EClES HME Ils

ListAuthClientsByteArray
£ 3510 EA=EES
ZfMstn] BE|XtH st
AR
sendXMLClientList

oM=S =5

SendListToAdmin

vncserver

ListAuthClientsByt

K{ﬁx} 22 XM
=7 o
eArray

== =

K‘iﬁ}{} 222
=AM SaE

ClientListMsg HAXIE
&5101 E20|ME| XS

vneclient | sendXMLClientList

ezt Ak S| Edd AEA B55 dFdlokhe
b FdMelA o]F HEehe HiEe v (X T)T 2
o} Z HA =M sl A5 viAE FE-olA vneserver

Z#29] SendListToAdmin WAES &3] H&EA &

on,

=& WA A SFTolAEd A5 5 i

B 7. &K 352 tdske 4t M2IE Hidohs F2
Table 7. Client list transmission cases and processing
methods

xa| Saa 2 HiM=

= d&= 2 (Zahr M)

== o

22Xt Hte| Z2f0[HET}

SlolkHol] oI AtTst 22 vncclient: :InitAuthenticate

vncclient: :InitAuthenticate

il
QR
=
T
To
it
]
¥
N
it
P
0
B
10

o vncclient: :Kill
ST

vneserver::ChangeUserAuth

vneserver Ze122¢] ChangeUserAuth M E+= #e)#}
Agte] Zo]AET} AEe rfbAdminRequest WAIAIE
At g sl flate] 7 mix=olnt
rfbAdminRequest MIAA1= XML ¥el= A3 F2E
Aol Adgett. o (28 6)eA Eeole
rfbAdminRequest HIAA= 1P F47}F 123.123.123.1<1
PRt Aghs AdAt Aol x| HFAL Agte R WA
ah, 123.123.123.3¢1 @A) Ak #FA+ A
ol 2l Ao WAEa 123.123.123.69 FHFA
Aol HEE BEE gAsle d8 Holn gtk
ChangeUserAuth WA=+ rfbAdminRequest MAIAS
MSXML Parser(10)& ©o]-&3}e] £Agic}.

(?xml version="1.0" encoding="UTF-8"?)

{ClientList)
{Client Type="Spectator” IP="123.123.123.1"/>
{(Client Type="Worker” IP="123.123.123.3"/)
{Client Type="Drop” IP="123.123.123.6"/)

{/ClientList)

2! 6. rfbAdminRequest HIAX|2] XML LHR2| of
Fig. 6. An example of XML in a rfbAdminRequest message

VS|
A

e
tlo

B3t o83  AAAAAL
m authmode Wl 248 AeS ARz} a2la A4
AA2] EnablePointer®} EnableKeyboard WA EE &3}
o &34 T AFE A

UltraVNC AH 2] vneclient Fejae SelldES]

A



188 EJ';E 7417:]_3 ]:Eéli‘!—‘El uI'HI)LwL (2008 11)

J

A= He)ste vlIM=R Removest Kill BN =S AlFsln
Atk Remove HMINEE AAAA ~x2 &S 94T
2ol Kill MiMEE th2 A7t A 23S e
u 2xolc}, waebd vneserver A4A2] ChangeUserAuth ™
MEE Kill AMEE B3 AAAAS] A8-s 8231 3
T ZEeldES] HES #e

3.1.4.3. E2ol¢lE 71

Zefo|AET} AR A QASE AAFE FAAH ZHE
VncAuthOk WAIAIE A4 ClientListMsg HIARIE A
$Rk=t} JavaViewer?] RfbProto Z@12¢F ButtonPanel
FY2E FH31] VncAuthOk AR E A5k wf H2
e B A8 HES DYSRIES 3191

A B == ClientListMsg WA o] A5 H4a)
228 IAE & e 715 rfbAdminRequest HAIAE
B3l A WA 032 Pl Mddhe 7% AlFst
1 o]F $lt] thy (3 8)ellA Hol= F¥2rt :rLz?iEl‘}i"/}.

;‘;

8 T2 | T7o| =i
Table 8. Classes for access authority administration tool

Zaja ot

T2 H2| =7 CHElAL Sefaol HEX 282
javax.swing.JTable(11)2 0[8310 EAISH}.

UserCont-r | H&EAE AMEksto] A o3 U X% ofd & =
olFrame QU= QlEfHoIAE HMiSstHd rfbAdminRequest

HAXIE E5l0f FEE XMLSENS| st Ha oA
HEES RMSICE
UserControlFrameoll EAIg

CliontLise. | ClientListMsgoiAixle] T7t 558 2Asict,
MEX S22 XML SElfo|=22 SAX Tialg

XmlParser

X&sk= org.xml.sax.ContentHandler(12) &
ofsiict

UserControlFrame (1% 4)¢} 22 gisdzlE 34
b BZolA AEgt A8kl H& dIAE 84 k= Drop
752} A3 ¥AE 8331 ‘Change 71%5S Alg3it). #e
AL Agkel] et & aiAlet dgk WA e & F gle
A7 At et Ak 4T Wshe 8743 HSaAl
QA5 APt} UserControlFramecld 233k A3 A7
27% rfbAdminRequest WIAAIE Balo] FPruiel A
g 4= == JavaViewer?] RfbProto e125 71t

o

3.1.4.4. AH2|RY MY &
o (28 7)2 @AY E% JavaViewers B3+ A
AIZE AhelM FhE el 5 —-4 HEAle] HEE A

_|_4

Fe Hola glrh 123.123.123.22K 1P F4:8 7M1

2 Agke] YAt A e =78 Bl ool
%&H HqEAel P T2t Drop 23
rfbAdminRequest WAR S Fal] Ao HEet &
XM yneserver FE2E [P FAE Jxslo] g A
NS 2 AAAA] Kill MAES 553l0] 145 diAgit)

ol
F{F
f“g i

o rr

H2A A

vncserver [——%| vncclient
Kill()

<7l wersion="1,0" encoding="UTF-8"7>
<Clen

ype="Drop’ IP="123,123,123.6°/> vneelient

</lieniListy
JavaViewer
User Cantral
E o @
r— 1

2RIRE

oteixel 582 X
1P pdress
1231231236

1P Address EATH AT
1231231232 1P Address 1P Address
125,123.123.1 1231231233

T2 7. % sl Al
Fig. 7. Dlsconneotlon Scenario

U (28 8] #elAt Agke] FzolAtel] oo 2
A3 A]ix2e] gk WA ARIE Bolx gtk A9ak 1
A4t Aol A7t 2= WAL Fgtolrt, BejAl Uekol
JRARRE A2 B2 EFE o8] AR 18 #EA
Aglo g ez} 28 2z}l Pako 7 WA= 2L =
rfbAdminRequest Uﬂ/\]ﬂa FAA | M3t 04*1
He] vneserver E#l2E rfbAdminRequest HAIAS] 1
2k

TAhE Fxs}] XWX} 17} A4A; 29 AAAAE 2 7—?
A 2] EnablePointer$t EnableKeyboard "INEE

Folo] 943 94-¢ 4P,

EnablePointeriirue)
EnablsKeyboard(true)

vnoserver

EnablePainter(false)
EnableKeyboard(false)

Coxml version="1.0° encoding="UTF-8"7
CClentlisty

<Client Type="Spectator” IP="123,123,123,17/>
ent Type="Worker" P="123,123.123,3'/5

</Clientlisty
JavalViewer
User Control

Bre|RH

wncelient

uncelient

1P Address ATH AT} 2
Az3z3 23 P Address 1P Adie:

1231231221 1231231233

O3 8. st AR
Fig. 8. Access authority modification scenario



449 49E A% VNC 8% 189

AL

3.2. 4

JavaViewer Zefo]AEE A&-3lo] VNC AlH e 3438t
7] S M9l 1P F2x9k VNC Mul7t AHgsle RES
Yolok g}, UltraVNC AMHe dAA| "] shaS A
a7] flsto] theket $47F 1% W& AlFsta QAT
A Al AdAH A A&a] Slsl elet A vl
SQldhe AL vl HAZE A oln, VNCe &34
FAH Bl JY R olEe2 Foh
UltraVNC® 94 Ao} 7|53 FA8aA &4
W AFst] 9l 22 BAEES ‘5H7éb%f
44 S TRt 48y
VNCE CoSpace(13)9} 22
soke A= 7Fseitt. v (28 9)
A T 22 AU eE Helx

2z M4
= " H=H =

rlok

Sk

o
ﬂIIO

[

Mg og ol~>

r°\‘ J\,OL 11

05

m

1

J

Mo m

i)
N
)
JP>
o}l
o
o
ofo
o,
to r2 2oy b

2
=
23

mSZ
>

g >
1U g

F

B
on,

e
o B
X
.
X

%0 r1r

fiml

[>
i
ofm -
ol
<2

SHAAMHE AlE2]
M B Ay mes
N
AR = A=l B4 MY mele feee
%74 M mele| R Cfet AAT=Us
1L

=
LéXﬂHIOﬂM KW"* =+ QU0 8 AF

o= T A

HAS MBI TIUS M

= HO|Lt ftpRt &2 AH]

0
0
o

o
w2

Jbi gy
3H

e
Io
04

Il

>
E
e
Iy
E
nE
0
U
JFL
FE
[
S
=
D
=
Q
|
ﬁ
oT

= {02 BAlE| Java\/levver

=
oo ZjE & Uk

J
gﬂ

2 B0t tp MU 8t T
ST

g 9.
Fig. 9. One click connection scenario

iz2| 7 ALRIR

3.2.1. HeiMeiel 82 M xE T 7
UltraVNC M= (23 219} zre 34 A% szt

S Agdnh @78 A% tspdrke 97 dAol 2e3 24zt
o) 71s< dasteAY vl ¢ gl B 729 7
FAER FAHIT webr MH A% ts} 3Pt 24 2
FAES] Do} A% BelE FRlste] An 2 A& A%

o

e FLE NSRS FEth A% A #de A%
HEE XML B A7,

UltraVNC A ] 373 A7 tis} A= vncProperties
Szl 7&8so] 3tk vneproperties EefzellA tishd
Aol A doju= oWl EE DialogProc PIAE(14)04 2]
gt} 84 A% oisl el v (2" 10)3 2o %S
gdol] A 4= 9l SAVE HED 44 d=25e &
& & 9 LOAD WES F713819

ﬁ Disable ch;nls oplions in tray icon menu
[T Forbid the user to close down Wirl/NC
[ Log debug infos to the WirNC.log file

Default Server Scieen Scale: 1/ 1

[ or J [ ey ][ Concel ]

Presat

T2 10, M HF ChslaiRlof 3712 HE
Fig. 10. Added buttons at a server properties dialog

5 oMEZ Ag]dl7] Yste] DialogProc ¥l
MEE PGt A% o[ MEZL BAES W, tiEkdAt
o 74 #AZUES DY A% @2 HEeE MSXML
Parserg °|-&3te] XML Feje] A% ot & A= s &
okt 2ejn Bl 9] o[WESL A S W, A%
39& MSXML Parsers 3l #4ate] A& A3
o] ID9} A% a5 disdAtel A 8ates sigivk & 24 4
S AFs] f3 g AFIE D9 A%E
317 =Tt

A A4
g d=s A4 ﬁ}?—l"ﬂ FAAAHY] IPFAE At
U]traVNC AHE Eo|JES} Al 1’]0}01 WlnSock[14]

S o] 27 EAIS g}
WJ} FdotaL
IP F425 o /‘1‘ﬂ @7@ e XVRQ T ‘3]' kb
vsocket Fefjzo] 1P F4F ¥H8H8l= 7159 GetAddress
M=E Atk 281 vncPropertise 29
DialogProc HIMEoA 27 oES A& of FAG
GetAddress WAEE T&3l] AW [P 45 A A%
el A= 513

A 37 A stelo] ﬂﬂx}* drox =
ol 3¥E& v Y P& o AHE ﬁﬁa z2a3s A%
g 4 %S 'xml'o] ohd ‘vnc' o= B

A=

11)& e MH 87 Aot &2] oot

o]o E;
EE



190 ﬁ?! %‘l’:’]—j ]:Eéﬁ‘!—‘El uI'HI)LwL (2008 11)

(?xml version="1.0" encoding="euc-k1” ?)
(UltraVNC _preset)
(server ip)y203.250.77.117{/server ip)
(IDC_CONNECT BORDER)
(IDC_CONNECT SOCK)1{/IDC_CONNECT SOCK»
(IDC_SPECDISPLAY)0{/IDC_SPECDISPLAY)
{IDC _DISPLAYNO />
(IDC_SPECPORT>1{/IDC_SPECPORT)
(IDC_PORTRFB)5901¢/IDC_PORTRFB)
(IDC_PORTHTTP)5800¢/IDC_PORTHTTP)
(IDC_PORTNO_AUTO»0¢/IDC_PORTNO_AUTO)
(IDC_CONNECT HTTP)1{/IDC_CONNECT HTTP)
{IDC_ALLOWLOOPBACK)0{/IDC_ALLOWLOOPBACK)
(IDC_LOOPBACKONLY)0{/IDC_LOOPBACKONLY)
{/IDC_CONNECT BORDER)
(Multi_viewer connections)IDC_MV1{/Multi viewer connect
ions)

(/UltraVNC_preset)
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Fig. 11. An Example of the Server Configuration File
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Table 9. Comparison of supported collaboration facilities
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