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Abstract

In various fields, ISO/IEC 11179based MDR (Metadata Registry) systems have been developed. However, the
current systems do not observe the standard, so inconsistency issue between metadata arises. Most of all, there exist
several problems because ISO/IEC 11179 provides no standardized access method. SQL/MDR has been suggested to
resolve those problems. SQL/MDR supports search operations, but it does not provide operations for vaild building and
safe access for MDR. This paper, in the aforementioned issues, suggests MCL(Metadata Control Language) to guarantee
safe and easy access control. MCL offers predefined roles and authority of user groups defined in ISO/IEC 11179 Part 6,
and users are assigned to a proper user group. With such a way, MCL increases usability and security.

» Keyword : HEI[0[E 2X|AER|(Metadata Registry), ISO/IEC 11179, HeKSecurity), &2 Mo{(Access
control), SQL/MDR, RBAC, HEIH[0|E] H|0{210{(Metadata control language)
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T2 1. MDRof| Chst =28 Rolent 2HA|
Fig 1. Organizational roles to the Metadata Registry
and their relationships
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Table 1. Roles and privileges of user groups

3.3 MCL OperatorX 2

x| EAg vebd|olE] HA~E] oA AMEEE A4t o)
gl 3 HZAold) tis) & SQLS &Hgslel MCLE 3 <lst
e MCL2 ARgAlel thate] Aol tigh 2 Ae-S o
£ MGRANTS} MREVOKE &= F 7I49 8 dixE
71z}, Ak Fojshe A4AEE MGRANT(GRANT FOR
MDR)Zz  FHeostn, HAZE Igsle AE
MREVOKE(REVOKE FOR MDR) 2t 2]al 1 AM-EH-&
o5 2t

MGRANT USER GROUP (ROLE) TO USER
MREVOKE USER GROUP (ROLE) TO USER

34 MCL AtE ofA|

o] HAlME (F 2), (& 3), (F 4ol 71&H0] Uxo],
AREARL AMEAL T, ARRAF 2E 9, dEa) deke) #
AE EF SQLES o83 Wz oln] Fojd MCLE o4&
g o Hwg},

=

B 2. AMEXIR} ASKE aE7ke| 2|
Table 2. The relationships between users and user

groups
A2} ALSR} OF
KIM Read-only-users
SAM Stewards

E 3. AKZR D83 Sz
Table 3. The relationships between user groups
and roles

AEXlaE Role

Read-only-users i[O [E{ 2240

Cllo[E a4

Al

Submitters

o eakE
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Table 4. The Relationships roles and privileges

Role Privileges Tables
Co[E{2AZ A4 Select Data_elements

Select,Insert,Update, Del

Ho|E{RaKIE
eteData_elements

Data_elements

oA 1 tlolE] 24 A4 Roled Read only users A
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A 1. Kimo)A Read only users A% 7o
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create role H|oJE] 24714

grant select on data_elements(table) to Glo|E. 24714
(Read_only_users) Kim

create role Read only users

grant H°o|E] 2474 to Read only users

grant Read only users to Kim

( MCL¥21)
MGRANT read only users TO Kim
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create role BB 2474

grant select data_elements(table) to Hlo]E] 2274
(dlelg 8.2A41%)

create role HICJE}SAAZE

grant insert, update data elements(table) to HIo|E] 2AAZ
(Submitters) sam

create role submitters

grant HJo|E] 247 Ho|E] 844|Z% to submitters

grant submitters to sam
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MGRANT submitters TO sam
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Fig 2. ISO/IEC 11179 based user group’s information
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- create role H|o|E] 2274

- grant select on data_elements (table) to HoJE] 2474

- create role Hlo|E] 224

- grant insert, update, delete on data_elements (table) to ©l°]E]
QAAE

87 18 Rolestel WA A14 o8 8- elel
B2 PYSW (E 37 Lo] H1 A PolE e 74
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- create role read_only_users

- grant Hl°]E] 2244 to Read_only_users

- create role submitters

- grant Ho|E 2474 dlo]E 2. 441% to Submitters
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Fig 3. The relationships between MCL and DCL
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KIMS READ ONLY USERS A& 189 &sln
DATA ELEMENTS H|o] & thate] Select Aghs 7HA1 1,
SAME  SUBMITTERS  AMgAl 2§l
DATA ELEMENTS #lo|£ tisle] SELECT, DELETE,
INSERT, UPDATE #3&-& 712t}

A==
&roral

J& 4. KIMe| #st =lol
Fig 4. Confirmation of Kim’s privileges

2] 5. SAMe| #st slol
Fig 5. Confirmation of Sam'’s Privileges

AH8AE KIM3} SAMe] Agiel) thete] A5s7] 9 e
T Ql, Q2. Q3, 4E k& Zo] WEUL

Q1) SELECT REG_AUTH_IDENTIFIER, DATA_IDENTIFIER,
VERSION, CREATION_USER FROM
MDR.DATA_ELEMENTS;

Q2) UPDATE MDRDATA_ELEMENTS SET
CREATION_USER='KIM" WHERE
REG_AUTH_IDENTIFIER=200800001
AND DATA_IDENTIFIER=200804001 AND VERSION=1 ;

Q3) INSERT INTO MDR. DATA_ELEMENTS(
REG_AUTH_IDENTIFIER, DATA_IDENTIFIER,VERSION,
RESPONSIBILITY_NAME, CREATION_USER)
VALUES(200800002, 200804002, 2, 'DEFAULT', 'SAM’);

Q4) DELETE FROM MDRDATA_ELEMENTS WHERE
REG_AUTH_IDENTIFIER=200800002 AND
DATA_IDENTIFIER=200804002 AND VERSION=2;

a9 6. KIMe] A 1%
Fig 6. Verification of Kim's privileges

DATA ELEMENTS €#o|&el| tisled SELECT HgHt 7}
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o WAt
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02| 7. SAMe| Hst AS
Fig 7. Verification of Sam'’s privileges
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2| 8. DCLE ol2st HZA|of
Fig 8. Access control using DCL
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Fig 9. Access control using MCL
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Fig 10. The cost graph of development time
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