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A Distribution Key Management Protocol for improving
Security of Inner Attack in WiMAX Environment
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Abstract

The cryptological key which is used in WIMAX environment is used at regular intervals by mobile
nodes(laptop computer, PDA, cell-phone) which is in the range of base station coverage. But it is very
weak at local attack like man-in-the-middle when the mobile node is off the range of base station or
enters into the range to communicate with base station because the communication section is activated
wirelessly. This paper proposes a distribution key building protocol which can reuse security key used by
nodes to reduce cryptological security attack danger and communication overhead which occurs when
mobile node tries to communicate with base station. The proposed distribution key establishing protocol
can reduce overhead which occurs between base station and mobile node through key reusing which occurs
during the communication process and also, makes security better than IEEE 802.16 standard by creating
shared key which is required for inter—certification through the random number which node itself creates.
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